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Abstract

IEC 60870-5-104 is an international standard used for tele-control in electrical engineering and power system applications. It is one of
the major principal protocols in SCADA system. Major industrial control vendors use this protocol for monitoring and managing power
utility devices. One of the most common attacks which has a catastrophic impact on industrial control systems is the control command
injection attack. It happens when an attacker injects false control commands into a control system. This paper presents the IEC 60870-5-
104 vulnera-bilities from the perspective of command and information data injection. From the SCADA testbed that we setup, we
showed that a success-ful control command injection attack can be implemented by exploiting the vulnerabilities identified earlier.
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1. Introduction

At the core of electric power system is SCADA, supervisory con-
trol and data acquisition. A SCADA systems are typically incor-
porate sensors, actuators and control software that are deployed in
widely dispersed locations. Sensor’s readings are being transmit-
ted from remote locations to a central control room where the
information is analyzed, decisions are made and actions are re-
verted back to the intended remote location [1]. SCADA systems
have historically been isolated from other computing resources
[2], [3]. However, the use of TCP/IP as a carrier protocol and the
trend to interconnect SCADA systems with enterprise networks
introduce serious security threats [4]. Most SCADA protocols
were designed without any security mechanisms. Therefore, an
attack on the TCP/IP carrier can severely expose the unprotected
SCADA protocol [5]. Furthermore, attacks on an interconnected
corporate network could tunnel into a SCADA network and wreak
havoc on the industrial process [6]. Thus, it is of vital importance
that any vulnerabilities of SCADA system must be identified and
mitigated.

The main focus of this work is to investigate the security weak-
nesses of one of the most commonly used communication protocol
in electrical power SCADA system, IEC 60870-5-104. This proto-
col was intentionally chosen in this study because it is crucial for
the communication between the control stations and distribution
stations in many electrical power facilities around the world.
Moreover, as a proof-of-concept, a simple control command injec-
tion attack is implemented and executed in a simulated SCADA
environment. The remainder of this paper is organized as follows.
Section 2 presents a brief overview of the IEC 60870-5-104 proto-
col. Moreover, it discusses the vulnerabilities of the examined
protocol. Section 3 describes the environment in which the control

command injection attack is to be executed. The execution proce-
dure and results of the command injection attack is presented in
section 4. The conclusion of this work is given in section 5.

2. |IEC 60870-5-104 protocol

IEC 60870-5-104 (also known as IEC104) is one of the IEC 60870
set of international standards released by the International Electro-
technical Commission (IEC). The IEC 60870 standard defines
systems used for tele-control in electrical engineering and power
system automation applications [7]. It specifies a communication
profile for sending basic tele-control messages between two sys-
tems over standard TCP/IP network, which allows simultaneous
data transmission between several devices and services.

The security of IEC 104 has been proven to be problematic [5, 8].
According to recent security advisories [7], multiple security
weaknesses associated with this protocol have been reported [3]
such as the lack of strong data encryption and proper authentica-
tion could allow an unauthenticated, remote attacker to inject,
hijack or spoof network communications or exploit input valida-
tion flaws on vulnerable systems using the IEC 104 protocol [7].
Although the IEC have published a security standard, IEC 62351.
The security standard is intended to implement a security
measures to protect the IEC tele-control protocol series. The
standard suggested methods for data transfer authentication and
end-to-end encryption which would prevent many potential at-
tacks such as replay, man-in-the-middle and packet injection [9].
Unfortunately, due to the increase of implementation complexity
vendors are reluctant to roll this out on their networks [3, 10].
Security vulnerabilities of the IEC 60870-5-104 communication
protocol can be summarized as follow [10-11]:
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e  Absence of checksum field in IEC 60870-5-104 protocol, as
it is completely dependent on lower carrier communication
layers to protect the data integrity.

e Lack of inbuilt security mechanisms for providing data pro-
tection at the application layer and data link layer such as
encryption and authentication.

e The IEC 104 protocol can only transmit 255 bytes at any
one time. This indirectly limits the number of security bits
that can be added during data transmission. Furthermore,
the communication medium used may or may not have se-
curity mechanism implemented. The use of communication
medium such as twisted pair copper cable or radio waves
(both are common in SCADA implementation) makes it
easy for data transmitted to be eavesdropped or fake data to
be injected into the medium.

3. Simulation environment

The vulnerabilities of the IEC-60870-5-104 protocol have been
investigated and exploited using our laboratory-scale SCADA
system. Our SCADA testbed emulates a generic electrical power
SCADA system. The experimental setup is as shown in Figure 1.
It includes several SCADA key components: real-time digital
simulator to emulate the power system, generate data and receive
commands, master and local HMI, an RTU and several engineer-
ing workstations for testing and analysis purposes. In this testbed,
an Opal-RT model OP5600, a specialized hardware/software sim-
ulator, is used to simulate IEEE New England 39-Bus power sys-
tem in real time. At the bay level, the functions of both the con-
troller and RTU are modelled using the Real Time Application
Platform (RTAP) which is a proprietary platform used for model-
ling and simulating industrial control system devices. The state of
the emulated power system and RTU can be monitored and con-
trolled through master (station level) and local HMI (bay level),
which are modelled using Station Level Operator Interface
(SLOI). SLOI is a proprietary platform used to visualize the power
system which is simulated by the Opal-RT simulator and to re-
ceive and send commands from RTU and Controller (RTAP). In
this work, the SCADA network is designed to bridge the substa-
tion (bay level) and the control center (station level) through a
network switch. Therefore, all the SCADA testbed components
are considered in the same network. As well as the components
are connected to a local area network through an Ethernet switch.
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Fig. 1: Our SCADA Testbed.
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4. Control command injection attack

This type of attack have been considered to demonstrate the im-
pact of lack authentication and encryption method in IEC104 pro-
tocol [2]. Packet injection is a form of computer network attack
that refers to the process of interfering with an established network
connection, by means of constructing and injecting packets of
malicious intent into a network in such a way that the crafted

packet appears as if they are part of the normal communication
stream [2].

Packet injection is commonly used in man-in-the-middle and de-
nial of service attacks. Command injection attacks inject false
control commands into the controlled system such as opening or
closing a circuit breaker. Command injection can be broadly clas-
sified into two categories.

e Attacks against human operated systems: In this category,
control devices are monitored and manually controlled by
human operator. The attacker presume that the human oper-
ators oversee control systems and occasionally intercede
with supervisory control actions. Consequently, they may
attempt to inject false supervisory control actions into a con-
trol system network.

e Attacks against automatic controlled systems: The second
category contend with remote terminals and intelligent elec-
tronic devices monitor and control the physical process di-
rectly at a remote site. Such devices are generally pro-
grammed to carry out the monitoring and controlling pro-
cesses automatically and systematically. This programming
takes the form of ladder logic, C code, with registers which
hold key control parameters such as high and low limits gat-
ing process control actions. Hackers can use command in-
jection attacks to overwrite RTU programming and remote
terminal register settings.

Command injection attacks can result in catastrophic consequenc-
es. For example, an adversary can alter control set point to make
devices operate in critical levels. Moreover, he/she can alter alarm
values stored in PLC registers to disable alarms by changing alarm
set points levels to values in-line with the altered high and low set
points. An attacker can also forge reading values on the control
center to trick system operators and let the attack go unnoticed.

4.1. Attack goal and prerequisites

As mentioned earlier many industrial control system protocols
including IEC104 lack authentication mechanism to validate the
origin of packets as well as the absence of encryption mechanism.
This enables attackers to capture and alter command, response
and/or measurement packets. Additionally, attackers can craft
malicious command messages and directly inject them into the
control system network.

Generally, the potential impact of such attacks include interruption
of SCADA control devices, interruption of device communica-
tions, unauthorized modification of device configurations and
unauthorized modification of process set points. To successfully
inject a control command into a controlled system, an attacker
should be able to craft a valid IEC104 packets. In order to exploit
the target system effectively, the following conditions should be
met:

e The SCADA subsystems transmit commands and infor-
mation in plaintext;

e The target system must leverage unprotected communica-
tion channel.

e No security measures have been implemented such as data
encryption, firewall, deep packet inspection or intrusion de-
tection systems.

e The channel on which the target communicates must be
vulnerable to interception.

In order to carry out a successful injection attack, the TCP session
between the controller and control system must be interrupted and
the attacker should engage with persistence TCP connection and
initiate a temporary TCP session with the controlled system. The
attacker then should be able to inject arbitrary commands (such as
open or close a circuit breaker) to take over the control of the tar-
get industrial device.
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Fig. 2: Command Injection Attack Scenario.

4.2. Attack description

Figure 2 demonstrates the command injection attack scenario and
highlights the main activities required to perform such attack. In
general, to carry out a command injection attack, the following
phases should be realized:

4.2.1. Phase 1: penetrate the SCADA system

The first step an attacker has to perform in order to carry out an
attack on a system is to gain access to any of the resources of the
target system. A successful penetration operation typically follows
four steps:

Step 1 — Reconnaissance (Footprinting)

In order to carry out a successful attack, an attacker must first
gather as much information as possible on the specified target
systems. During this phase the attacker carefully analyze the vic-
tim’s system, identify its strengths and weaknesses, pinpoint re-
sponsiveness to the unexpected and collect all the information
required to determine and develop the attack. An attacker uses a
variety of sources to learn as much as possible about the targeted
system and how it operates, including Internet searches, social
engineering, dumpster diving, domain name management/search
services as well as non-intrusive network scanning. The activities
in this phase are not easy to defend against. Information about a
system, organization or individual finds its way to the Internet via
various routes.

Step 2 - Scanning

Once the attacker has enough information to understand how the
system works and what information of value might be available,
the attacker begins the process of scanning perimeter and internal
network devices looking for vulnerabilities and weaknesses they
can later exploit for the targeted attack.

Step 3 — Enumeration

Enumeration is defined as a process which establishes an active
connection to the target system to discover potential attack vec-
tors. It is considered as a critical phase in system penetration pro-
cess as the outcome of enumeration can be used directly for ex-
ploiting the system. In this context, for this work the information
collected during the reconnaissance phase will be utilized to col-
lect more details information about the target that needs to be
compromised. Information such as, usernames, machine names,
share paths, route tables, service settings and DNS details as well
as applications and banners are collected in this phase.

Step 4 - Gaining Access

The final phase is the attack itself. Using wide range of tools and
various techniques identified in the enumeration phase, remote
attackers exploit the vulnerability to break into the target system.
Gaining access to resources is the whole point of the penetration

attack whereas the usual goal is to use the network as a launch site
for attacks against other targets. Therefore, the attacker at first
must gain some level of access to one or more network devices.

4.2.2. Phase 2: impose control on the SCADA network

The main goal of this phase is to take control over the core of the
network that connects the substations to the control station to cap-
ture the entire network traffic by the attacker’s machine for further
actions. Moreover, in order to launch an injection attack, the at-
tacker must be on and have access to the same network of the
target. This is accomplished though Man-In-The-Middle (MITM),
ARP spoofing, ARP Cache poisoning, MAC flooding or physical
attacks such as port stealing [12]. In this work, as the experiments
are performed in a controlled environment the data is captured
using SPAN port (mirror port). SPAN port is commonly used on a
network switch to send a copy of all packets on the network to a
specific port.

In real life scenario, an attacker may gain access to a machine
which is connected to a SPAN port or may trick the switch into
becoming a span port or may gain administrative control of the
switch. Consequently, the attacker will be able to capture all the
traffic passing though, including data being transmitted by the
identified attack targets. Another way to capture the network traf-
fic is by getting in between the two (or more) targets and capture
data. This can be done by performing ARP spoofing attack. An
attacker can send spoofed ARP messages, which associate the
attacking machine’s MAC address with the target’s IP address. So,
every packet which is addressed to the targets will arrive at the
attacking machine. Accordingly, the attacker can view and edit all
packets being sent between the targets. Number of alternative
ways to the ARP spoofing can be used to capture network traffic
such as Domain Name System (DNS) poisoning and Content Ad-
dressable Memory (CAM) table overflow attack, which overflows
the memory of the switch and turns it into a basic network repeat-
er.

4.2.3. Phase 3: discover IEC104 devices

The main goal of this step is to enumerate the operational technol-
ogy (OT) system’s network to discover IEC104 devices attached
to it. This can be done in one of two ways; passive or active. Pas-
sive enumeration is where an interface is set into promiscuous
mode, which it will accept all packets on the wire. The packets can
be monitored for IEC 104 traffic with tools such as Wireshark and
tcpdump. On the other hand, active detection is where packets are
sent out from the machine to try to invoke a response from an
IEC104 device. Active detection can be accomplished by sending
a test Application Protocol Data Unit (APDU) and waiting for
confirmation message from the targeted systems. Once the attack-
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er is able to passively capture and analyze IEC104 packets through
SPAN port or other means, the connected IEC104 devices can
now be identified using network packet sniffing tools such as
Wireshark. One of the main features of Wireshark is that it enables
packet filtering. One can filter the captured traffic to only display
specific protocol or host. Utilizing this feature to display only
IEC104 packets is shown in Figure 3. This makes packet analysis
to find useful information much easier. Using the filtered traffic,
the TCP conversation associated with IEC104 protocol is as
shown in Figure 4. This confirms that the machine that is associat-
ed with 192.168.10.101 IP address has the role of RTU as it uses
port TCP/2404, which is defined as IEC 60870-5-104 process
control over IP based on the Internet Assigned Numbers Authority
(IANA) description. On the other hand, the machine of
192.168.10.211 acting as the control station or similar functionali-
ty as it continuously receives IEC 104 data from 192.168.10.101
machine.

st Pots P
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53037 19216810101 2404

M 53083 19216810101 2404

A AESe1  Dwaen  BmsA+5 BusBaA
04294 88.8034 64 82
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Fig. 4: Network Conversation between IEC104 Devices.

Figure 5 illustrates an IEC104 message in monitor direction gen-
erated by substation to update the master station with the current
state of system’s devices. Each monitor point in the controlled
system is identified by its information object address (I0A),
which is unique for each common ASDU address in the network.
From the illustrated packet, an attacker is able to identify the ad-
dress of each monitor point (e.g. 3001, 3002, 3003 ... 3034) to be
used in order to craft a valid packet with bogus device state. At
this stage, an attacker needs to identify the range of the monitor
points configured in the system which is 34 monitor points ad-
dressed as 3001 to 3034. Figure 6 illustrates an IEC104 message
in control direction generated by master station to instruct the
control substation to connect (close) the associated control point
(e.g. circuit breaker) addressed by I0A1001, the control action is
specified by the double command output (DCO) field. Based on
the concluded range of the monitor points, an attacker is able to
determine the address range of control points which is started from
1001 to 1034. This is information is remarkably helpful to mali-
ciously control the system by injecting vicious control packets.

13, cks T, Lens 288

Fig. 5: IEC104 Monitor Packet Dissection.
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Fig. 6: IEC104 Control Packet Dissection.
4.2.4. Phase 4: reset an existing TCP session

IEC104 communication protocol is designed specially to run over
TCP/IP. TCP connections (sessions) are used for all IEC 104
communications, whereas a TCP 3-way handshake process is set
up and a connection is established before any device on the net-
work transmits or receive data. Although multiple devices can be
connected to the master station at the same time, only one active
connection can be used for data traffic (controlled via the
“STARTDT Act” and “STARTDT Con” telegrams). Therefore,
for the attacker to successfully inject IEC104 command the exist-
ing TCP connection to the target system should be interrupted.

In order to carry out a successful injection attack, the TCP session
between the controller and control system must be interrupted and
the attacker should engage with persistence TCP connection and
initiate a temporary TCP session with the controlled system. The
attacker then should be able to inject arbitrary commands (such as
open or close a circuit breaker). At this stage, an in house devel-
oped tool called tcpTerm written in C language was used to inter-
rupt the existing TCP session. The syntax and usage are illustrated
in Figure 7, while Figure 8 demonstrate an example of how to
execute the TCP session rest attack. Figure 9 illustrates an exam-
ple of TCP session reset using the developed tool. Although the
TCP reset message is generated and injected by the attacker ma-
chine which has IP address 192.168.10.198, the message is
spoofed in a way that it is appeared to be generated by the control
station which has IP address 192.168.10.211 (Master HMI) using
the same port number with proper TCP sequence number. Figure
10 demonstrates the flow graph between the two systems.

4.2.5. Phase 5: initiate a persistent TCP connection

IEC 104 telegrams are carried over TCP protocol that is connec-
tion oriented service that requires a valid connection (three-way
handshake) and sequence numbers, which is chosen pseudo-
randomly upon connection initiation. Without valid sequence
numbers, a blind injection of packets into the network will be
rejected by the recipient station. Therefore, a more sophisticated
injection tools to be considered which manage TCP connection
conversation and permitting the attacker to specify the malicious
payload.
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osboxes@osboxes: /

osboxes@osboxes: /$ sudo ./tcpTerm

Usage: ./tcpTerm <interface> <src ip> <src port> <dst ip> <dst port> [-r]
<interface> The interface you are going to hijack on.

<src ip> The source ip of the connection.

<src port> The source port of the connection.

<dst ip> The destination IP of the connection.

<dst port> The destination port of the connection.

[-r] Reset the connection rather than hijacking it.
[-s] sniff for source port.

osboxes@osboxes: /$ I

Fig. 7: Tcpterm Syntax and Usage.

0 osboxes@osboxes: /
osboxes@osboxes: /§ sudo ./tcpTerm eth® 192.168.10.211 @ 192,168.10.101 2404 -r 20

Sniffing 192.168.10.211:0 --- 192.168.10.101:2404

Waiting for SEQ/ACK to arrive from the 192,168.10.211 to the 192,168
(To speed things up, try making some traffic between the two, /ms

Fig. 8: Tcpterm TCP Reset Attack Execution.

Fig. 9: TCP Session Reset Example.
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Fig. 10: Flow Graph of TCP Session Reset Example.

Once the TCP connection between the controller and controlled
station is interrupted, an attacker initiates a temporary persistent
TCP connection with the controlled station to inject the spurious
command and control messages to the industrial control system
which may have an adverse effect such as causing serious damage
or impeding production. Packet Sender, an open source utility to
allow sending and receiving TCP and UDP packets, has been used
to inject the bogus IEC104 packets and manage the TCP traffic. It
supports persistent TCP connections via a separate user interface
dialog, which is enabled by checkbox on the main window or from
the settings dialog as illustrated in Figure 11. Packet Sender effi-
ciently manages the SYN and ACK values and it initiates three-
way handshake before the packet can be injected to prevent detec-

tion by security systems and avoid packet rejection by the kernel’s
TCP/IP stack of the recipient station. Wireshark was used in this
stage to monitor the traffic and ensure the correctness of the craft-
ed packet.

Name jec104 U type STARTDT
ASCI 0410700400100 ]
HEX 680407000000 Q  LoadFie

Address 192.168.10.101 ©  Resend Delay 0 0 wrCe

Delete Saved Packet

Fig. 11: Packet Sender Interface.

© Port 2404 S Send  Save

Figure 12 demonstrates flow graph of the forged TCP session
establishment and the communication of the data between the
attacker machine and controlled system. The attacker machine
takes over the master HMI and starts to receive sensors readings
and other related sensitive information. At this stage, an attacker is
able to inject/execute any command of his/her choice on the target
controlled system.

Tine 1921680199

2179098 13432130726

NI0BTERWED  sxse

i

Fig. 12: Flow Graph of the New TCP Connection.
4.2.6. Phase 6: packet injection

At this stage the potential target has been identified, the attacker
has gained a remote access to the network and a TCP session be-
tween the attacker’s machine and the target has been established.
Consequently, the attack is ready to be launched. This can be ac-
complished through two steps:

Step 1: Craft a valid message

Once potential targets have been identified, it is possible then to
craft an IEC104 message. There are various tools available to
initiate, construct and inject network packets into a network, for
this work Packet Sender have been used. In general, to construct a
valid IEC104 packet, the following activities should be realized.

e Create raw socket: A raw socket is an internet socket that
allows direct sending and receiving of Internet Protocol
packets without any protocol-specific transport layer for-
matting. Raw socket facilitates the construction of network
packets.

e  Create a buffer for the packet: A buffer is the placeholder in
which all information like the Ethernet header, IP header,
TCP header and data will be put together. The buffer repre-
sents the constructed packet.

e Create the Ethernet header: Once the raw socket and the
buffer are ready, the Ethernet header can be constructed.
The MAC addresses are required in this step.

e  Create the IP/TCP headers: In this step, IP and TCP headers
are constructed. The destination port number are set to
2404, which is the standard TCP port allocated for
IEC60870-5-104 protocol.

e  Create the payload: In this work, the payload is IEC 60870-
5104 telegram which is referred to as application protocol
control information (APDU). The APDU requires to define
the type of telegram, the cause of transmission, common
address and information object address (I0A). For example,
a command to control a specific circuit breaker the type of
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telegram should have the value 46 (Double Command), the
cause of transmission is 6 (activation), the common address
represents the station address which is 3 in our SCADA
testbed. Lastly, the IOA is the specific address of the target-
ed circuit breaker.

e  Assemble the packet: Final step is to use the buffer to bind
the constructed headers together with the payload. The
packet now is ready to be injected into the network.

Step 2: Deploy into the wire

As soon as the required packet is ready, the packet is injected into
the network to be routed to its intended destination. For a success-
ful attack implementation, the attacker has to establish a proper
TCP connection and maintain a network conversation in order to
enable the two systems exchange data. At first, the attacker must
send “STARTDT act” message and wait for the “STARTDT Con”
reply from the target system. Afterwards, the attacker may able to
send control commands, receive sensor reading and interrogate for
device state. Wireshark was used in this stage to monitor the traf-
fic and ensure the correctness of the crafted packet. As soon as a
TCP session has been established, an attacker injects a control
message trying to initiate a communication with the controlled
system. Figure 13 shows the proper setting for injecting
(STARTDT Act) control command while the dissection of the sent
packet is illustrated in Figure 14. As a response to that message,
the controlled system should return (STARTDT Con) which is an
acknowledgment signal indicating a confirmation for communica-
tion channel has been successfully initiated. Afterwards, the at-
tacker may able to send control commands, receive sensor reading
and interrogate for device state.

Mame iec104 U type STARTDT
ASCI hi04\07\0010000 0

HEX 68 040700 0000 0 Losdfie

Address 12.168.10.101 © Port 2004 @ Resend Delay 0 Q HTCP L Send  Save

Delete Saved Packet  Persistent TCP

Fig. 13: Settings of Injecting STARTDT Command.

» Frame 4: 72 bytes on wire (576 bits], 72 bytes captured (576 bits)
» Ethernet 11, Src: Apple_12:fbize (26: foi2el, Dst: SuperMic 93ictiSc {ecice:7aiedictise)
» Internet Pratocol Version 4, Src: 192.168.10.199, Dst: 192.168,18,101
» Transmission Control Protocol, Src Port: 53089, Dst Port: 2404, Sea: 1, Ack: 1, Len: 6
v IEC 60878-5-104-Apci: < U (STARTDT act)
START
Apduten: 4
ceve w11 = Type: U (0x@3
9008 81.. = UType: STARTOT act (@ail)

No & Tene 3017 19216810198 - S Pt 530 2168100005

Fig. 14: STARTDT Command.

The main intention of this type of attack is to inject a control
command of malicious intent to be executed by the controlled
system. For this work a non-spoofed control command have been
injected from the attacker’s machine to be executed by OPAL-RT
to change the state of a particular circuit breaker. Figure 15 shows
the appropriate setting for control command injection. The HEX
field represent the data to be placed as packet payload. The dissec-
tion of the injected packet is demonstrated in Figure 16. As
shown, the target control point is set to 1001 with “double com-
mand” control command which instruct the target device to
change its state according to data given in DCO field.

Name iec104 dolcmd act 1001 connect/close (execute]
ASCI h|0e100100116100.01106100103100{¢9103100102 0

HEX 68 Oe 00 0016 00 2¢ 0106 00 03 00 &9 03 00 02 0 LosdFie

Address 192.168.10.101 O Pot 2004 © ResendDelay 0 O HTCP & Sed | Save

Delete Saved Packet v Persistent TCP

Fig. 15: Packet Sender Settings of Injecting Control Command.

It is worth to mention that IEC command is usually generates
multiple communication response messages as illustrated in Fig-
ure 17. For example, if a master station requires to commit a mod-
ification on one of the controlled systems’ components, the master
station must send a master control message of “control command”
type addressed to the specified component. The message should
has cause of transmission (COT) field value equal to 6 (Act),
which represents command activation state. The opposite side
should reply the message with COT field value equal to 7
(ActCon) which denotes a confirmation for the activation request
as illustrated in Figure 18.

- 10C GonTe-s 10A=1001 “double command

jui ASDU=D €_DC_NA_L Act
(461

Fig.ﬂlﬁr: IEClOA Control Message for Acti\)ation Request.
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Fig. 17: Flow Graph of IEC104 Command Messages.
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Fig. 18: IEC104 Control Message for Activation Confirmation.
Afterwards, the control action is executed on the controlled system
(remote substation) which in turn will update the control station
with two message; the first with COT equal to 11 (Retrem), is sent
to return information caused by a remote command as shown in
Figure 19. While the second message, is sent to terminate the cur-
rent activated request. Request termination is achieved by sending
a message addressed to the control command originator with COT
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equal to 10 (ActTerm). Unlike the rest of command communica-
tion messages which are IEC104 control command, Retrem mes-
sage is a point information response that retrieves the state of a
specific component of a system. This can be utilized in Man-In-
The-Middle related attacks by injecting false responses or inter-
cepting this particular packet. The impact of this attack is moni-
tored via Matlab’s scope viewer. Figure 20 demonstrates the im-
pact of modifying the state of a circuit breaker addressed by I0A
1001. As illustrated, the voltage level at bus 1 was set to 258.25V
and after about 6 minutes of normal operation the command injec-
tion was executed resulting in disruption of the voltage level at
bus 1 and all other related buses. The disruption continues until
the power system reaches a balanced steady state.

ne tag CP3ETime2a’

Fig.- 19: IEC104 Confrol Message for. I-?etLlrnmir-\f(-eratic-)n-Cau.sed by A
Remote Command.

B ore —

Fig. 20: Voltage Oscillation at Bus 1 after Turn-On Circuit Breaker Ad-
dressed by I0A 1001.

5. Conclusion

The lack of security protection and attack prevention mechanisms
at the application and data link layers of the IEC 104 protocol
implementation has indirectly resulted the critical infrastructure
systems face an extreme risk of cyber-attacks. In this work, we
explained the impact of the control command injection attack
conducted in our SCADA simulation testbed. The experiment
carried out in this work showed that IEC-60870-5-104 communi-
cation protocol used in SCADA system is insecure and can be
exploited for more attacks that can disrupt normal operation of
critical infrastructures. This needs tremendous effort to study on
how to strengthen the security level of SCADA should the legacy
communication protocol such as IEC 60870-5-104 is used.
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