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Abstract 
 

To ensure an error-free transmission in packet switching, additional check bits (either header or a payload) are typically appended to the 

input data of a message for error detection especially in a string of binary code. Normally, it comes from the input message and as a result 

of a deterministic algorithm after these data have been processed. The receiver system implements the said algorithm, while the transmitter 

used it to match the reliability of the sent information and detects whether an error bit has occurred or not. The corrupted bits will be 

corrected, recovered, and matched with the original message. To further improve the detection and correction of the corrupted transmitted 

bits, an enhanced error detection correction code implementation was proposed and developed in this paper. This will improve the limita-

tions of using cyclic redundancy checking (CRC) code and Hamming code, by reducing the number of the redundancy bits ‘r’ in CRC due 

to the needed polynomial generator, and the overhead of interspersing of the r in conventional Hamming code, respectively. Xilinx Spartan 

6 (XC7Z020-2CLG4841) FPGA was used to synthesize the proposed enhanced error detection code (EEDC) method. Based on the results, 

the transmission rate is faster, and an increase in detection of random errors compared with using CRC and Hamming codes. 
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1. Introduction 

A delay of any data transmission system can be affected by many 

factors as presented in Equation 1. The delay is dependent on the 

time to propagate the signal across the medium tprop and on the over-

all sum of bits in a message or packet (L), and R which is the trans-

mission rate of the digital system measured in bps. Also, it is related 

to the distance between the transmitter and the receiver in meters 

(d), the propagation speed (c) which is depended on the physical 

medium of the transmission channel/link (e.g. glass/optical fiber, 

copper wire, coaxial cable, etc.) with a range of 200,000-300,000 

km/s (speed of light) [1], [2] as shown in Figure 1. Also, sending a 

group of binary codes over the digital network requires redundant 

bits or extra bits to ensure that no bits were lost during the transmis-

sion. However, this process adds the propagation delay of the trans-

mission. 
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Fig. 1: Transmission Delay in a Communication Channel. 

 

Propagation delay is defined as the length of time taken for the 

quantity of interest to reach its destination [3]. Existing methods 

that can be implemented to decrease the propagation delay such as 

data compression that decrease L and the utilization of higher-speed 

modems to increase R [2], [4]. Moreover, some procedures of com-

pressing the bit representations of messages consist of a sequence 

of symbols and involve less bits. In executing these algorithms, the 

original information must be preserved, and the compressions must 

be lossless and reversible. Additionally, queuing delay qdelay is an-

other factor that needs to be considered in data transmission and 

computer networking [1], [5 - 8]. At the queue, the packet experi-

ences a queuing delay as it waits to be transmitted onto the link. The 

queuing delay of a specific packet will depend on the number of 

other, earlier-arriving packets that are queued and waiting for trans-

mission across the link. The delay of a given packet can vary sig-

nificantly from packet to packet. The number of bits (L), the aver-

age rate (a) at which traffic reaches to the queue measured in pack-

ets/sec, the requested bandwidth (B), and the transmission rate R 

are factors that affect queueing delay [6 - 9]. The said delay is re-

lated to the traffic intensity as shown in Equation 2. 
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On the other hand, if La/R> 1, the average speed at which bits arrive 

to the queue exceeds the speed at which the bits can be sent from 

the queue. Thus, the queue will lean towards increasing and/or ap-

proaching infinity. Hence, the system must be designed so that the 

traffic intensity must not be greater than 1 [1], [7 - 9]. 

As shown by the two equations (1) and (2), if the total transmitted 

bits are reduced, a higher transmission speed can be achieved, and 

the presence of errors or corrupted bits can be lessened. Thus, to 

ensure a reliable transmission of data, an appropriate error detection 
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and correction method must be implemented. In a typical transmis-

sion, an extra parity or check bits are appended to the input message 

which is derived from this data and undergoes a deterministic algo-

rithm. The same algorithm was used by the receiver to determine 

and ensure the consistency of the sent information (corrupted or 

not). The arrived information at the receiver will be recovered and 

compared so that matching and correction of the corrupted sent bits 

will be achieved. 

Good error detection methods such as the cyclic redundancy check-

ing (CRC) [10] and correction techniques like the Hamming code 

are being used [11] but these have limitations. To sum up, when 

implementing CRC codes, there must have a fixed number of the 

required redundancy bits ‘r’ due to the allocated polynomial gener-

ator which causes the decrease of the transmission speed while 

when implementing Hamming code, the overhead of interspersing 

of the computed r is being applied because of the bit’s position fol-

lowing the power of binary system. This proposed algorithm is re-

lated to the recent work presented in [3], [12 - 14] about CRC and 

Hamming code. According to these recent researches, polynomial 

generator of CRC and overhead in Hamming Code increase the 

propagation delay of the transmission.  

In Section 2 and 3 of this paper, the CRC method and Hamming 

code implementation, respectively, are presented and discussed fur-

ther. Meanwhile, in Section 4, an alternative error detection method 

and correction method was proposed and will be named as en-

hanced-error detection-correction (EEDC) code. The proposed 

EEDC implementation is an improved form of any current error de-

tection and correction codes. It reduces the limitations of CRC and 

conventional Hamming code such as the decrease of the transmis-

sion rate and the overhead of interspersing of the computed r, re-

spectively. In Section 5, the experimental results were illustrated 

and the better performance of EEDC over the CRC and Hamming 

codes in terms of transmission rate and random error detection, re-

spectively, were presented. Lastly, in Section 6, we concluded this 

paper. 

2. Cyclic redundancy checking (CRC) codes 

Cyclic Redundancy Checking codes can be referred to as polyno-

mial codes (transmitted bit strings can be interpreted as a polyno-

mial where its coefficients are the bit string values 0 and 1) since 

every codeword C(x) = Cn-1Cn-2…C0 can be represented by a poly-

nomial degree n-1 [15], [16] as shown in Equation (3). 
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In CRC and all existing cyclic codes, each valid code polynomial 

must be a multiple of a generator polynomial g(x) (in this paper, 

g(x) = 10101 = x4 + x2 + 1 for simulation purposes). It shows that 

this polynomial code as a reference for effective error-correction 

methods, but it has a fixed number of check bits because it depends 

on the nth degree of the g(x) that is needed to append during trans-

mission. This, in turn, reduces the transmission rate of the network. 

Likewise, CRC codes do not enforce correction, it only imposed 

retransmission every time an error is detected [17]. 

To illustrate the CRC encoding process, a message polynomial m(x) 

is created from a specified message e.g. 1010111 using the same 

method as Eq. (3). Hence, m(x) = x6 + x4 + x2 + x + 1. 

To illustrate the derivation of the constructed CRC code, the input 

message m(x) is considered. The input message to be sent for trans-

mission is given as: 

 

-1 -2 2 1 0
...

n n n
m m m m m m                                                                         (4) 

 

In terms of the polynomial form: 
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Or 
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Then, it is multiplied by xk, which is the degree of the generator 

polynomial g(x). The resulting product is divided by g(x). The re-

sulting quotient is designated as q(x) and is discarded. The remain-

der which is denoted as R(x) is the CRC code (0111 in this paper; 

x2 + x + 1). Hence, it can be said that: 

 

( )   ( )  ( ) ( )  ( )kC x x m x q x g x R x                                            (7) 

 

The coefficients of the remainder polynomial R(x) will be treated 

as parity/check bits and will be attached to the message before send-

ing it for transmission.  

Hence, the bits of the message to be transmitted which will be de-

noted as T(x) is represented by a polynomial: 

 

( )   ( )  ( )kT x x m x R x                                                               (8) 

 

The decoding process is similar to the encoding step. It separates 

each word received into the message and the remainder portion, and 

checks if the computed remainder from the message corresponds to 

the transmitted bits. An error will happen if there is a mismatch and 

a retransmission (ARQ) of message will be requested by the re-

ceiver.  

Although CRC is easy to execute using binary hardware like 

FPGAs, it is not guaranteed that the intentional alteration of data 

will not occur. In addition, in CRC, an overflow of data may be 

expected. Hence, it must have an error correction method besides 

using CRC for an efficient system. Moreover, part of the drawbacks 

of CRC is Serial Architecture which consumes more time to send 

the information [18]. 

 

 

 
Fig. 2: Polynomial Representation of a Binary Codeword for Message m(x) = 1010111. (a) Binary Pattern and (b) Short Form. 

 

 
Fig. 3: Polynomial Representation of a Binary Codeword for C(x) = 1010111000. (a) Binary Pattern and (b) Short Form. 
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Below is the pseudocode of CRC code. 

 
function crc(bit array bitString[1..len], int len) 

1 {remainderPolynomial := polynomialForm(bitString[1..n]) 

2  // First n bits of the message 
3  for i from 1 to len 

4 
{remainderPolynomial := remainderPolynomial * x + bitString 

[i+n] * x0 
5    // Define bitString[k]=0 for k>len 

6 if coefficient of xn of remainderPolynomial = 1 

7 
{remainderPolynomial := remainderPolynomial xor       

generatorPolynomial 

8            } 

9       } 
10  return remainderPolynomial 

11 } 

 

As shown in the first part of the pseudo-code, the remainder is ini-

tialized with leading portion of the input bit sequence. Then, each 

step, the remainder is up-shifted, and the emptied register is filled 

with the next bit from the input bit string. And the input bit string 

needs to be appended with zero. These zeros will flush out the data 

through the remainder during computation. 

3. Hamming codes 

Hamming code is one type of error-correcting and linear block 

codes used to detect and correct transmission error bits. Also, two 

concurrent error bits can be spotted, and a single error bit can be 

altered [19 - 24]. As shown in Figure 4, in Hamming code, an n-bit 

data word (D) are attached to the redundancy/parity bits ‘r’, creating 

a single word and having a total number of bits of D + r bits. 

 

 
Fig. 4: A Data Unit Comprised of D Character Bits and R Hamming Bits 
[20]. 

 

At least D + r + 1 different codes must be specified by the n Ham-

ming bits since the Hamming bits should be able to recognize what 

bit is corrupted or in error. An absence of errors must be specified 

by one code of the D + r codes. Meanwhile, the bit position where 

there is a presence of error must be recognized by the rest of the D 

+ r codes. Hence, the number of ‘r’ which is needed is given by the 

equation below since r bits can generate 2r different codes: 

 

2r ≥ D + r + 1                                                                                (9) 

 

The said redundancy bits are to be placed at binary bit positions 

behind the original data bits. At that moment, the entire bit positions 

are allotted for the data to be coded. As a result, an increase in over-

head because of interspersing the redundancy bits both for the trans-

mitter and receiver parts. 

Table 1 summarizes the data bits position and its corresponding 

Hamming bits where X value, which denotes a don’t care condition, 

is in a non-sequential or random format. 

Moreover, the advantage of using Hamming code is it improves ro-

bustness [25] and better in performance on networks where the data 

streams are susceptible to single-bit errors. However, if multiple er-

rors are present, the Hamming codes can detect the errors, but the 

resultant could cause another correct bit to be altered, causing an 

additional error to be present on the data as shown in [26]. 

 
 

 

 

 

 

Table 1: Data Bits Position and Corresponding Hamming Bits 

Bit Position 1 2 3 4 5 6 7 … 

Power of 2 20 21  22    … 
Encoded position r1 r2 D1 r3 D2 D3 D4 … 

Required parity bits posi-

tion for ‘r’ 

r1  X  X  X … 

 r2 X   X X … 
   r3 X X X … 

4. Enhanced error detection correction (EEDC) 

codes 

This proposed algorithm is an enhanced version of CRC and Ham-

ming codes. The concept of this proposed algorithm is based on 

these two error detection codes. Moreover, to show it is efficient, 

this was compared with CRC and Hamming codes only. The En-

hanced Error Detection Correction (EEDC) codes were proposed 

and developed from the modified and improved Hamming codes. 

Figure 6 shows the flowchart of the proposed EEDC algorithm. In 

this method, each valid codeword of C bits comprises the valid in-

put data bits Di. An invalid codeword can be generated when there 

are C bits that can be altered in any valid Di entity. Thus, the overall 

number of codewords conforming to a valid data entity is C + 1. 

Meanwhile, the overall number of codewords is (C + 1)2Di for every 

2Di valid data patterns. The possible number of patterns is 2C in 

every Di bit codeword. With this, the number of valid and invalid 

codes that can exist will be limited. Thus, 

 

   1 2  2Di CC                                                                             (10) 

 

And, it can be stated as 
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And 
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i
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So, the specified state of the inequality below should be satisfied by 

the overall number of the needed redundancy bits: 

 

    1   2r

i
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Both the input data Di and the needed r will be transformed into a 

polynomial form with a degree of n-1 as shown by the equation be-

low: 
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And 
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Then, the degree of polynomial D(x) will be multiplied by the nth 

value of r:  

 

G(x) = D(x) • Xn                                                                         (16) 

 

Thus, the structure of the EEDC codes is finalized as shown in the 

equation below: 

 

EEDC codes = G(x) + r(x)                                                          (17) 

 

Suppose a 7-bit data input of 1001110 which will be implemented 

by using the EEDC codes. The polynomial form of the 7-bit data 

input is X6 + X3 + X2 + X. Hence, the smallest number of r to meet 

the above inequality of (13) is 4, and its polynomial form is r3X3 + 

r2X2 + r1X + r0.  

Using equation (16), G(x) value is X10 + X7 + X6 + X5. 
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Fig. 5: Flowchart of the EEDC Method. 

 

The check bits in position 8 and 9 are located at bit positions 1, 3, 

5, 7, and 2, 3, 6, 7, respectively. Even parity and odd parity is ex-

pected for check bits in position 8 and 9, respectively so the value 

of r3 is 0 while the value of r2 is 1. 

The check bits in position 10 are located at bit positions 4, 5, 6, 7. 

Odd parity is expected so r1 equals 1. On the other hand, the check 

bits in position 11 are the redundancy bits r3, r2, and r1 only. Even 

parity is expected so r0 equals 0. 

Finally, the EEDC codes for this 11-bit data which will be sent is 

X10 + X7 + X6 + X5 + X2 + X in polynomial form while it is 

1001110r3r2r1r0 in binary form. The redundancy bit values of r3, r2, 

r1, and r0 are 0110, respectively, and are to be attached at bit posi-

tions 8, 9, 10, and 11, respectively. So, the 11-bit data value is 

10011100110. 

To evaluate the proposed method, an extensive experimental anal-

ysis is conducted. The set-up parameters have been used to deter-

mine the performance of the system. Also, this has been imple-

mented in Xilinx Spartan 6 (XC7Z020-2CLG4841) FPGA. Figure 

6 shows the EEDC generator part only. The Verilog hardware de-

scription language was used since FPGAs are now widely used to 

reconfigure any embedded system [27 - 30]. Also, most FPGA de-

signs are cost-effective than that of ASIC implementations. More-

over, in designing using FPGA, modifications on software or hard-

ware do not require extensive changes [28 - 31]. 

 

 
Fig. 6: EEDC Code Generator Architecture. 

5. Experimental testing and results 

Table 2 shows the results of the simulated data rate comparison be-

tween CRC, Hamming codes and the proposed EEDC in an 8-bit 

frame data. It shows that the transmission rate of this proposed im-

plementations is faster compared with CRC and Hamming Codes.  

During testing, the following set-up is needed to satisfy the condi-

tion of simulation. The number of bytes’ frame is between 1 byte 

and 8 bytes, random data were feed in designed system including 

the FPGA board. Figure 7 shows that the EEDC algorithm has bet-

ter performance in detection of errors unlike in using CRC and 

Hamming codes. Figure 8 shows the simulation results in using the 

proposed EEDC, as the data sent as NRZ bytes with a transit start 

sequence from 1-8 bytes. 

 

 
Table 2: Data Rate Comparison between CRC, Hamming, and the Proposed EEDC Codes 

Transmitted data (bytes) 
Data Rate (frames per second) 
CRC Hamming EEDC 

1 2,080 2,450 2,630 

2 1,785 2,049 2,504 

3 1,582 1,785 1,956 

4 1,404 1,562 1,600 

5 1,275 1,388 1,422 
6 1,157 1,250 1,398 

7 1,059 1,136 1,344 

8 984 1,050 1,119 

 

 
Fig. 7: Error Detection Performance of CRC, Hamming and EEDC Codes. 
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Fig. 8: Simulation Result Using EEDC Codes. 

 

6. Conclusion 

In this paper, the proposed enhanced error correction and detection 

(EEDC) codes can be used as an alternative error detection and cor-

rection technique. As shown by the results, using the proposed 

EEDC, a faster data rate, and a minimized overhead payload were 

achieved against CRC and Hamming codes whose drawbacks is the 

fixed data frame of the polynomial generator, and additional usage 

of overhead payload, respectively.  
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