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Abstract

With the improvement of innovation like credit cards, debit cards, mobile banking, Internet managing an account is the mainstream me-
dium to exchange the cash starting with one record then onto the next. Credit card is picking up fame day by day which expands the
online exchange with the expansion in online shopping, online charge payment, insurance premium and different charges so the extortion
cases identified with this are likewise expanding and it puts an extraordinary anxiety on the economy, affecting the two clients and budg-
etary bodies. It costs cash as well as an awesome measure of time to reestablish the damage done. In this paper, we look whether data
mining procedures are valuable to estimate and categorize the client's credit risk score (normal/fraud) to beat the future dangers. The
reason for existing is to keep the clients from online exchange by utilizing particular Data mining classification methods. The fakes are
ascertained by Naive Bayes method way to deal with break down the exchange is actual or fake. The exploratory outcome demonstrates

that our model has great classification accuracy, recall and precision.
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1. Introduction

Due to advancement in social web-sites, e-commerce, business
modelling and various enormous technologies, various huge da-
tasets are available which can be used for predictive modeling [1].
Advancement in communication and information, academics
stakeholders are witnessing keen interest in predictive modeling of
datasets. Predictive modeling analysis is performed to help aca-
demics organizations to drive innovation by acquiring new insight
into their customers[2].

Each application that is running today requires large size of data-
bases such that huge amount of data that is being generated within
them can be stored in them [3][4]. There is a need to generate new
and highly efficient tools which can manage such huge databases
and the data present within them. For facilitating the large number
of users as well as their applications several techniques have been
proposed by researchers [5]. Amongst such techniques is the data
mining and knowledge discovery approach that is used in order to
manage all such data. Data mining is known as the automated
approach of identifying interesting patterns from huge data-
bases[6]. This technique helps in generating descriptive, under-
standable and predictive models from the existing data within the
databases.

The main reason behind the development of this work is to store
data which is generated each day due to all the applications has
been utilized by humans [7]. In the computer databases, this data
is stored so that it becomes easy to access data whenever it is re-
quired. The similar objects are separated from each other amongst
different groups this process is known as clustering. Cluster is
defined as the group in which similar objects are placed within the
same group. Similarly, objects having different properties and are
dissimilar with each other are placed in separate cluster [8]. The
representation of data using less clusters leads to loss of essential
information. With the help of this approach, it becomes easy to

simply data in controlled manner. In the databases large amount of
data is present which is stored from long time. The extraction of
this information is very important in order to utilize it in useful
manner [9]. The process of data mining extracts the useful infor-
mation with quality and also provides effective sharing. The dis-
covery of predictive intelligence has been done with the help of
uncovering patterns and relationships present within structured as
well as unstructured data in case of data mining and text
analytics[11-10]. According to researchers, it is required to have
deep knowledge or creative skills so that models can be generated
within predictive analytics. Hence, this approach is developed
with the help of some basic functions. The use of credit card is
common nowadays due to change in technology from moderate to
modern. Therefore, it is necessary to develop a model for the de-
tection of frauds in credit cards in all regions. Fraud in credit cards
is done by any unauthorized account activity of a person[12].
Thus, it is necessary to take some appropriate steps by which in-
creasing frauds and threats can be minimized timely. For the pro-
tection of the clients various methods are facilitated that provide
the risk management that eliminates the misuses of credit cards
misuse. The credit card fraud took place when user as well as
issuer has no knowledge that other use tries to use card. Hence,
this is known as frauds in which one card is used by another. The
person who tries to use card of another person is not having good
intention as that person want to withdraw all money from user
account [13]. The unauthorized user is identified with the help of
fraud detection system, if one could commit the fraud. In order to
minimize all these frauds and to attract criminals various fraud
detection methods has been developed so far using various strate-
gies. The development of new mechanism for fraud detection is
becomes difficult due to the limitations of exchanging the ideas of
fraud detection [14]. This study shows how predictive analytics
can be implemented using open source technologies and various
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data mining algorithms to process real time data in fault tolerant
manner in scalable and efficient manner.

2. Literature review

K. Randhawa et al. [15] presented the use of machine learning
algorithm has been utilized for the detection of the fraud in the
credit card by developing a system. The standard models was
utilized initially after which the use of hybrid methods is followed
in which AdaBoost is present. The efficiency of the model has
been evaluated with the help of credit card dataset which is avail-
able everywhere. In the data samples noise is embedded in order
to evaluate the robustness of algorithms. On the basis of per-
formed experiments, it is concluded that fraud detection methods
provides the higher accuracy rates. With the help of this approach
online learning models will be proposed in future to extent the
work. Hence, it becomes easy to identify fraud cases quickly using
online learning mechanism. [16] Presented various issues are
faced by individual while selecting appropriate fraud detection
models as per done study. The implementation of an effective
process coefficient sum mechanism was done whole set of selec-
tion criteria and FDMs are introduced. For the analysis of various
scenarios, this proposed approach has been utilized using decision
maker’s criterion. There is no fraud detection model till yet which
satisfies all the needs by which frauds can be detected easily. They
proposed a method in this paper which is based on the integration

of different comparison so that fraud can be detected ranked easily.

With the help of this proposed method, the complex multi-
attributes decision issues can be resolved easily. [17] Presented the
use of fuzzy logic which is the combination of mathematical pro-
cess by which an ID3 decision tree system is generated in this
paper. They implemented the FuzzlTree algorithm on the normal-
ized training data. As per performed experiments, it is demonstrat-
ed that all the performed transaction was classified correctly ex-
cept for the transaction number 7. They performed various tests on
different transactions so that detection rate can be determined
easily in different situations. On the basis of achieved results, it is
identified that the detection rate is around 89%. In future, ad-
vanced concepts of fuzzy will be utilized so that fraud detection
can be identified easily. [18] Presented in order to enhance the
performance of credit card fraud detection systems, they proposed
various methods which are based on signal processing on graphs.
In this paper, they proposed iterative amplitude adjusted Fourier
transform along with iterative surrogate signals on graph algo-
rithms as an alternative. It is necessary to do a reliable augmenta-
tion of the target inadequate population of frauds due to the pre-
sent issues. These issues are labeling cost, algorithm testing, data
confidentiality and consistent modification of patterns. With the
help of legitimate and non-legitimate transaction ratios, they eval-
uated the detection capabilities feasibility using receiver operating
characteristic (ROC) curves and several key performance indica-
tors (KPI) are utilized. [19] Presented, a novel system is purposed
for making appropriate decisions related to the approval or rejec-
tion of load request of a customer on the basis of various detailed
information. This paper analysed performance of various classifi-
ers such as decision tree, support vector machine, adaptive boost-
ing etc. The performance and accuracy achieved through the ran-
dom forest classification is higher in comparison to rest of the
algorithm. [20] Proposed, A RUSMRN algorithm by using ma-
chine learning methods. It depends on RUS information inspecting
method and MRN calculation for the expectation of the infor-
mation installment. With a specific end goal to enhance the group-
ing exactness of unbalance trademark information creator pro-
posed a RUSMRN technique that is a blend of the boosting and
information testing. Today's, numerous ventures for the most part
centered around the use benefits through charge card extensively
on the grounds that it rushes to pay for items and administrations.
Creator accentuated on the extortion discovery of Mastercard in-
stallment by utilizing the machine learning system called
RUSMRN. The proposed technique embraces three base classifi-
ers which are MLP, NB and Naive Bayes calculations. What's

more, it can dissect the rightness to work with the unbalance da-
tasets. Creator presumed that the proposed strategy can accom-
plish the best grouping execution as far as exactness and affecta-
bility. RUSMAN has most elevated affectability in the wake of
preparing and testing by applying the propose technique and it is
appropriated for foreseeing the information. [21] Presented for the
prevention and detection of frauds timely, they proposed a mecha-
nism in this paper. With the help of this method, alert related to
fraudulent transactions will be sent to the card owner and credit
card is blocked immediately. The value generated for Hidden
Markov Model outcome is the basis that decides whether the
transaction is fraudulent or not. With the help of this system, all
the marked fraud cases among the actual transactions can be min-
imized using this by comparing the rate of false alarms that are
achieved. In order to minimize the false alarm rates and to prevent
frauds they utilize the streaming analytics. They proposed a model
and update it regularly on the basis of collected information of
genuine card holder.

3. Research Methodology

Naive Bayes classifier depends on probabilistic classifier demon-
strate that join solid autonomy suspicions which don't have affect
on the truth that is the reason these are taken as Naive. This ap-
proach utilizes the ordinary circulation to show numeric properties.
It likewise dealing with the numeric properties utilizing directed
discretization[22]. Naive Bayes is a strategy for creating charac-
terization display that appoints class names to issue occurrences,
pointer as vectors of highlight esteems, where the class marks are
venture from some limited set. This approach is not for preparing
such classifier yet in addition gathering of calculation rely upon
normal primary, all guileless Bayes classifier continue that the
estimation of any component is autonomous of estimation of some
other element for given class marks. Leverage of Naive Bayes
classifier is it require a little measure of preparing information to
appraise the parameters basic for classification [23][24][25].

The credit card fraud detection algorithm and data classification
methods were evaluated by conducting a detailed literature study
in the first step. This was done to know their advantages and limi-
tations. The limitation of the existing schemes is overcome by the
design of proposed security solution that improves the structure of
this method. In order to build a robust system, it combines all the
advantages of the system together. For the simulation process,
they utilize the PYTHON simulator in which the proposed solu-
tion is implemented using all essential input and output parameters.
After, implementation of the proposed method they analyze the
performance and compared this method with the existing. From
last 10 years, the historical data of the credit cards has been uti-
lized for the process of input data acquisition. In the historical data,
all the details of transactions of every day is present which pro-
vides the information to user when the amount is withdrawn and
by what time and from which location.

By collecting the regression models with squared distance, they
designed the proposed model during the process of implementa-
tion for classification. This was done for processing of historical
data which has been utilized for the long term prediction. The
classification of the input data into the normal and fraud transac-
tions can be done using Naive Bayes classifier in this research
work. The Naive Bayes classification is also known as a predictive
model which has been utilized for the text categorization. The
used input here is data and output is the classified data given in
two categories. With the help of Naive Bayes training algorithm, a
model is implemented for the amount of text where each training
example belongs to one of the two classes. The data is divided into
two categories by constructing N-Dimensional hyperplane. On the
each side of the hyper plane, they generated two parallel hyper
planes so that data can be separated easily. Hence, by separating
the hyper planes, there is increase in the distance between the two
hyper planes. In association to the partitioning hyper plane f(X)
divides the two classes when it passes through middle. For the
creation of the linear classification function, there is a linearly
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separable data set. The testing of sign of function f(Xn) easily test
and classify the new data instance, Xn when it determine the func-
tion.: Where Xn belongs to a positive class if f(Xn) >0

The generalization of the error of the classifier for the larger
distance or margin can be done in an optimal way. This algorithm
functioning is very good in concern with high dimensional feature
set. For the creation of the new linearly separable data they utilize
the kernel trick in which non-linearly separable data is transferred.
Naive Bayes classification has been utilized for the calculation of
regression analysis and to perform numerical calculations. This
algorithm is also useful in ranking the elements. There are various
attributes present on the dataset of the Naive Bayes and it
performance is good as only specific cases can be accessed for
training purpose which is considered as the advantage of Naive
Bayes. But, it has limitation of speed and size which occur during
the training and testing phase of Naive Bayes. It is not easy to
choose the parameters of kernel function hence, consider as
disadvantage of algorithm.

Input the dataset for the pre-processing

'

Describe the input dataset for the fraud detection

!

— Divide input dataset into test and training sets

Data No
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\ 4
Yes Define the hyper
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classification
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for the transaction
classification
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Display fraud Transactions in
the input dataset

A 4

STOP

Fig. 1: Proposed Flowchart

4. Results and Discussion

The proposed technique has been implemented in Python and the
results have been analyzed in terms of accuracy as shown below.
The values of prediction and recall is used to generate the final
accuracy values. The values of precision, recall and accuracy is
defined in table 1.
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Tablel: Comparision between different parameters
Parameter | Existing Algorithm | Proposed Algorithm
Precision 89 94
Recall 91 96
Accuracy 84 90
Accuracy
92
90
88
86
84 W Accuracy
80
Existing Proposed
Technique Technique

Fig. 2: Accuracy Comparison

As shown in figure 2, the accuracy of proposed and existing algo-
rithms is compared and it is analyzed that proposed algoirhtm
performs well in terms of accuracy.

5. Conclusion and Future Scope

Data mining is the technique using which essential information
can be easily extracted from the large amount of data. Prediction
analysis is considered as the application of credit card fraud detec-
tion. The prediction of future data in the prediction analysis has
been done using current information. The implementation of neu-
ral networks was done in the existing techniques by which input
data is learned that drive the future values. For the classification of
normal and fraud transactions, they implemented the classification
technique in this work. The whole data is divided into test and
training sets, by applying the Naive Bayes classifier in this work.
Here, input is the test and training set which provides the future
values. Experimental results, evaluated the performance of pro-
posed modal as compared to existing technique in terms of accu-
racy. The most useful advantage of data mining classification
approach is prediction analysis. In this research work, it has been
concluded that prediction analysis is the technique which can clas-
sify the data according to the set of rules. Predictive analytics can
be implemented using open source technologies and various data
mining algorithms to process real time data in fault tolerant man-
ner in scalable and efficient manner. Different kind of classifica-
tion algorithms are used for prediction analysis. However, various
classification approaches are used for prediction analysis to im-
prove the accuracy of the predicted model but all the analysis
based on a particular dataset which is used to produce a predicted
results in terms of Accuracy, Precision, Recall, F-measure, G-
measure and so on to find out the bestest classification approach
for prediction analysis.
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