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Abstract  

 
C4.5 algorithm is developed by Ross Quinlan which is the extension of ID3 algorithm used for generating a decision trees.Since the tree 

generated by C4.5 can be used for classification, so it’s also referred to as statistical classifier.Even though the Random Decision Tree is 

used to avoid the information leakage there are some problems and issues related to privacy maintenance.When we try to instantiate 

more instances for one class it leads to ambiguity at the same time creating new classes more and more will increase the complexity in 

RDT. These problems can be resolved by using our C4.5 algorithm.We can have any number of nodes in a network, each node can create 

its own tree or class and each class can initiate many number of instances for a disseminated classification consuming secure amount or 

threshold homomorphic encryption. The main objective of this paper is to discuss the ideal nature of the C4.5 algorithm and how they 

support this algorithm to be utilized in various datamining process. 
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1. Introduction 

When data is moving in a public network environment, there are 

possibilities for getting modified by the intruders and personal 

information may be misused in a variety of means. In networking 

applications it is easy to distribute data across multi parties and 

gathering on a large volume for distributing and sharing 

information. The most widely used algorithm is Decision tree 

algorithm for distributing and classifying the decision making data 

packets in the network environment[1].One of the datamining 

tasks is Classification, which is can be done effectively by C4.5 in 

a distributed environment. This will be useful for producing 

classifier that have good prediction accuracy without 

compromising privacy even for small data sets.  

Algorithms for Classification 

Most of the research works are carried out by the concept of 

classification from datamining. So many techniques are involved 

in datamining, among them classification is approach is 

implemented by many researchers for their research work. 

Classification is the most appropriate technique for networking 

field, where this technique is used for classifying real time and 

non-real time packet during the packet transformation from source 

to destination. When the data from various applications are 

handled by this technique, from huge volume of data set it will 

identify and classify valid, invalid, real-time, non-real time 

packets accordingly. Among other techniques classification is an 

effective method to classify the network based packets in an 

efficient manner. There are various approaches under 

classification such as Decision Tree Induction, Neural Networks, 

and Classification by Lazy Learners, K-Nearest Neighbor 

Classifiers, Rule-Based Classification and Bayesian  

Classification.Under decision tree induction, C4.5 is playing vital 

role in network packet traffic classification. 

Decision Tree algorithm (C4.5) 

A Predominant approach for the classification problems is 

Decision Tree approach. A model will be constructed to 

demonstrate the classification process. In general a decision tree 

consists of nodes, branches and leaves to represent variables, 

conditions, and outcomes respectively. Basically it’s a recursive 

process for constructing a tree structure for a particular scenario. 

Decisions are made for various stages. 

First choose a unique attribute and fix it as root and make possible 

branches from the root node, this has to be repeated up to visiting 

all the attributes and derive as much as possible branches. Tree 

structure will be completed once after finding all the training data 

at the end node after successful classification. The following 

figure-1 shows the model diagram for the Decision tree structure. 

Different types are derived from decision tree such as ID3, C4.5 

and Random Forest.ID3 is used to generate the decision tree for 

different types of datasets; it builds the tree from the top down, 

with no backtracking. C4.5 is a widely-used classification method 

in different fields that is descended from an earlier method 

ID3.Among decision tree algorithms C4.5 is most widely used and 

accepts attributes in both formats like category as well as 

continuous for constructing the decision tree. Using Gain or Gain-

Ratio approach it will produce optimally splitted attributes. The 

main advantage of decision tree approach is knowledge or data 

can be extracted and represented in the form of classification 

rules.For each and every rule a unique path will be identified from 

root to each leaf node. 
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Fig.1: Decision Tree example for Temperature measurement 

 

Classification and Prediction 

In datamining concept Decision tree is an efficient and effective 

algorithm for classification and prediction. Initially it compares 

the attributes of objects and find the optimal values and fix them 

as root node, later based on the selected root nodes or attributes it 

determines the leaf node of the tree branch. One major advantage 

is it does not need more detailed background about the attributes 

during the learning process, it will find them from the training 

examples and their expressions which will become the conclusion 

of the model. Important characteristics of Decision tree are, 1. It 

has very simple structure and easy to understand. 2. When we 

have large amount data then it’s the best option for selecting the 

Decision tree. 3. Always produces high accuracy. In general C4.5 

is the improved version of ID3 and has some added advantages 

compare to ID3, such as, 1. It increases the processing speed while 

increasing the value of attributes. 2. It uses information gain ratio 

to select the attributes. 3. It can easily handle the missing values 

during training process. By using trimming techniques it uses to 

avoid unevenness of the tree structure. And it has the ability of 

cross validation of the K iterations. These are some of the synaptic 

advantages of C4.5 for choosing using it in datamining fields. 

Capabilities of C4.5 

In C4.5 a training dataset which consists of several general 

attributes and class attributes can be used to for classification to 

predict the class attributes of a new transaction. Constructing a 

decision tree is playing vital role in decision making tree .In a 

decision tree each leaf node is used to represent a classification 

result and each non-leaf nodes are used to represent the testing 

attributes also called general attributes [2]. 

When packets are transmitted in the network they are accumulated 

continuously, the problem is whether they are analyzed effectively 

in a proper manner or not. So we want to analyze those using data 

mining technology. Most of the cases decision tree based C4.5 

algorithm is used for packet analysis to help the classifier which 

will gain insight knowledge about transmitted packets and 

strategies to obtain the maximum benefit [3].Even though the C4.5 

algorithm is successor of ID3, it has more advantages over 

ID3.When number of nodes getting increase obviously we have to 

divide into sub classes, but when we split in ID3, it causes high 

error classification and will take more time for processing the 

subsets.C4.5 is recommended to overcome these concerns using 

gain ratio to select the records associative only to the attributes. 

Even though the C5.0 is descendant of C4.5, we cannot use it for 

two reasons first, data set has limitations, a data set used by a 

researchers may not be applied by other researchers, second; 

datamining tool Weka simulation tool will support C5.0.Because 

of these reasons it’s advisable to use C4.5 in data classification or 

network traffic classification [6]. 

Preserving Nature of C4.5 

When there is a huge volume of data sets, it’s very difficult to 

search the similar datasets associated to the particular 

environment. Classification is the process of generalizing the data 

packets from the known and huge volume of training data 

structure. Particularly when the data or information need to be 

shared or exchanged among group of nodes is a point to get 

loophole for data security [4].Without the permission of owner the 

data should not be used for secondary purpose. So the principle 

priority and security must be provided to the data during the 

transmission.C4.5 is an extension of ID3 which will provide the 

optimum solution and uses the information gain rate to find the 

properties of huge volume of information in a tree structure [5].In 

a knowledge discovery environment it’s more important to 

preserve the privacy of data. It’s one of the most popular methods 

from supervised machine learning family used for network traffic 

classification. If follow divide and conquer approach to solve the 

problems by learning from given data set of independent 

instances. 

Network traffic classification 

When there are so many applications using different types of 

networks, the emerging concept called network traffic 

classification is playing vital role with different techniques. One 

of the supervised machine learning approaches called Decision 

Tree, which is widely used in network traffic classification. There 

are many techniques available in Decision Tree approach, among 

them C4.5 will provide the highest classification accuracy than 

others [6]. 

Network traffic identification and classification are playing vital 

role in network management and security areas where different 

applications using different services and consuming more network 

resources. This classification can be used for detection of 

intruders, to detect the malicious applications which can cause 

damages to our data or information and to recognize the DoS 

attack. The traditional approaches such as port-based and payload 

based identification and classification are becoming more difficult 

with new coming applications, because they use dynamic port 

numbers, masquerading techniques and encryption to avoid 

detection. So the concept of Machine learning approach has been 

introduced to overcome the issues in traditional approaches by 

considering distinctive characteristics of flow statistics. In general 

the classification will be done as given in the following flow 

diagram-figure-2. 

For network traffic classification various parameters are used such 

as port number, arrival time, type of protocol, packet length and 

etc. to categorize into number of classes. Because of increasing 

applications and huge of size of data traffic several challenges are 

faced by the network engineers [7].Some of the traffic 

classification techniques based on this ML are impacting the 

dataset size and feature selection by experiments. These machine 

learning algorithms are providing increased classification 

accuracy with less information. For example C4.5, NB-Tree, and 

Random Forest are producing high classification accuracy 

[8].Even though they have more computational complexity they 

produce more precise classification results. 
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Fig.1: Classification flow chart in C4.5 

 

Pruning in C4.5 

Whenever we generate a decision tree for training data set it will 

over-fit for sample data in most of the scenario. Those trees will 

work for the trained data nut the performance may not be opt for 

the unseen sample data sets. So to avoid the prediction error and 

reduce error rate we need to implement the concept of pruning. 

Wherever we have less possibility of classifying the instances 

there we need a techniques which will provide the facility to 

reduce the size of decision tree. Such a powerful and efficient 

technique is known as Pruning. So we can reduce the noisy or 

erroneous data by reducing and removing the necessary part from 

the decision tree and we can reduce the complexity of the final 

classification process also. The pruning algorithm is based on a 

pessimistic estimate of the error rate associated with a set of N 

cases, E of which do not belong to the most frequent class. Instead 

of E/N,C4.5 determines the upper limit of the binomial probability 

when E events have been observed in N trials, using a user-

specified confidence whose default value is 0.25 [9].In general the 

pruning process starts at leaves and end at root..Forasub-

tree,C4.5adds the estimated errors of the branches and compares 

this to the estimated error if the sub-tree is replaced by a leaf. 

Discretization 

In datamining analysis process the most significant algorithm is 

Decision tree algorithm which can be used for classification, 

description and generalization of data. There are so many 

disciplines such as signal processing, pattern recognition, decision 

theory, statistics, machine learning and artificial neural networks 

are working based on decision tree algorithms for making best 

decisions. It’s acting like an unsupervised filter in constructing 

accurate trees.C4.5 algorithm is used for constructing decision tree 

in discretization. It is expressed in two different phases: in the first 

phase, all the attributes are discretized instead of dealing with 

numerical values. The second phase is about evaluating the 

performance by constructing the decision tree [10].Some of the 

clustering and classification algorithms will not be comfortable in 

handling numeric scales, they will deal with nominal attributes 

only. So they must be discredited into a small number of distinct 

range of values. 

Although most decision tree and decision rule learners can handle 

numeric attributes, some implementations work much more 

slowly when numeric attributes are present because they 

repeatedly sort the attribute values [11]. 

 
Table 1: Sample Discretization Process Chart for Bank data 

Attributes Range Code 

 
 

AGE 

23 – 30.6 
30.6– 38.5 

38.5– 45.6 

45.6– 53.4 
53.4– 61.6 

A 
B 

C 

C 
E 

 

 
BALANCE 

2000-5000 

5000-10000 
10000-50000 

50000-100000 

100000-200000 

A 

B 
C 

D 

E 

 
 

DAY 

4-10 
10-20 

20-40 

40-50 
50-60 

A 
B 

C 

D 
E 

 

This discretization is very simple and easy to implement.It 

requires only the number of intervals and the number of points to 

be included in any given interval [12].The above table-1 shows the 

sample values for the Discretization process of bank data.The 

main objective of this discretization is number of values must be 

reduced and group them into a specific number of intervals. 

Tree Generation 

From the labeled trained class tuples algorithm will learn the 

decision tree. Basically the decision tree has flow-chart like a tree 

structure. Top most node is called root. Each and every internal 

non-leaf nodes are called test condition on attributes. Each leaf 

node is the outcome of the condition on attributes.Suppose a 

customer wants to buy a computer then starting from  quotation 

collection and up to purchase of computer we can generate as a 

tree structure. Overall tree will give guidance that where he 

purchased, what configuration and how much he paid etc. 

Sometimes the tree generation will be done with only binary tree, 

where each internal node will have exactly two branch nodes 

Whereas others can generate non-binary trees. Greedy or non-

backtracking techniques is used in C4.5, which is following the 

top-down approach. This approach starts with a training set of 

tuples and their associated class labels. Training data set is 

continuously splitted into smaller subsets for building the tree. 

The following steps are used for constructing a decision tree [13]. 

The steps are, 

1. Select the data set input 

2. Choose the classifier 

3. Calculate entropy, gain, gain ratio of attributes 

4. Processing the data set  

5. Algorithm will generate Tree structure 

C4.5 for Distributed Environment 

Protecting or masking sensitive information is the extension of 

datamining concept to protect the privacy of data and provide the 

high level security in the public environment.  This concern about 

how to provide security for the personal data where there is a 

possibilities of misusage for various purpose.  In order to 
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overcome this problem various techniques have been introduced 

in datamining domain to preserve and protect the data.  Nowadays 

the advanced database technologies are facilitating the multi 

parties to collect and share / distribute the huge volume of data 

across the networks.  Most of the business decisions are taken 

accurately with the help of the underlying techniques such as 

association rule mining and decision tree learning etc. which are 

part of distributed datamining concept.  Even though there are so 

many business organizations are ready to collaborate with one 

another due to some legal constraints and competitions they were 

unable to disclose their private information to other party during 

the data mining process.   

However the growing technologies are gaining knowledge from 

the huge volume of data, there is a possibility of violation of 

individual privacy data.  So the privacy preserving data mining 

comes to an action and addressing the privacy issues and 

becoming a challenging research topic in datamining domain.  

Datamining tasks such as association rule, classification, 

clustering are the basic for preserving privacy of data.  Data will 

be controlled from central part and subset will be distributed 

horizontally to all parties involving in the transaction.  Each and 

every subset contains all the attributes and every involving party 

has the same number of transaction records.   

Another issues is to construct decision tree in a distributed 

environment.  First as an experimental step we have to generate 

the decision tree for a small dataset and check for privacy and 

accuracy.  In C4.5 there is a provision of getting more accuracy in 

a distributed environment because of its improved time 

complexity and support of multiparty environment [14].  The 

advantage is for every party only one tree will be constructed and 

time will be reduced.  During the construction of tree it applies 

pruning technique to improve the accuracy of output. 

2. Conclusion 

The main objective of this paper is to highlight the idle nature of 

the C4.5 algorithm and how it is supporting and protecting the 

privacy of data in a distributed network environment.  It’s one of 

the most widely used classical approach in classification 

algorithms.  It provides the best performance in constructing 

decision tree for various issues and mining rules from the data 

sets.  When more and more emerging applications are introduced 

with similar properties, the overall accuracy will get more impact.  

In addition to the better ML approach we need to find the best 

approach to handle the sample data set from various applications 

and integration of method to achieve the more accurate traffic 

classification. That accuracy can be provided by C4.5 

algorithm.With less execution time C4.5 will be able to provide 

the maximum accuracy in implementation.It’s one of the best 

algorithms for mining the data set. This will improve the 

performance in terms of time saving and increased efficiency too. 

Not only improving the growing speed of the tree but also better 

information of rules can be generated.  
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