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Abstract

In recent times, more and more social data is transmitted in different ways. Protecting the privacy of social network data has turn out to
be an essential issue. Hypothetically, it is assumed that the attacker utilizes the similar information used by the genuine user. With the
knowledge obtained from the users of social networks, attackers can easily attack the privacy of several victims. Thus, assuming the at-
tacks or noise node with the similar environment information does not resemble the personalized privacy necessities, meanwhile, it loses
the possibility to attain better utility by taking benefit of differences of users’ privacy necessities. The traditional research on privacy-
protected data publishing can only deal with relational data and even cannot applied to the data of social networking. In this research
work, K-anonymity is used for providing the security of the sensitive information from the attacker in the social network. K-anonymity
provides security from attacker by making the graph and developing nodes degree. The clusters are made by grouping the similar degree
into one group and the process is repeated until the noisy node is identified. For measuring the efficiency the parameters named as Aver-
age Path Length (APL) and information loss are measured. A reduction of 0.43% of the information loss is obtained.
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In recent years, with the great expansion of the Internet, social ou @

networks have become more and more popular. Now, social net-
working has taken a step toward mobility, which makes people e
more excited to share what they are doing in present time [1]. -6 ’ fa(‘. Os\ngge(

Mobile social networks also allow users to make group chats, play

‘social games’ or can communicate with users [2]. Due to these tw‘hhe “‘\C ‘
conveniences, more and more people use mobile social networks. n ‘,
According to the report of com Score, in the U.S., Instagram users a /‘ - \ne\p (\‘.'.l

spend more than 98% of their time using mobile devices instead of
desktops, compared with 86%of users spend their time on twitter
site [3].

Users interact with social media through web-based software/ web
applications through computers, tablets, or smart phones and are
typically used for messaging [4]. Social media is a device which is
used by people to interact with friends and family in the starting
time, but was later adopted by companies that wanted to use popu-

lar new communication methods to reach customers. The power of e creative research field for protection of privacy in data pub-
social media is to connect and share information with anyone or jishing can be related relational data. The privacy protection in
with multiple people on earth as long as people used social media  re|ational database has provided required research outcomes like
[3]. Figure 1 shows an example of social media. K-anonymity, t-closeness and I-diversity etc. [8]. Though, protec-
tion of privacy for publishing data in social network is known as a
novel issue, except, the privacy protection techniques for relation-
al database could offer few ideas and few anonymization tech-
niques and methods of privacy preservation of relational database
that may enhance privacy protection in social network [9]. Various
traditional anonymization techniques and models in social net-
work are shown in Table 1. Simple anonymity is considered as
simplest technology of anonymity, in which the node information
for identification is restored by insignificant symbols like 1, 2...3

Fig. 1: An Example of Social Media.

With the enhancing computational power with large amount of
data being integrated by different agencies are valuable for the
individuals and has more risk in terms of privacy [6]. The datasets
with information of individual has changed from existing data
models to composite ones. The work in data prevention has simi-
lar trend and gives valuable solution for different data models [7].

@ ® Copyright © 2018 Aanchal Sharma, Sudhir Pathak. This is an open access article distributed under the Creative Commons Attribution License,
X which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.


http://creativecommons.org/licenses/by/3.0/

International Journal of Engineering & Technology

41

etc. Figure 2 below defines simple anonymity publishing in social
networking [10]. This research has utilized k-anonymity privacy
protection model that helps to protect the data. The description for
the same is described in next section [11].

Table 1: Anonymization Methods in Social Network for Privacy Preserva-
tion

: Against s .
Model Privacy attacks Anonymization policy
Node’s Graph construction/
R degree attack  greedy algorithm
Friendship - .
2
K?- degree —— Heuristic algorithm
d- d-
neighborhood Identifica- neighbor- Cluster-
(d, k) ano- " y ing/Generalization
nvmit tion of edges  hood
Y Y and nodes
S — Block copy/clock parti-
- tion
phism some struc-
K- tural attack . .
isomorphism Orblt copy/ automorphic
division
k-symmetry

3. Genetic algorithm

Genetic algorithm is an optimization approach used for the selec-
tion of appropriate solution. The genetic algorithm sustains popu-
lation of n number of chromosomes along with proper fitness
function [17] [18]. In the proposed work GA mainly used three
functions named as mutation, crossover and selection function. In
this research work GA is used for optimizing the noisy nodes that
is added in the social network. This is done by optimizing the
features of every node by using fitness function of Genetic algo-
rithm [19].

Selection function: It is used to select parents, which take part at
the next generation.

Crossover: In this process two parents are combines to produce a
child for the upcoming generation.

Mutation: In this process changes are applied to every parent to
form child. The algorithm of GA is defined below:

Algorithm 1: Genetic algorithm

2. K-anonymity in social networking

The model of k-anonymity was introduced by Samarati P and
Sweeney L in 1998 for avoiding privacy revealing, that demands
presence of some quantity of not recognized individuals in the
data of publicized table that develops aggressor disable for distin-
guishing the existing privacy of an individual and secures individ-
ual privacy [12] [13].

Definition 1: K-degree anonymity can be described with the graph
of social network that is G(V, E). In the defined graph, when eve-
ry node has k- 1 edges. The degree of K-anonymity may oppose
the opponent with the background node degree knowledge [10].
As shown in Figure 2, the data collection is defined by degree d =
{2, 2, 2, 2, 1} in unique graph of social networking (a) and the
degree collection is d={2,2,2,2,2} in two-anonymity social net-
work graph (b) with the addition of one edge among 2 and 5 node.
The described technique may develop all nodes with similar de-
gree simply and will protect the privacy of social networking [14]
[15].

Definition 2: K-neighborhood anonymity can be defined with
graph, G= (V, E) in which there are k-1 nodes in which the neigh-
borhood sub-graph consists of similar structure with node sub
graph u for some nodes u. This technique may take opponent at-
tack with background knowledge of neighborhood relationship
[16].
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Fig. 2: 2-Anonymity Social Network Publishing.

Function GA ()

Initialize population;

Calculate fitness function;

While (fitness value != termination criteria)
{

Selection;

Crossover;

Mutation;

Calculate fitness function;

13}

end

4. Related work

Campan, A et al. [20] presented “Greedy algorithm” for the anon-
ymization of social network. The authors also determined the loss
of information in the procedure of anonymization during edge
creation. SaNGreeA algorithm and the anonymization algorithm
has been used which is dependent on collapsing clusters discov-
ered from some classical k-anonymization algorithm for micro
data. For the comparison among SaNGreeA algorithm and
Zheleva’s algorithm, the result quality being produced and com-
puted by normalized generalization information loss and the nor-
malized structural information loss. The experiments are calculat-
ed on 300 nodes for social network from Adult dataset form UC
Irvine Machine Learning Repository. Six quasi- identifier attrib-
utes viz., work-class, age, race, native country, sex and marital
status. The proposed algorithm is user balanced for preservation of
more structural data of nodes or network values being attributed.
This work lacks in extending the anonymity model for achieving
the protection for social network attribute disclosure.

Zhou et al. [21] presented technique to preserve the social data
privacy in case of attack occur in the network. If the enemy knows
about any information between the neighbors, the attacker might
be re-identified in the social network by using the process of tradi-
tional anonymization approach named as K- anonymity and |-
diversity. The optimal computation of K anonymity and | diversity
becomes a hard NP problem. The researcher has executed the
anonymization method with real and synthetic datasets. The re-
sults are evaluated in four steps. In the first step, the researchers
have shown the neighborhood attacks within real datasets that
resulted to more serious problems of privacy. Subsequently, the
examination of anonymization performance has been done with
the amount of dummy edges, running time and label certainty
penalty. Next, the researchers have evaluated the query perfor-
mance for collective social queries with the anonymized data of
social network. At last, the authors have inspected the diversity
problems in social network data. Dataset of KDD Cup 2003 has
been used for the examination. The research did not improve the
anonymized social network data.
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Zheleva et al. [22] focused the issues of link re-identification in
the sensitive graph. The difficulty of assuming sensitive relations
from the anonymized graph has been resolved. The author has
shown the number of relationships being exposed at varied proba-
ble thresholds. For the data has been generated first that creates
the data as per the data model. The input to the data generator has
maximum number of nodes that are considered in the relationship,
maximum amount of relationship that every student may have
with each student. Later, the privacy preservation for anonymized
data has been examined. The generation of data is from varied
parameters, such as varied amount of classes and the amount of
research groups among 10 and 30. Precision, recall rate with the
amount of inferred sensitive relationship between the anonymized
groups has been measured.

The precision of the technique has removed 50 % of the edge at
arbitrary overlap with intact edge technique within sparse graph
with almost dense graph overlap. The precision for two inhibited
cluster edge techniques at k at 2 and at k at 6 also overlaps. The
research has not considered the subtleties for the techniques effec-
tiveness.

Bhaladhare et al. [23] proposed ‘Greedy k-member’ along with
‘Systematic clustering” approach to reduce the loss of information.
From the experiment it is determined that lesser information loss
occur due to the use of systematic clustering technique. The at-
tributes are utilized by the greedy and systematic approach during
the generation of anonymized database. The disclosure risk has
been resolved by using greedy technique whereas privacy preser-
vation has been provided by using systematic clustering. Two
approaches like Unequal combination of QI (quasi-identifier) and
SA (sensitive attribute); Approach#2: Equal combination of QI
and SA are considered for the examination. Each Method is con-
sidered for the applications of medical database as the private
sensitive information like some disease could reveal when the
mining of medical database takes place. Adult database has been
used from UCI machine learning repository for the observation.
The considered dataset has 32561 records with 15 attributes. The
experiment has been analyzed on varied k-values like 20, 40, 60,
80 and 100. Parameters like total information loss and the execu-
tion time are measured for the execution. It has been concluded
that Approach: 1 that is Unequal combination of QI and SA; Ap-
proach: 2 that is Equal combination of QI-SA has less information
loss that traditional clustering approaches like Greedy k-member
algorithm and Systematic clustering algorithm. This research can
also considered the hybridization of different SA and QI attributes.
Kefei Mao et al. [24] proposed a verification system for privacy
preservation in the field of healthcare system. The protection has
been provided by using the smartcard. This method provides user
safety from different attacks. Four operational stages have been
considered for the experimentation, like system parameter genera-
tion, transmission and authentication with password update stage.
The researchers have used IBE (ldentity-based encryption) and
IBS (Identity-based signature) for the schemes. A significant pro-
posal has been provided by utilizing quadratic residue statement.
The security can be enhanced by identity based cryptography
method.

V. Kishor and S. B. Shrimantrao [25] applied slicing scheme in
Hadoop. Slicing method is helpful to protect Medical & Govern-
ment information. The presented plan demonstrates that the slicing
provide better usability than ‘simplification system and bucketiza-
tion technique’. The researcher has designed one mapper class
with one reducer class for executing Hadoop operation. The work
has been executed by using Slicing method by using four nodes
within HDFS. Anonymization method can be used in the future to
anonymized the data. Tuple grouping algorithm can be used for
dispersing the bucket accurately. Slicing method in cloud envi-
ronment can be implemented and could be compared in Hadoop.

5. Problem formulation

A social network graph can be characterized as:

A social network is designed by using 4 tuple defined as :

G (a, b ,c, d) here, ‘@’ is the vertex set, b is the edge set, ‘c’ is the
interconnection group and ‘d’ is the connection, which changes as
per the dataset choice used in the simulation.

For the secure communication, a social network may be defined as
agraph G (a, b, c, d).

Figure 3 below defines a graph of social network comprises of six

number of vertex and edge.
Fig. 3: Graph G (A, B).

The degree table for the above graph is shown Table 2. From the

Table 2 it is clear that the vertex 1, 2 and 3 belongs to the similar

degree, vertex 4 and 5 also belongs to the similar degree but ver-

tex 6 has different degree. The vertex 1, 2, 3 belongs to group ‘A’

and vertex 4 and 5 belongs to group ‘B’ by using the concept of

K-anonymity. Table 3 shows grouping according to K-anonymity.

Table 2: Degree of Every Node for G(A,B)

ode In- degree Out-degree Total degree

N
1
2
3
4
5
6

PR RPRORN
RPOoOOWN K
NP Www

Table 3: Grouping According to K-Anonymity
vertex In- dgree Qut-degree Total degree
l ! 1 ]
2 1 2 3
3 0 ] ]
4 1 0
]

5

Group-A

Group-B

§ 1 1 2

6. Methodology

The flow of research work is shown in Figure 4 below.

Step 1: Initially, a graph is made for the social network with ver-
tex ‘a’ and edge ‘b.

Step 2: Depends upon the connections made in the network,
groups are created. The vertex with the same degree comes in one
group and the vertex with different degree comes in the other
group.

Step 3: The group A have degree with higher connection whereas
group B has lower connection accuracy. Thus it becomes neces-
sary to differentiate among higher and lower degree connections.
Step 4: If the link among the nodes are disconnected then there is
an indication of attack coming in the network. Thus, to provide the
security to the network a security table has to be maintained.

Step 5: The process of reconstructing the group is continued until
the secure architecture has been obtained.
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‘ Initialize G(a,b) ‘

Create group based on connection

Frequency group in group set optimize connection

Take 1 from more
Add 1 to less
End for

Classify the wrong addition evaluate parameters

Fig. 4: Flowchart of Proposed Work.

Table 4: Input of the Proposed Work

Main Node Connec- Connecting  Connection Weight
Node tion Value Node Weight Label
1 37171 0 1 1
1 37171 2 1 1
1 37171 8 1 1
1 37171 11 1 1
1 37171 19 1 1
1 37171 22 1 1
1 37171 23 1 1
1 37171 24 1 1
1 37171 25 1 1
1 37171 26 1 1
1 37171 27 1 1
1 37171 28 1 1
1 37171 29 1 1
1 37171 30 1 1
1 37171 31 1 1
1 37171 32 1 1
1 37171 33 1 1
1 37171 34 1 1
1 37171 35 1 1
1 37171 36 1 1
1 37171 37 1 1
1 37171 38 1 1
1 37171 39 1 1
1 37171 40 1 1

The input data used for the proposed work is shown in Table 4
above. The above table comprises of five columns having main
node, node connection value, connection node, connection weight
and weight label. The first step is to make K-anonymity graph,
which is formed by grouping the nodes in such a manner that the
nodes with same degree comes under same group. The degree of
graph can be increased by creating edges among nodes. Noise
nodes are added to know the accuracy of the designed framework.
After obtaining the label for every noise edge, the decision has
been taken as per the allocated edge labels and the edge connectiv-
ity in the graph. For an example, for a noise node “N” let us con-
sider the label on the nearby edges to N are: {ul, u2,
Ul um}. The selection of the rule has been decided as
per the formula written as shown in equation 1 below.

max(Zﬁl Z?:l Nocon(Bv,jr Byeir ), um) (1)

Here, vei represents the connecting node with v through edge I,
Byei, j is vei’s label on j dimension.

Nycon- IS the edges in the actual graph in which Bv,j number of
labels are connected withB,,,;, j through an edge with ui labels.

7. Experimental results

To know the efficiency of the proposed work, the parameter
named as average path length for small as well as for big data is
measured. The simulation is performed in MATLAB simulator.
The average path length (APL) is described below:

The average path is used to measure the connection among the
two labels. Let two levels are defined as L1 and L2. Let us assume
an un-weighted graph ‘G’ comprises of ‘A’ number of vertices.
Let G(al,a2), where al,a2eA indicates the smallest distance be-
tween (b/w) al and a2. Let us assume that G(al,a2)=0 if a2 does
not reached from al, then the APL can be written mathematically
as shown in equation 2 below.

APLg =———x ¥;,;G(a; a;) )

ax(a-1)

Here, a signifies the number of vertices in graph G’
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Fig. 5: Child Count per Parent.

Figure 5 defines the GUI along with the child count per parent for
small data. The GUI of the proposed architecture includes two
buttons named as upload data and apply- K. The data panel dis-
plays total number of 8 nodes along with 120 number of child
nodes. Here, x-axis represents the 8 number of parent nodes and y-
axis defines the child count for every 8 nodes individually.

NODES WHEN K=10****

Fig. 6: Average Path Length for Small Data.

Figure 6 defines the APL of the proposed research work. Here x-
axis signifies the nodes with K=10, y-axis signifies the APL val-
ues. The value of K is changes from 1 to 10. The comparison of
proposed with the existing work has been shown. Red line repre-
sents the proposed work APL values whereas blue line represents
the existing work graph. From the above graph it is concluded that
the APL of proposed work is less as compared to the existing
work which means that the graph creation and privacy is better
than the existing work.Table 5 shows information loss for pro-
posed and existing work.
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Table_5: Informatiqn _Loss for Proposed and_Existing Work References
K Igfaormatlon loss of existing work Infolimatlon loss of proposed
wor
1 :[33 ] 32 [1] Pham, V.V.H., Yu, S., Sood, K., & Cui, L. (2017). Privacy issues
2 333 33.1 in social networks and analysis: a comprehensive survey. IET Net-
3 335 33 works. _ _
4 336 33.2 [2] Gerbaudo, P. (2018). Tweets and the streets: Social media and con-
5 34 33.8 temporary activism. Pluto Press.
6 342 33.1 [3] Kekiilliioglu, D., Kékciyan, N., &Yolum, P. (2016, August). Strat-
7 35 34.6 egies for privacy negotiation in online social networks.
8 352 34.1 In Proceedings of the 1st International Workshop on Al for Privacy
9 36 35.8 and Security (p. 2). ACM.
https://doi.org/10.1145/2970030.2970035.
— [4] Zhang, S., Li, X., Liu, H., Lin, Y., &Sangaiah, A. K. (2018). A Pri-
377 vacy-Preserving Friend Recommendation Scheme in Online Social
36 - Networks. Sustainable Cities and Society.
. https://doi.org/10.1016/j.s¢s.2017.12.031.
2 3 [5] Xu, L., Jiang, C., Chen, Y., Wang, J., &Ren, Y. (2016). A frame-
_E 34 —O—Infonnarionﬁossof work for categorizing and applying privacy-preservation techniques
g existing work in big data mining. Computer, 49(2), 54-62.
g3 (Bhaladhare ctal https://doi.org/10.1109/MC.2016.43.
25 +;?§;2?:§22$55°f [6] Francis, J., & Stokes, M. (2012). U.S. Patent No. 8,140,502. Wash-
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Fig. 7: Information Loss for K=9.

Figure 7 depicts the information loss for K=9. The comparison
between proposed and existing work [16] are represents by red
and blue line. From the above graph, we observe that the loss of
information during grouping the clustering is less as compared to
the existing work, which shows better clustering. The average
information loss measured for the proposed and existing work is
33.63 and 34.2 respectively. There is an improvement of 0.43%
has been observed for the proposed work.
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Fig. 8: Average Path Length for Big Data.

Figure 8 represents the APL measured for big data. Here the range
of K lies from 0 to 600. For the existing work the APL is high and
the maximum value of APL measured is 1.5. For the proposed
work The APL measured for the big data is 0.5, which shows
higher accuracy and privacy.

8. Conclusion

In this research, we have proposed an anonymization scheme for
social media data. The concept of K-anonymity has been used for
providing safety of the social media network. The noisy node has
determined by using the concept of clustering. The privacy has
been provided for small as well as large social data. The average
values of APL measured for the existing and proposed work
arel.06 and 0.26 for small data and for large data; the average

values for existing and proposed work are 1.5 and 0.5 respectively.

There is a reduction of 0.43% of the information loss from exist-
ing work. In future to enhance the privacy preservation of pro-
posed work, classification techniques such as ANN (Artificial
neural network), SVM (Support vector machine) can be used.
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