
 
Copyright © 2018 Dr. Chalasani Srinivas, Dr. Srinivas Malladi. This is an open access article distributed under the Creative Commons 

Attribution License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited. 
 

 

International Journal of Engineering & Technology, 7 (3) (2018) 1491-1494 
 

International Journal of Engineering & Technology 
 

Website: www.sciencepubco.com/index.php/IJET  
doi: 10.14419/ijet.v7i3.11254 

Research paper  

 

 

 

A light protocol for tracking secure stuff for the internet of 

things 
 

Dr. Chalasani Srinivas 1 *, Dr. Srinivas Malladi 2 

 
1 Associate Professor, Department of Computer Science and Engineering, Koneru Lakshmaiah Education Foundation, Vaddeswaram, 

Guntur, Andhra Pradesh, India-522502 
2 Professor, Department of Computer Science and Engineering, Koneru Lakshmaiah Education Foundation, Vaddeswaram, Guntur, 

Andhra Pradesh, India-522502 

*Corresponding author E-mail: Drchsinu74@gmail.com 

 

 

Abstract 
 

The Internet of Things (IoT) is growing in the web of an age-old IPv6 address for Internet connections and messages that arise between 

these and other devices and systems that work with the Internet. It is equipped with the unique ID and data transfer capability through the 

network. Among other things, tracking and tracking online travel is a major issue. Although there are many tracking techniques for moving 

objects, many are at risk. So there is a need for tracking the safety of an object Safety protocols should provide visibility and tracking of 

street objects in support of the Internet (IoT). This protocol is based on the RFID Identity System for IoT Objects. Existing ones do not 

provide authentication of sites that lead to fakes. Great use of energy. The proposed protocol improves road safety tracking using the base 

protocol light and SPDL. The requested protocol is intended to ensure accuracy, accuracy, confidentiality and encryption. To ensure safe 

monitoring of objects, the requested protocols use cryptic primitives that use HMAC concepts that are used to authenticate an object. This 

protocol introduction relies on code authentication code (CMC), which is used to reduce power consumption at low cost. The testing of a 

test network evaluates protocol implementation and is found to be safer and requires less calculation than existing protocols. 
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1. Introduction 

IT is a type of everything (people, etc.) around us, identifying con-

nectivity and reporting to the system. This requires a unique identity 

of everything on the Internet. [1] The IOT system provides the abil-

ity to track the route and track the movements of an object to pro-

vide connectivity and traffic. [2] Reducing site information, esti-

mating accuracy, creating visual tactics and reducing timing for 

customers. However, in order to achieve these results, the Internet 

shares and shares information with wireless media through a num-

ber of optional areas and partners. The Security Tracking Protocol 

should ensure that competitors do not compromise the privacy of 

users or objects when they are monitored and tracked worldwide. 

This article proposes a light track protocol to provide visibility and 

tracking of objects on the street. Protecting the privacy of customers 

guarantees the integrity of the root protocols. [4] Security programs 

increase security algorithms and reduce cost of energy consumption 

[5]. The main purpose is: 

• Check the accuracy of the object 

• An Internet security protocol to increase the visibility and 

tracking of users' websites on the road. 

• Ensuring Internet security through guarantee, non-payment 

of system and user privacy protection. 

•  Reduce energy consumption at low cost 

The remaining reports are structured as follows: Section 2 provides 

a general description of your work and limits. The third section 

deals with the design of the lightweight tracking protocol proposed 

for safe objects and explains the algorithms used in the light algo-

rithm. Section 4 establishes specific indicators for security assess-

ments. Section 5 recognizes the primary results of the protocol 

through a symmetry, and gives an overview to complete the fifth 

part of the process. 

2. Literature 

In this section, the current protocol is compared to the encryption 

requirements. Hub is not satisfied with public key encryption rejec-

tion at coordinates, and while load increases, only the access path 

is allowed [6].In the Hash function it does not complete the denial 

and allow only bytes. [7]. Encryption with public keys to create sig-

natures cannot meet the inconsistency and the need for special stor-

age [8]. In the tear marks, it does not give a secret to the system [9]. 

In the transport system, objects are usually identified with a specific 

user relationship with a unique identifier (such as IP address). Cash: 

Find a partner things to record the travel object during business 

hours, this cloud environment and the central IP network [10] are 

used. Because the tracking network attacks should be set up to pre-

vent attacks like SOTP protocol:  

• System security, 

• Playing fake objects, 

• Not displaying information. Etc. 

• To solve the problem of the previous system, the protocol 

should be light due to limited hardware, such as lower PC 

storage and shorter battery life. Etc. Depending on the work-

flow that is related to the existing algorithms, there are some 

limitations: It avoids revealing someone's identity. 

http://creativecommons.org/licenses/by/3.0/
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• Each server must be updated at any time when requesting and 

tracking the site.  

• High energy consumption. 

3. Proposed system 

In this section, the LSOTP protocol, which improves the level of 

protection, is based on HMAC, which focuses on authentication of 

an object. The Code Verification Code (CMAC) is used for server 

upgrading and low energy consumption at low cost. 

3.1. System design 

In this application system, you request a follow up kit. The Security 

Protocol Description Language (SPDL) provides a platform with 

the creation of a protocol for security purposes. The Hash Message 

Verification Code (HMAC) allows for encryption between the 

server and the requester if the applicant is confirmed to have been 

activated on the network, otherwise ignore it. Verification of the 

Contact Code (CMAC) that it performs to notify the applicant of 

creating a new object. This allows verification once. The requested 

system review is presented as an architectural chart in Figure 1. 

 

 
Fig. 1: The Requested System Architecture. 

3.2. Hash message authentication code 

Critical Message Verification Code (Hmac) has been changed as 

security features. The Hammer function is used to retrieve a fixed 

length output message. This is called message code or confirmation 

code. Already there are many suggestions, including the secret key 

in the algorithm. The proposed HMAC alias codes are as follows: 

1) Prepare for pairs 

2) Entry: N Nage to HNAC (with the necessary filling) 

3) IfLL = BSTLL: 0L if you go to step 9 

4) Finally J. 

5) If the B of B of L is connected to zero, the string L photo 

starts with the B L0 9 step. 

6) End 

7) If L> From B L to H, so the string of binary must be inserted, 

which should have a zero bezel to take a partial sperm. (This 

is L = h (L) 0000) if the other is 9 

8) Finally 

9) XOR L0 and iPad Bytes create a byte line: L0 iPad 

10) Add the Nissase entry to the output string. (L0 iPad) || || N 

11) Stretensing Anne in Phase 10 (L0 iPad) || N 

12) XOR L0 and APP: L0 Update 

13) Add the result of phase 12 results phase 11: 

14) (L. Ond) || H (L0 iPad) || N) 

15) Apply a stream produced in step 13 to get the final result: 

16) H ((L 0Od) || H) (LPIPAD) || N) 

B is the block size (in bits) of the input letter (in bits) H is the card 

function within the internal board: function 0x36 (hexadecimal) 

(any line with zero). 

 

 

3.4. Works on HMAC algorithms 

The size of the secret key K used in HMAC is equal to or greater 

than L / 2. This is the size of the grasshopper distribution function. 

If the key size is greater than B B bytes, then the H key (H) instead 

of the Lb output string is used as the key. The key must be selected 

by default, using the version algorithm and the periodic changes. 

XOR on iPad and Opad with K The main result is in the middle of 

the opposite of your main bit. But the price will be different for iPad 

and Opad. Thus, two keys are intentionally created using the K key. 

Graphical representation of the HMC algorithm shown in Fig 2. 

 

 
Fig. 2: Represents the Graphic of the HMAC Algorithm. 

3.5. Code verification protocol 

CMAC specifies that a large sign that is associated with each trade 

is a key component that has the ability to calculate the number of 

verified messages per second in the calculation. CMAC advises on 

more communication costs to deal with warnings created by inspec-

tors which detecte incorrect messages. The number of bits received 

per object per second, which reports both normal and warning mes-

sages. Percentage increase per unit per second, in case of CMAC 

and bit per unit per second, in case of a rejection of cooperation, 

such as the additional cost of communicating with CMA. CMAC 

approaches low cost calculations. In fact, in an authentication pro-

tocol that does not work, each object checks its message from a 

neighbor. With CMAC, it depends on whether or not the object is 

selected as a controller, which only controls the subset of the mes-

sage. 

4. Method of evaluation 

This section usually checks the following security features and 

compares current protocols and queries. The NS2 trigger review 

comparison between protocols and protocols that are based on the 

security process indicator. 

4.1. Authorized packets 

Measure the number of packets allowed from the origin to the des-

tination and check the packages obtained from the destination in an 

authorized manner. 

 

Authorized Packets =                                  (1) 

 

Where SPRi - Number of packages accepted successfully tsti - Start 

time tspi - Quit, unit package 



International Journal of Engineering & Technology 1493 

 
4.2. Unauthorized packets 

The number of unauthorized packets is transmitted from harmful 

nodes. Packages that are not obtained by goals in the manner al-

lowed. 

 

Un Authorized Packets=                             (2) 

 

Places, RPi - Packet number rejected, Time - Startup, tspi - Time to 

stop the package. 

4.3. Authentication Ratio 

The ratio of unauthorized packages to unauthorized packages is 

called verification ratio. 

 

Authentication Ratio=                                          (3) 

4.4. Energy consumption 

This approach becomes cheaper. It's a desirable package to monitor, 

control energy information. Energy consumption is a form of en-

ergy-efficient systems. 

 

Energy Consumption=                                                 (4) 

 

Where CPI Control Number DP-Packet Number Joules. 

5. Simulation result 

The requested protocol is executed with the key NS-2.35. The test 

site contains a small number of sensors distributed in networks of 

1000 x 1000 mm. Each node is equipped with a wireless receiver 

that transmits signals over 250 meters to a 2 Mbps wireless channel. 

All applications are managed by a UDP user. Counterfeit traffic has 

a fixed transmission frequency (CBR). The aquarium is supposed 

to be 250 meters away. 

The first node was set at 2.7 g for the first simulation and 4.0 gul 

for a second set of simulations. The MAC protocol for channels is 

adapted to traffic management, dynamic control, programming, 

programming, control options, programming / programming and 

protocol access control mechanisms. The algorithms were reviewed 

and analyzed in NS2. 

The required protocol is light because it is relatively small and suit-

able for lower sensors, such as less storage, less computer use and 

little battery. Etc protected protocols, HMAC and CMAC. Finally, 

evaluate the protocol implementation for the following measure-

ments: Unauthorized package, packet, and authentication and con-

nection value. It Compares the implementation of SOTP protocol 

with the proposed LSOTP protocol with the next metric system. 

Make sure that the proposed LSOTP protocol is more efficient and 

provides a more robust solution package than the SOTP. 

 

 
Fig. 3: Simulation of Authorized Packets. 

 

Fig 3 shows the implementation of LSOTP validity package against 

SOTP. The process of displaying or displaying what is true, true or 

correct. 

 

 
Fig. 4: Simulation of Unauthorized Packets. 

 

Figure 4 illustrate unauthorized authorization process for the license 

node defined as the contract that wants to replace the service with 

another contract in the network. Malicious packages are defined 

here are of Lightweight Tracking Protocol considering the messag-

ing system. Unauthorized packages are reduced compared to cur-

rent protocols. 

 

 
Fig. 5: Simulation Result of Authentication Ratio. 

 

Figure 5 gives accuracy of LSOTP compared to SOTP. 

 

 
Fig. 6: Energy Efficiency Chart. 

 

Therefore, the result shown in Fig6 indicates that LSOTP results 

show better than SOTP, regardless of security. It had been found 

that LSOTP improves energy consumption compared to SOTP. Us-

ing the LSOTP protocol, power consumption is minimized at low 

cost. 

6. Comparing performance 

Comparisons of proposed protocols with existing similar protocols 

are compared to the basics of safety and efficiency requirements. 

Fig 6 shows the result of the comparison and it shows that an over-

ride of the system for encryption of the system is not clear and is 

not satisfied with the existing protocols. 
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The application not only protects privacy content , but also protects 

the privacy, accuracy and precision of the site. The proposed light-

weight components of safety features have improved safety and re-

duced energy consumption at low cost. 

7. Conclusion 

The vision and vision of the site during this trip is a major problem 

on the Internet. When it does this, the security protocol must pro-

vide such privacy, false reproduction and no visualization. In this 

project, a light algorithm is provided for the route objects. The pro-

posed algorithm uses the authentication protocol for HMAC and 

CMAC. Through extensive testing, LSOTP seems to be better than 

the existing SOTP. Due to its energy and high efficiency, life and 

productivity generally improve. It also provided a series of tech-

nical challenges. This way of approach creates practical problems 

in the formulation of theories. This rigorous approach based on 

mathematics provides an idea of understanding. The scientific 

method offers a clear, concise and decisive solution at this new 

level. 
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