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Abstract 
 

The security threats related to current IP configuration and also includes with Threshold Cryptography (TC). Circulated situations are 

attractive more prevalent as these knowledge such as networks, aim to enable a large scale collaboration for resource sharing outline in 

the network. Secure verification is the interesting concern for such surroundings. The proposed system to maintain a two stages for im-

proving the network security based on IP addressing time in the network. An first stage is threshold cryptography and another one is 

Neighbor discovery protocol (NDP). In main objectives of our proposed work is Threshold Cryptography based addressing scheme in 

network, also the authorization process fully depends on Neighbor discovery protocol based frameworks. The goal of the Neighbor dis-

covery protocol is to support a Mobile Node (MN) roaming across network fields without communication disturbance or recognizable 

delay. Moreover, this approach also ensures correct synchronization between nodes that send overlapping data on the network. Finally, 

using this NDP-TC during data transfer time packet loss is very low so the network security is automatically increased. 
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1. Introduction 

A wireless network is required for infrastructure mode wireless 

networking. Hence it offers the benefit of scalability, consolidated 

security controlling and better connectivity. In the ad hoc mode of 

wireless networks, the nodes can directly communicate with each 

other without using any access point [1-3]. To set up a specially 

appointed wireless system, every remote connector must be de-

signed for unplanned mode versus the framework mode. An net-

work system tends to include a little gathering of gadgets all in 

closeness to each other. In this system the execution corrupts as 

the quantity of hubs increments. 

 

 

 
Fig. 1: A Network Architecture. 

 

Regarding the method of operation, network systems are essential-

ly distributed multi-bounce moveable remote systems anyplace 

data package are conveyed in a "store-and-forward" strategy from 

a source to an arbitrary end, through extraordinary nodes as ap-

peared in Figure 1. As the MHs change, the important change in 

frame topology must be finished known to alternate nodes so ob-

solete topology data can be either refreshed or disqualified [4-5]. 

For instance, MH2 in Figure 1 changes its purpose of connection 

from MH3 to MH4, different nodes in the system should now 

utilize this new course to forward packets to MH2.  

In Figure 1, it is accepted that it is unrealistic to have all MHs 

inside the scope of each other. On the off chance that all MHs are 

close-by inside radio range. In genuine conditions, the power ex-

pected to acquire finish network might be, in any event, infeasible, 

also issues, for example, battery life and spatial reusability [6]. 

Figure 1 raises extra issue of symmetric (bi-directional) and une-

ven (unidirectional) joins. As it will be seen later on, a portion of 

the conventions that consider symmetric connections with ac-

quainted radio range, i.e., if (in Figure 1.1) MH1 is inside radio 
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scope of MH3, at that point MH3 is additionally inside remote 

scope of MH1 [7].  

The system is one that chances up as required, not really with any 

help from the current foundation or whatever other sort of settled 

stations [8]. This announcement can be formalized by characteriz-

ing a specially appointed system as a self-governing arrangement 

of portable hosts (MHs) associated by remote connections, the 

union of which shapes a correspondence organize demonstrated as 

a subjective correspondence. This is in distinction to the outstand-

ing specific jump organize traditional that backings the require-

ments of remote correspondence by introducing base stations 

(BSs) as get to focuses. 

2. Related work 

The Limit cryptography in portable specially appointed systems 

consuming stochastic process the assault procedure and measure-

ments an attack display in network. A dynamic assessment model 

is the consequent which can give the correct estimation of limit 

and keep educated time of sharing unknown the security compo-

nents which function very well in usual settled system are not all 

that compelling without the help of any established foundation [9].  

The conventional security system ordinarily require an association 

focus as the trust outsider to convey key administration, confirma-

tion, get to control, multicast packets to be carried key controlling 

and other security offices, while it's unfeasible for portable spe-

cially appointed systems [10]. The design is acknowledged essen-

tially in a circled mode in versatile impromptu systems various 

assault models in portable specially appointed systems, the majori-

ty of which concentrate on the security course and the possible 

assaults against a no frills arrange that plans not have any security 

protection [11-12].  

Most assault from outer of the framework can be battled through 

confirmation conventions dynamic security estimation model to 

the scattered limit cryptography courses of action in versatile im-

promptu systems [13-14]. The stochastic procedure approach, 

Attack Stream and Attack Strength are familiar to model the at-

tacks that the system arrangement received [16]. 

 The mobility organization protocols can be positioned at different 

layers network, transport, and request the IP mobility protocol 

achieves mobility of a Mobile Node at the grid layer and provides 

network level slide, thus, the upper layers do not have to be trou-

bled about the mobility or the significances of the IP address 

change IP address allocated to multiple applications exist in on a 

single host [18-19].  

The IP address of a host system remains unpredictable in a given 

network as both time the system attaches to the network, a differ-

ent IP address is providing by the server [20-22]. The technique 

for estimating the applied safety thresholds can decide more exact-

ly whether or not eavesdropping exists in the procedure of im-

portant cipher key delivery the safety of the protocol is founded on 

the quantum characteristics. 

The Neural networks are troubled with identifying the best sites in 

host image in order to implant the secret data thus successful the 

image quality [23-24]. The Cryptography deals with making, ana-

lyzing protocols that stop third parties from understanding secret 

data. The cryptography with steganography, it consequences in a 

controlling process which enables the social beings to communi-

cate sensitive data over the internet securely [25]. Neural networks 

are used to identify the best positions with high energy constants 

where secret data implanting is done. 

3. Proposed system 

In now a days cryptographic algorithm need to be shared the IP 

address in network, It is essential for the IP address to found and 

uphold cryptographic entering relations. Common secret is a as-

sessment calculated using a approved algorithm and grouping of 

keys. In the proposed system relating together IP configuration 

with enhanced IP address and the Threshold Cryptography. In 

usage of IP addresses reduces the problem of the limited address 

space. Also Threshold unicast address can be configured in net-

work interface card through Neighbor Discovery Protocol (NDP). 

In this NDP approach is gives security to entire system state full 

neighbor framework based dynamic address allotment conven-

tions. Our resolution trusts on a circulated then a threshold based 

supportive address allocation model. The newly proposed security 

mechanisms prevent all possible conceivable occurrences on auto-

configuration in the network.  

 

 

 
Fig. 2: Proposed System Architecture. 

 

Figure 2, demonstrates the useful parts of the proposed approach 

and we will clarify each of the useful segments in detail in this 

area. As a rule let a1, a2, a3, a4 … .an be the vertices and b1, b2 

bm have a place with their edge set. The chart will resemble a seed 

of keys that will be shared by the honest to goodness clients. The 

Figure 3 clarifies the diagram in detail with n = 5 and m = 10. 

Expecting nodes have roles r1 ( ), r2 ( ), r3 ( ), r4 ( ) and r5 ( ) 

individually joined to the vertices a1, a2. a3 .a4 .a5 with b1, b2 

….. B10 being the measured edge set of the example diagram. As 

the edge sets are navigated by the simulated ants the regard is 

passed from one node capacity to other node work. The IP address 

approval changes as the nodes are crossed, for instance, if under-

ground insect directs a1 to a5 the esteem will be r5(r(r1 ) and so 

on. 

All the IP address period calculations manage the issues like fac-

torization and discrete arithmetic of higher estimations of the 

prime numbers. These strategies are very time and helpless against 

the attacks. Therefore, the mathematical capacities utilized above 

NDP TC  Address analysis 

Database for IP assign  

 SECURE IP ADDRESS ASSIGNING FOR NETWORK SECURITY 



International Journal of Engineering & Technology 441 

 
are other than discrete and factorization sort. This is being to keep 

away from longer computational time and possible intrusion as is 

being done in before strategies talked about above. The limit ex-

amination so composed will take care of the issue as it can utilize 

any capacity that is touchy to the info esteems like cryptographic 

volumes. These capacities are invented when that node is crossed 

while creating the key approval. 

NDP based IP address allocation 

Secure IP formation anywhere IP addresses are assigned to the 

network nodes animatedly to use ID-based useful IP technique. An 

NDP discourse allocation scheme for network either relies on the 

broadcasting of messages to discover the server or uses the identi-

cal address detection method. The neighbor discovery protocol is 

demanding an IP address for a consecutive number of times after 

which it allocates itself the first IP address since the known IP 

address block.  

This address is used by a configured each and every node in the 

network to discover its one-hop neighbors. The NDP is used for 

the management of the genuine users. The procedure used is 

described above and the sender receives the network traffic at that 

occurrence. Then the timer will be used for the informing the 

pheromone levels. Every one minute the IP address level is 

efficient with the growth factor.  

Every one of the means required in the key administration life 

cycle request the need of the irregular number generators yet the 

issue lies in the accessibility of such massive quantities of 

arbitrary numbers that don't create any impact. In the event that 

there are impacts a similar key will be produced and the 

framework will be at the hazard consequently an examination was 

completed for the created keys and these were tried for their 

pseudo irregularity. 

 

 

 
Fig. 3: 2 Example of the Cryptography Analysis. 

 

 
Fig. 4: 3 Time Synchronization. 

 

Algorithm 

Step 1: In address allocation procedure define an msg*data= 

(msg*) pkt.data udp; for simulation process. 

Step 2: Next define sink = new_node_rep; which states new node 

entering network as a sink node 

Step 3: Next allocator= node_->ip; which states node which pro-

vides IP address 

Step 4: Next public key and private key are initialized 

Step 5: Next Sign which determines the offer IP address using 

secret key  

Step 6: Next select allocator<-min_dis_tmsg*data;  

Which states allocator will be chosen by a minimum distance cor-

responding to the new node to provide IP address. 

Step 7: Next init_sink->address alloc ip0.0.1.xxx;  

Which initialize the first part of IP address to a new node while 

entering the network. 

Step 8: Next threshold value is set as 4 to all nodes which have a 

valid IP address and node count to 0. 

Step 9: Next config TC (up) set $ns address alloc;  

Step 10: if (threshold<sink_rep) 

{ 

config_NDP-TC+AODV; 

Allocator->ip0.0.1.110.1->sink; 

  

  

b 1   

b 2 

b 6   

b 5   

b  4   

b 3   

b 10   

b 9   

b  8   

b 7   

a 1   
a  2 

a 3   

a 4   b 5   

Begin   

End   

Node1   

Data transfer   

  Data reply   

Ack send   

Node 2   



442 International Journal of Engineering & Technology 

 
} 

 

If condition checks for it’s thresh-hold value, if its lesser than four 

allocators allocate IP address else it checks for next node. The 

technique allocates the elliptic cryptography limitations to the 

recorded user, with the collection key and user-specific private 

key. The isolated key will be useful to decrypt the elliptic curve 

limitations and at each assembly the user will be sent with the new 

set of values which are encrypted and decrypted using the private 

key being distributed earlier. The proposed methods improve the 

efficiency of the wireless broadcast networks and increase the 

scalability of security in most efficient manner. 

Security enhancement using TC 

Ordinarily inside the network, secure communication can occur 

just when there are no harmful nodes. In the event that any 

harmful node is happening inside the network implies, its 

throughput gets influenced, and high security can't be 

accomplished. As TC approach is not doable for accomplishing 

full security; Threshold Cryptography approach is joined with this 

design to decide if the source node is a risk or not in light of the 

changing conditions in the system. When the number of the user 

increases the problem of maintaining secure access becomes com-

plicated, and the service provider has the responsibility to main-

tain such access restrictions. For example, there is a situation 

where the medium requires the service stream to be accessed only 

by some set of people who belong to the organization or some 

specific people, where the stream is in the open spectrum. Any-

body can listen to the stream which is broadcasted on the network, 

but they should be denied in decrypting the service. 

Procedure: 

Input: Network Trace Nt, Location L 

Output: Null 

 

Start 

 Receive Packet P. 

 Identify Source of packet P. 

  Saddr = Source-Address(P) 

 Retrieve the Location from network trace. 

 NLoc = Nt(Ni(Loc)). 

 Verify the location with LAR. 

 If true then 

  Retrieve the previous node. 

  L = Ls(Ni)@Tα-1 

  Compute present spaces packet details. 

  Tpr = ∑packets(Ni)€Nt(current Time Location 

  Compute average security as 

  Compute Trust node Tn = Tpr×Apl. 

  If as>TTn then //TTn-Trust threshold 

   Forward packet. 

  End 

 Else 

  Drop the packet or look for another neighbor. 

 End. 

Stop. 

 

The controller, initialize parameters of elliptic and values to its 

different points and distributes them to the registered user. The 

nodes located inside the coverage of the base station or the nodes 

which are registered to the network or service will receive the key. 

The received curve features will be used to perform encryption 

and decryption in the later stage. Whenever the client node gener-

ates the group joins request to the controller, it sends the current 

sessions elliptic curve parameters and the key is selected and the 

stream size being used. Based on this information, the client node 

can perform decryption of the time. 

4. Results and discussion 

For any addressing schemes for network even in the network sce-

nario, security enhancement, and time complexity as well as 

throughput of the node is increased. We therefore conduct perfor-

mance analysis by comparing our proposed scheme with other 

schemes in the following three aspects: security, time and 

throughput.  

 
Table 1: Parameter Table for Network 

Number of nodes  20  

Channel type  Wireless Channel  
Topology Dimension  700 m  700 m  

Radio range  250m  

Node pause time  0-200s  
MAC protocol  802.11  

Maximum node speed  10 m/s , 20 m/s and 30 m/s  

Traffic Pattern  CBR  
Radio propagation model  Two ray model  

Data payload size  4 packets/s  

Total data rate  327 kbps  
Wireless link capacity  2000 kbps  

 

In table 1 shows the parameter for the network construction in IP 

addressing time then the threshold cryptography based secure IP 

address assigning makes use of the underlying network topology 

with the consideration of networks. 

 

 
Graph 1: Comparison of Security Enhancement. 

 

The Graph 1, shows the comparison of security enhancement pro-

duced by different methods and it shows clearly that the proposed 

method has provided more accuracy than others. Because Full 

Duplex Relay (FDR) give 89.9% but our proposed system gives 

93.35% for security in data transmission. 

 

 
Graph 2: Comparison of Time Complexity. 

 

The Graph 2, shows the time complexity produced by different 

methods in performing security of the network and it shows clear-

ly that the proposed method has produced less time complexity 

than other methods, also our proposed method shows the 19.3 ms 

less time complexity compare to FDR methods. 
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Graph 3: Comparison of Throughput Performance. 

 

The Graph 3, shows the similar result of return ratio formed by 

different methods and it demonstrations clearly that the planned 

approach has produced more performance than other methods. 

The network will generate NDP materials via TC generation and 

file preprocess, and then upload the data to the datacenter. Differ-

ent from previous schemes, the user will store a remote method 

instead of a network server as metadata. Moreover, the client will 

authorize the NDP a value signature authentication verify Data 

updating: the TC performs the client’s fine-grained update re-

quests via access role of data, then the user request. 

5. Conclusion 

This paper tryes to proposes the new method threshold cryptog-

raphy which provide security for network based on IP address 

distribution. The new proposed security systems keep every single 

conceivable assault on auto-design specifically organize. The cost 

of the security change brought by TC is a bit of expanding in in-

ertness and correspondence overhead, which stays satisfactory. 

While NDP is sorted out, the developing in correspondence over-

head and dormancy is very sensible. Finally in our proposed sys-

tem achieved the high security depends on all another factor so 

automatically increase the overall network performance up to 

98.56% as well as delivery ratio will increase in to 96.78% in 

network. 
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