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Abstract

In today’s everlasting technological world, information and data communication create more devices stay connected to the internet. This
lead to achieving development for building different software and internet connection very inexpensive this affected privacy and security.
Security today became of the most important issue because day-by-day new technologies are put forward for different purposes of study
while these come with a lot of vulnerabilities which makes the exploitation of the data. 10T is also such kind technology which is availa-
ble for exploiting. For preserving information from such type of attacks we use honeypot which serves as a decoy based technology in a
network and these are cost effective and works as a deception model which entice attackers with low vulnerabilities and security. Here
are how honeypots used to defend IoT devices from being attacked and gather information about the attackers’ device.
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1. Introduction

With the rapid growth of data processing and information
technology in past few decades one of the biggest innovation in
this century is Internet of Things termed as IoT which is the com-
bination of two words i.e. Internet and physical things or objects
where each physical object is connected to the internet using the
RFID tags, sensors, actuators etc. which allows transferring in-
formation between the computing devices without the intervention
of mankind. The rapid growth of the internet has been increased
during this century which enabled the growth of internet of things
a lot which is connected through a network with a wired or wire-
less technology. In-depth research for the origination of 10T in the
late 1960’s communication between the two computing devices is
done through the computer network. Later in the early 80’s
TCP/IP was introduced which led the invention of WWW in early
90’s which made internet more circulation with a rapid growth for
people and Internet of Things started increasing from late 90’s.
The term 10T is originated by Kevin Ashton, executive director of
the AutolD center in Massachusetts Institute of Technology (MIT)
in the year 1999.

As an enormous growth of internet helped the growth of loT
applications in various fields which induced into human day-to-
day life. As 10T applications are build using internet security be-
came an important obstruct for 10T applications where data from
the user/organization is breached and been vulnerable to malicious
attacks performed by the attacker. There are several attacks that
can be performed to make loT system more vulnerable such as
Man-In-The-Middle (MITM), Sniffing, Denial of Service (DoS),
Cryptographical attacks, Botnet attacks, Denial of Service (Dos)
and Distributed Denial of Service (DDoS). This paper mainly

deals when an loT device is been attacked by above attacks and in
order to control such type of attacks this paper also provides a
solution on 10T system/network/application by introducing
honeypots which enables to mislead the attacker and capture the
information about the attacker.

A honeypot is a type of systematic mechanism which is used
to resemble the server system by enticing the potential hacker who
pursues to achieve unauthorized access to data in a system. It is
also used to examine the movements, traces left by an attacker and
repairs the security of the system to prevent any attacks in the
future. Mainly honeypots consist of a computer, applications, and
information that replicate the behavior and makes attacker entrap.
Honeypots are mainly classified into two types based on the type
of deployment into the system either production or research
honeypots. Production honeypots are typical honeypots with low
interaction where it provides less information about the attack but
research honeypots are high interaction honeypots where it pro-
vides the information about the attack and movements of the at-
tacker such that it helps the organization/system to protect their
against those attacks these are very hard to deploy and preserve
the organization data. Most of the time honeypots are security
measures for averting and handling attacks in web servers. In this
paper, we provide a solution to verify system how KF Sensor
honeypot is used to secure loT application.

2. Literature Survey

Anirudh M, Arul Thileeban S and Daniel Jeswin Nallathambi
proposed two models where one model illustrates how honeypots
are used to detect anomalies and information of the client by stor-
ing the logs into database while the other illustrates by checking
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information of the client logs, if data matches with the logs it
sends a verification request to client while it also block client from
server if verification fails and recognized as spam. Quang Duy La,
Tony Q.S. Quek, Jemin Lee, Shi Jin and Hongbo Zhu illustrated
four theorems for one-shot attack and defense game using Navie
Bayers’ rule with consistency in belief and sequential rationality
of the attacker with optimal responses from a defender.

3. Types of Attacks

3.1. Portscan

Typically, a port scan is a passive attack where it can’t harm
any system or server, but it is a simple probe which retrieves the
complete details of victim machine or severs and vulnerabilities to
the attacker. Port scan is a procedure that sends requests to a client
that are in a range of server port addresses on a host with an aim
of finding any active port. There are different types of port scans
among them TCP Connect, SYN scan, UDP scan, XMAS scan,
ACK scan and FIN scan are the majority of scans used by an at-
tacker.

3.2. Man-In-The-Middle

Also knew as MITM attack is a typical type of attack in
which attacker tries to intercept communication between two par-
ties. In other words, we can say this attack as a Janus attack (or)
active eavesdropping because the attacker frames a reliable con-
nection between the two parties and relays messages on either side
such that to make a belief they are in a private conversation, but
the entire communication is managed by the attacker.
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Fig.1. MITM Attack to Intercept Communication
3.3. Denial of Service attack

It is one of a type of attack which is used to shut down ma-
chine (or) network (or) application for a period such that it user
can’t use the system/network. It is done through pinging the net-
work/system with heavy spam requests such that system/network
can’t able to handle those many requests which will lead the sys-
tem to crash because it has a limited capability. Mostly attacker
tries to attack using botnet and buffer overflow vulnerability and
common victims of this attacks are high profile organizations like
banking and government sectors which lead them the loss of im-
portant data and time to fix back the system/network.
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Fig.2. Denial of Service Attack
3.4. Distributed Denial of Service attack

Is like Denial of service attack but here attacker doesn’t in-
volve directly rather than he uses several systems to take down the
machine/network such that it causes a temporary denial of service
for users in the organization. A typical DDoS attack consists of
master and zombie where master is referred to the attacker who
initially start the attack by exploiting a vulnerability in the system
and identifies other vulnerable systems and attain command over
them either by infecting systems through malware or bypassing
the general authentication access which are used commonly while
the zombie is the list of systems or network components that are
under the control of master. It is also called as Bot.
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Fig.3. Distributed Denial of Service Attack
3.5. Sniffing attack

It is a common type of attack that can be performed over the
wired and wireless networks which will help the attacker to get
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access over the device such that attacker can obtain, collect and
modify information from the device (or) machine. The main pur-
pose of using sniffing attack is to obtain access over a particular
network and then later attacker access the internet without any
restriction. There are two most important methods that are used by
the attacker during sniffing that includes ARP poisoning and TCP
session stealing methods. ARP poisoning is a method in sniffing
attack where it is used to attack the network with packet-spoofing
attacks and router based vulnerabilities while TCP session stealing
method is used to catch the source and destination IP address
packets in promiscuous mode.
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Fig.4. Sniffing Attack to gain Network Access

The most common widely used and successful Cryptograph-
ical attacks are Social engineering for key discovery, Dictionary
attack, Reverse engineering, Brute-force attack and Implementa-
tion attacks where social engineering for key discovery depends
upon humans to implement and operate the intellectual property
illegal while dictionary attack is used for retrieving password files
when the user chooses a common detectable password by using
simple and natural words. There is a software which encrypts all
the words in the dictionary and checks the hash result that matches
the encrypted password which is stored in the password file. Im-
plementation attacks are also called as the algorithmic attack be-
cause these are implemented by the elements outside the system.
There are three main implementation types of attacks which com-
prise of side-channel attack, probing attack and fault analysis.

4. Attack Detection using HoneyPots

KF Sensor honeypot is Windows-based honeypot Intrusion
Detection System commonly known as IDS which acts a decoy
server to divert attacks and to identify hackers (or) attackers (or)
unauthorized users and viruses by duplicating virtual vulnerable
system services and trojans. The design of KF Sensor is widely in
use for windows environment with its unique GUI management
console which provides a cost-effective way to improve security
in the network and includes many innovative and unique features.
KF Sensor allows an easy combination of SIM/SOC, Syslog sys-
tems, and Databases. KF sensor alerts administrator when an in-
trusion event occurs, it also protects and responds to real-time
intrusions in the network and is recorded in its log. There are six
different alert types validated by KF Sensor. They are system Tray
alerts, Audio alerts, Email alerts, Syslog alerts, Event Log alerts
and External alerts. The main advantage of using KF Sensor over
other honeypots is it gives attention and alerts to its author if any
unusual event occurs. It has the capacity to deal with multiple
remote KF Sensor Installation from a single machine which ena-
bles an author to view the logs from different sensors together and
reconfigure honeypot remotely. Apart from advantages it also has

few disadvantages, because of the application level honeypot it
doesn’t work at IP stack level. It can also run only one emulated
honeypot for every machine and there is no way to tell KF Sensor
will automatically acknowledge all open port requests. Below
diagram shows the KF Sensor which is opened when installing on
a host operating system.
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Fig.5. Environment for Port Scanning

For detecting different types of attacks that are executed by at-
tacker
4.1. Port Scanning

As mentioned above the major port scan when an attacker
tries to retrieve information of which port is in open on the target
can be determined with the following codes by the attacker and
the below picture represents the detection of a port scan by the KF
Sensor Honeypot.

When an attacker tries to retrieve information of which port
is in open on the target
nmap -sT 192.168.237.1 <option>--- TCP Connect Scan

nmap -sS 192.168.237.1 <option>--- SYN Stealth scan
nmap -sA 192.168.237.1 <option>---ACK Scan

nmap -sX 192.168.237.1 <option> ---XMAS Scan
nmap -sF 192.168.237.1 <option>--- FIN Scan

nmap -sN 192.168.237.1 <option>---NULL Scan

Here different <option> are used to retrieve the information
from the target by attacker. Where
e -O for operating system detection details

e sV for version detection details

e -p for custom port scan

e -sU for any UDP port open

e -Sn for ping scan

e --open for showing open port if any
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Fig. 6. Result after Port Scanning
4.2. Dos Attack

Dos attack can be performed by using the below codes and a
GUI tool called Low Orbit lon Cannon(LOIC) where DOS attacks
can be implemented even from a windows machine. Dos attacks
are performed on different platforms such as machine to machine,
machine to a web server, machine to a cloud, machine to a loT
devices and to many things.

There are three different types of Dos attacks which gives
sensitive information about the system to attacker are discussed in
this paper”

42.1. SMB Dos

When an attacker tries to run an SMB Dos attack on the target and
by setting the target machine IP address in the above script an
SMB Dos Attack is performed.

nmap -p 338g --scrip=rdp-vuln-ms12-020.nse 192.168.237.1

422. WIFI Dos
To disconnect target connecting to Wireless network and sending
heavy packets to the target IP address we use following code.

aireplay -ng -0 0 -a 192.168.1.1 -c <MAC Address> -e <router
name> wlanOmon

The mac address and router name represent the network interface
card mac address.

4.2.3. Ping of Death

The ping of death is a simple and basic Dos attack where the at-
tacker sends an enormous number of packets to the target such
that it will consume larger bandwidth and sometimes it may lead
to a crash of the system. The below code shows a pinging of a
system by sending a larger number of unwanted packets such that
the network to a particular user will be disclosed to use internet
over a small period.

ping 192.168.237.1 -L 65000 -t
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Fig.7. Dos Attack Detection
4.3. Sniffing and MITM

For detecting Network Sniffing and Man-In-The-Middle at-
tacks in a network we must scan the complete network to find out
the sniffer and both the attacks are very similar where an attacker
tries to intrude in a network and steals the sensitive information of
the users in that network. To identify these types of attacks and
unauthorized users in the network the below code illustrates
whether any sniffer is present in our network.

nmap -sn --script=sniffer-detect 192.168.237.1/255

If any sniffing or MITM attack is detected on the network
the test result shows all ones “11111111”. If there is no sniffing
attack during detected the test result will display all “

»

Sig. Message:

Starting Nmap 7.25BETAL ( https://nmap.org ) at 2018-02-03 08:25 IST

Nmap scan report for 192.168.0.151
Host is up (0.022s latency).

Nmap scan report for www.routerlogin.com (192.168.1.1)
Host is up (0.0028s latency).
MAC Address: 20:E5:2A:E5:0E:AC (Netgear)

Host script results:

| sniffer-detect: Likely in promiscuous mode (tests: "11111111")

Nmap scan report for 192.168.1.4
Host is up (0.00024s latency).
MAC Address: EC:55:F9:4E:0D:04 (Hon Hai Precision Ind.)

Host script results:
| sniffer-detect: Likely in promiscuous mode (tests: "11111111%)

Fig. 8. Sniffer Attack Detection
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5. Conclusion and Future Work

Earlier from recent years the realm of network security at-
tained a huge development since no one wants his system to be
attacked by attackers. Honeypot technology is helpful and utmost
important part of security strategies in a network. This paper illus-
trates a precise study of how different types of attacks in iot sys-
tems are prevented using honeypots.
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