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Abstract

In distributed data mining environment maintaining individual data or patterns is a major issue due to high dimensionality and data
size. Distributed Data mining framework can help to find the essential decision making patterns from distributed data. Privacy pre-
serving data mining (PPDM) has emerged as a main research area for data confidentiality and knowledge sharing in between the
communicating parties. As the distributed data of the individuals are stored by the third party, it leads to the misuse of distributed
information in digital networks. Most of the decision patterns generated using the machine learning models for business organiza-
tions, industries and individuals has to be encoded before it is publicly shared or published. As the amount of data collected from
different sources are increasing exponentially, the time taken to preserve the patterns using the traditional privacy preserving data
mining models also increasing due to high computational attribute selection measures and noise in the distributed data. Also, filling
sparse values using the conventional models are inefficient and infeasible for privacy preserving models. In this paper, a novel priva-
cy preserving based classification model was designed and implemented on large datasets. In this model, a filter-based privacy pre-
serving model using improved decision tree classifier is implemented to preserve the decision patterns using IPPDM-KPABE model.
Experimental results proved that the proposed model has high computational efficiency compared to the traditional privacy preserv-

ing model on high dimensional datasets.
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1. Introduction

Data anonymization is the process of replacing the contents of
essential private patterns such as data attributes, ranking measures,
decision patterns etc , so that records cannot be associated with a
specific individual, project or company and yet to preserve a bal-
ance between privacy and data utility. Privacy-Preserving Data
Mining (PPDM) integrates the concepts of data mining models
with the probable privacy protection techniques [1]. PPDM is
responsible for preserving extended security to the sensitive in-
formation to the data mining framework.

A large number of privacy preserving techniques have been im-
plemented using the data mining model to provide hidden priva-
cy on the large volumes of data [1]. It is very essential and im-
portant to maintain the privacy preservation in the distributed
environment.The following are the various factors that can be
adapted for implementing privacy preserving data mining(PPDM)
models. 1. Distributed data distribution 2. data variations 3. data
mining models 4. Hidden patterns 5. Privacy preservation. First
factor refers to distributed data distribution from different sources;
how data is distributed or located centralized or distributed man-
ner. In distributed databases, data can be distributed horizontally
or vertically for privacy preserving procedure. Second factor re-
fers to variation of the original data to other pre-processed form to
filter the sensitive data, here actual data will be transformed by
multiplying the noise to some extent, Third factor is applying the
data mining algorithm on input data to preserve privacy patterns of
attribute values. Here, data mining is used to find the essential

hidden knowledge patterns on huge volume of data. Knowledge
extraction models includes classification , association ,clustering
and prediction algorithms are implemented to find and extract the
hidden and valid association rules, decision patterns or clusters
from huge datasets. Fourth factor refers to pattern hiding, some
part of input data or feature or output of the data mining will be
taken and keep them in hidden state. Fifth factor is the most im-
portant issue i.e., providing privacy during data sharing or repre-
sentation or data visualization process.

Replication and Duplication can work to maintain the data in a
current state at all locations the data is distributed to. Besides us-
ing distributed database replication and the fragmentation of data,
there are also other distributed database-design technologies that
can be used. Some of the other technologies that can be used are
synchronous and asynchronous distributed database and local
autonomy technologies. The Development of replication and du-
plication, fragmentation depends on applications of organizations.
Privacy preserving data mining approach can be broadly classified
into two sub-categories; those are mentioned below [1-2].

1. The initial phase of PPDM approach focuses on protec-
tion of sensitive information. Some examples of such
sensitive information are:- name, ID, address and other
private details.

2. After completion of the initial phase of PPDM, the sec-
ond phase starts with knowledge hiding in database. It is
responsible for adding security measure to protect the
sensitive information. The prime objective of this phase
is to determine the exact process of information hiding
without influencing non-sensitive and useful rules.
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Along with it, it is been observe and identify criteria to evaluate a
PPDM algorithm:

1. Privacy level: This indicates how approximately the hidden
sensitive information may still be estimated.

2. Hiding failure: This refers to that part of sensitive infor-
mation which is not concealed by the employment of a
privacy-preservation technique.

3. Data quality: This becomes important after a privacy-
preserving technique has been applied. This looks at the
quality of data as also the quality of the results derived
from data mining after the concealing strategies were ap-
plied.

4. Complexity: This reveals how well a privacy-preserving al-
gorithm can be executed considering the interaction of all
the resources as may be implied by the algorithm.

The main limitations of the traditional privacy preserving models
on distributed dataset are:

1. Information loss: When the original information is priva-
cy preserved, it is assumed to be an information loss dur-
ing the data recovery phase.

2. Privacy Preserved: Here, information is hidden or distort-
ed. If the PPDM results higher value of privacy preserva-
tion, then the algorithm is considered to be a efficient one.

3. Computational time: Computational time plays an im-
portant role on deciding the efficiency of privacy preser-
vation approach. A privacy preservation approach is effi-
cient, if and only if it has more privacy with less compu-
tational time. In other words, decrease in computational
time will enhance the efficiency and effectiveness of pri-
vacy preservation techniques.

4. Complexity: When the PPDM is applied on large datasets
with minimal complexity, its efficiency and performance
increases.

5. Dependency on size of data: Now-a-days with the expo-
nential growth of data, the efficiency of algorithm de-
creases.

Privacy-preserving data mining has solutions that address these
data privacy issues on large data size. As mentioned, data ran-
domization is classified into two approaches. In the first approach,
distributed data is to obscure or randomize the information before
sending it to the data miner. In the second approach, privacy-
preserving distributed data mining is applied. This method follows
an approach where the data is portioned between two or more sites,
and then these locations cooperate to discover the global data min-
ing results without revealing any of the data they hold at their
individual sites[3]

2. Related Work

Data perturbation approaches are used to provide privacy on sensi-
tive data and to process data analysis. It is unable to reconstruct
the original data, but only data distributions are reconstructed.
Stanley R. M. Oliveira [5] proposed a privacy preserving cluster-
ing mining technique involving centralized distribution and rota-
tional-based transformation. This approach was implemented on
network dataset in which the data server is not permitted to learn
or recover essential data records. This is one of the major limita-
tions of perturbation approaches. All the traditional privacy pre-
serving approaches are incapable of achieving extended privacy
on large datasets. It is very important to add privacy measure prior
to the distribution of data into multi-cloud servers. The most
promising feature of every privacy preservation approach is, the
customers’ sensitive information is identified properly before
sharing them with others. There are two key issues that need to be
addressed in privacy preserving data mining, these are: Modifica-
tion sensitive information such as attribute names, values and
other group identifiers from the database to optimize the data pri-
vacy. The second issue is omission of sensitive knowledge that
may be extracted using data mining procedures. Randomization
refers to the technique through which input details are perturbed

before being distributed to data mining algorithms in order to
safeguard the data values of specific entities from being exposed.
Privacy denotes the rights of users to hide private details about
themselves and also to determine what may be disclosed.
Now-a-days, differential privacy preservation approach is most
widely implemented in order to provide extended security to sta-
tistical databases. It is responsible for decreasing the chances of
record identification for enhancement of privacy. On the contrary,
the process of data security helps to protect data from unauthor-
ized accesses while communicating through a network. When an
authorized and validated user gets the data, there is no extra con-
straint enforced on that user from retrieving sensitive information.
Therefore, many researchers have been tried to detect the correla-
tion among data security and data privacy[4].

Privacy problems in data mining have to be handled with great
care in data sharing. Several organizations collect information
about customers’ shopping behavior. To gain mutual benefit
among themselves, they share data and conduct data mining on the
databases for providing competitive advantages over others. The
organizations while sharing the data with others must realize that
it is necessary to shield sensitive data and patterns. The existing
data sanitization methods proposed by [5] were capable of hiding
sensitive patterns with limited side effects to the non-sensitive
patterns. Yet, extended approaches are required to minimize the
non-sensitive patterns affected. They also make it necessary to
develop an ability to deal with different types of pattern. In the
years past, several researchers have dealt with the problem of
privacy preservation in frequent pattern mining. As far as the
transactional databases are concerned, frequent pattern mining
considers only the presence or absence of items. But in the real
world, the transactional database represents the sale of each item.
It is essential to consider the profit obtained in each transaction. [6]
recommended a utility mining model to discover the itemsets,
which yields high utility in the database. They emphasized a few
sanitization approaches for privacy preservation of such itemsets.
But those approaches affected a number of legitimate itemsets. In
this thesis, two sanitization algorithms have been suggested to
hide sensitive utility itemsets that further reduce the number of
legitimate itemsets affected during sanitization. The first algorithm
incorporates the conflict degree of a transaction to select the vic-
tim transaction. In the second algorithm, the conflict degree of an
item is also used to identify the victim item for modification.

As the models do not have data values that are distinct the privacy
threat is comparatively less here. There will be an inference issue.
The flawless classifier will find the objective class, nevertheless
the objective class is not revealed explicitly. However, in practical
approach, the inferences which are probabilistic give the proprie-
tor an assessment of individual values[7]. The data mining is not
based on the results that are generated by instant privacy; however
these methods are used to generate the results. In most of the cases,
the statistical measures of data mining techniques such as associa-
tion rules and classification rules are inefficient to apply privacy
preservation. In this case, sometimes association rules are hidden
to enhance the privacy level in data mining. A novel PPM known
as Randomized response scheme [8] is developed to protect the
respondent’s privacy. It follows the basic concept of decomposi-
tion where the data owner divides original data and stores it at
different places. It adds obstruction for the attacker to get the orig-
inal data and sometimes some false information are also included
to prevent attacks. [9] developed a new randomized response
approach for performing different data mining calculations. This
privacy preserving data mining approach is responsible for pro-
tecting respondent’s privacy through random of questions. The
proposed method is capable of determining appropriate distributed
probability and also evaluates the distributed probability for cer-
tain characteristics. [10] developed a data hiding approach for
privacy preservation association rule mining which depends on
randomized response techniques. This technique protects the pri-
vacy of attributes which are in numerical format. This technique
was prescribed to fulfil the requirements of classification analysis.
Privacy preserving model using cryptographic approach describes
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how various parties can calculate any function of their interest
together and also ensure that no other information is revealed. As
mentioned earlier, with the mentioned calculations, these results
give utmost privacy where it provides privacy to the information
except the function designed for the output[11][12-14].

3. Proposed Methodology

In this methodology, a novel privacy preserving based optimized
decision tree classifier was implemented to address the problem of
high dimensionality and privacy issues on large dataset. In this
model, a novel decision tree classifier is developed to preserve the
privacy among attributes using the PPDM-KPABE encryption
model. The main objective of this model is to apply secured priva-
cy preserving model in supervised decision tree classifier to pro-
tect the decision patterns in large datasets. In this model, a novel
cubic decision tree measure is optimized to construct the optimal
decision tree patterns on the given dataset. Proposed model is
usually designed to improve the privacy in private data in data
mining and to predict accurate decision rules on high dimensional
data. In the proposed model, data from different sources are inte-
grated with policy identifiers as key to construct decision patterns
using the proposed attribute selection measure. Here, each data
source key is mapped with the decision tree model to form the
decision patterns. These decision patterns along with key identifi-
ers are used to hide the privacy patterns among the integrated data
sources.
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Figure 1: Proposed Privacy Preserving Framework

Figure 1, describes the use of privacy preserving model for high
dimensional private datasets. Initially, centralized database is cre-

ated from different sources for privacy preserving. Proposed mod-
el considers high dimensional distributed data as input for data
pre-processing. Proposed model was implemented in two main
phases, first phase is data filtering and the second phase is privacy
preserving model using decision tree technique.

Filter Based Privacy Preserving Model:

Input :
Train Data: D(X;, X,....X;)
Procedure:
For each attribute A{ D(X, X,....X, ) }
Do
if(isnumeric(A{ D(X;, X,....X,)})
then
For each training instance 1(x, X,....X,)
Do
If(1, (i) ==null)
Then
V(i) = Max{l ,}—Min{l .}
Ha
Done

if( (A{ D(X,, X,....X, )} is nominal)

Freq:=Frequency(D); //most occurred frequency value in the at-
tribute

V(i)=V(F[i]) //Value of most frequent attribute value

Done

Proposed Privacy Attribute ranking measure:

Proposed attribute ranking measure is used to quantify the similar-
ity between the positive class attribute to the negative type attrib-
ute using class distributions. It is basically derived from F-
divergence. In our feature selection measure, we have used a novel
cubic polynomial. The computation formula used to measure the
attribute ranking measure is given in equation (3) as

D; is the positive class data

D i is the negative class data

// Decision Tree construction
For each instance in D
If D[i]==Null
Then
Return leaf node with empty set.
Else if class( D[i])==m
Then
Return leaf node with class m.
Else
Split D into k disjoint partitions using stratified random sam-
pling distribution where k=m(classes).
For each partition do
Partition the Dataset D into k uniform subsets as
p(K) := D, (i) / m; // add instance to the kth partition

/I user specified threshold for classification

A =userinput ;

/1 Get all ranked attributes greater than A

Find the attribute ranking using the following equation

p( A ( p) )= Apply proposed cubic attribute ranking measure

Where i,j=1,2....n attributes and m=number of classes.
End for
For each ranked instance in p
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Do values with labelled attack names. These KDD99
If > A class labels are classified into 5 types namely-
(p (A(p) ) ) normal, Probe attack, DOS attack, U2R attack and R2L
Then attack. A complete KDD99 dataset contains nearly 4 mil-
Apply PPDM-KPABE(p(A(p)); lion labelled instances with 41 features that are divid-
End if ed into 22 different types of attacks and is summarized in
Dr:)nel Table 1.

Select the root node in the tree pattern using the attribute with
highest ARank in all the partitions.

This process is repeated until no more instances in the partitions.
Privacy  Preserving Decision Patterns KP-
ABE(KeyPolicy Attribute Based Encryption):

using

Every individual user is associated with an access tree structure.
Threshold gates represent the nodes of access trees, whereas at-
tribute values are assigned to leaf nodes. User’s secret key has the
responsibility of representing access tree structure. Cipher text
includes set of attributes and the secret keys are merged with
monotonic access structures in order to choose the particular ci-
pher text for that partition to decrypt. PPDM KP-ABE is imple-
mented in the applications of one-to-many communications. It
includes four distinct phases which are mentioned below

Setup : It accepts input K as a security parameter and generates
PK as public key. The procedure also generates a master secret
key MK. The process of encryption requires public key PK. MK is
responsible for the production of user secret keys and the authority
has rights to access these secret keys.

Encryption : The encryption algorithm accepts plain text original
message M, generated public key PK along with a set of attributes
and policies as input. The algorithm produces ciphertext E which
is the encoded version of the original message M.

Key Generation: Key generation algorithm includes an access
structure Ta long with master secret key MK as input. The objec-
tive of key generation algorithm is to generate a secretkey SK. SK
is responsible for decryption of the encrypted cipher text using the
set of attributes matches T.

Decryption: The decryption algorithm accepts user’s secret key
SK satisfying the access structure T and cipher text E as input.
The algorithm results the original plain text message M, when the
attribute set satisfies T.

Key Policy-Attribute Based Encryption method can be applied to
get fine-grained access control along with extended flexibility in
order to have control on users. Hence, this scheme is better than
that of classical attribute based encryption scheme.

4. Experimental Results

Experimental results are implemented on 2.4GHz Intel core i5
processor with minimum 2GB RAM. We used Jama, JUnit,
ABE third party libraries for the proposed privacy preserving
model. We used KDD99 full dataset and 10 fold cross val-
idation for the testing purpose. In 10-fold cross valida-
tion, entire training data are randomly divided into 10 equal
sub- partitions. This test data is used to estimate the pro-
posed model accuracy.

Dataset Description

Table 1 describe the diabetes and KDD dataset used as well
as their attributes, size and number of classification class la-
bels. In 1999, the KDD acknowledged and approved
DARPA data as the conventional benchmark data base
for IDS called KDDCup99 which is available in
http:/Avww.kdd.ics.uci.edu/databases/kddcup99. In KDD99
data, each instance is associated with different attribute

Table 1 : Details of labelled attacks

Attack Category Attack Name

Denial of Service Smurf, Neptune, back, land, pod,teardrop
Probe IPsweep, satan, portsweep, satan
R2L Ftpwrite,Imap,Guesspassword,warezclient
U2R Perl, Bufferoverlow, Rootkit

Table 2: Performance analysis of Proposed model to the existing models
on KDD Dataset

Execu-

Model FEIE tion
terns -

Time
NaiveBayes+ABE 533 8355
SVM+ABE 325 9384
Logistic+tABE 353 8352
DecisionTree+ABE 643 7843
Homomorphic+PPDM 735 4953
Improved decision 713 4724
tree+Homomorphic
IPPDM+KPABE 683 4012

Table 2 describes the performance analysis of proposed model to
the existing privacy preserving model on KDD dataset. From this
table, we can observed that proposed model has less computation
time compared to traditional models.

Table 3: Performance of the proposed model to the existing model using
homomorphic PPDM

Model Patterns | Privacy | RecoverTime
Time

NaiveBayes +ABE 533 8355 6583

SVM +ABE 325 9384 8647

Logistic +ABE 353 8352 7574
DecisionTree +ABE 643 7843 6966
Homomorphic +PPDM 735 4953 5147
Improved Decisiontree 743 4525 4685
+Homomorphic

Proposed Model(IPPDM+KPAB) | 683 4012 4214

Table 2 describes the performance analysis of proposed model to
the existing privacy preserving model on KDD dataset. From this
table, we can observed that proposed model has less privacy and
recover time compared to traditional models.

Model Pat- Classification Accu-
terns racy

NaiveBayes+ABE 533 0.864

SVM+ABE 325 0.913

Logistic+ABE 353 0.925

DecisionTree+ABE 643 0.9413

Homomorphic+PPDM 735 0.8945

Improved Decision- 743 0.9734

tree+Homomorphic

Proposed Model(IPPDM+KPAB) 683 0.9825

5. Conclusion

As the size of decision patterns over the high dimensional datasets
is increasing the time taken to preserve the patterns using tradi-
tional models also increases due to high dimensionality and size of
the data. Therefore, a novel privacy preserving model on high
dimensional data is required to handle large data. In this paper, a
novel privacy preserving based classification model was designed
and implemented on large datasets. In this model, a filter based
privacy preserving model using improved decision tree classifier
is implemented to preserve the decision patterns using IPPDM-
KPABE model. Experimental results proved that the proposed
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model has high computational efficiency compared to the tradi-
tional privacy preserving model on high dimensional datasets.
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