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Abstract 
 

Interchange of information is increasing very rapidly. Transferring any information on internet arises with the biggest issue that is securi-

ty. Cryptography plays an important role in achieving security. For any type of business our primary focus is mainly on the security of 

information for that we require a robust and unbreakable process that provides great safety. This project is concerned with the develop-

ment of a secure messaging system based on cryptographic algorithm that is which is more faster, better immune to attacks, more com-

plex, easy to encrypt. This is well featured and provides encryption/decryption that can protect message from unauthorized access. we 

proposed an algorithm, which uses triple keys for encryption and decryption of text to secure the information. This application is well 

featured and provides security that can protect message from unauthorized access. To send a message, a sender types and encrypts a text 

message using Three Keys algorithm with a key selected from keylist .The encrypted message is stored in database and receiver’s inbox 

serial number of key .The receiver, after logging into account ,selects key value and then decrypts with key to see the original message 

 
Keyword: Cryptography,Text message,Protection of Message 

 

1. Introduction 

The main aim of this group work is to develop a security concept 

for communication. Our security concept takes the aspect of se-

cure data transmission over  a reliable network. This data trans-

mission is done through TCP using terminal .Now a days security 

is the most concerned thing in data transmission. Many theories 

and algorithms came into existence to secure information. 

Every algorithm has its own advantages and disadvantages, but 

the main aim for any algorithm is to prove efficiency in securing 

information. Here in this project an efficient algorithm with extra 

security is to be implemented and executed for securing infor-

mation in between communication. To develop an algorithm this 

will be difficult for intruders to crack the information. And this 

developed algorithm must be fit enough for usage in various ap-

plication for security purpose. 

To add additional security using additional keys in this algorithm 

which works efficiently and to transmit the information between 

sender and receiver using TCP in which terminal in Ubuntu oper-

ating system is used as interface 

 

1.1 Overview 
 

Security measures must be incorporated into computer systems 

whenever they are potential targets for malicious or mischievous 

attacks. This is especially for systems which handle financial 

transactions or confidential, classified or other information whose 

secrecy and integrity are critical. 

The purpose of System Implementation can be summarized as 

follows: making the new system available to a prepared set of 

users (the deployment), and positioning on-going support and 

maintenance of the system within the Performing Organization 

(the transition). At a finer level of detail, deploying the system 

consists of executing all steps necessary to educate the consumers 

on the use of the new system, placing the newly developed sys-

tem into production, confirming that all data required at the start 

of operations is available and accurate, and validating that busi-

ness functions that interact with the system are functioning 

properly.  

Transitioning the system support responsibilities involves chang-

ing from a system development to a system support and mainte-

nance mode of operation, with ownership of the new system 

moving from the Project Team to the Performing Organization. A 

key difference between System Implementation and all other 

phases of the lifecycle is that all project activities up to this point 

have been performed in safe, protected, and secure environments, 

where project issues that arise have little or no impact on day-to-

day business operations. Once the system goes live, however, this 

is no longer the case. Any miscues at this point will almost cer-

tainly translate into direct operational and/or financial impacts on 

the Performing Organization. It is through the careful planning, 

execution, and management of System Implementation active ties 

that the Project Team can minimize the likelihood of these occur-

rences and determine appropriate contingency plans in the event 

of a problem. 

This project is well featured and provides encryption/decryption 

that can protect message from unauthorized access. In this project, 

we proposed an algorithm, which uses triple keys for encryption 

and decryption of text to secure the information. 

Here in this project a plain text that is original data is converted 

into cipher text using encryption algorithm. And the cipher text is 

converted into plain text using decryption algorithm. Plain text 

can be converted into cipher text by adding additional data. These 

additional data are called as keys. Normally only one key is used 

an additional data and encrypted. The same key is used for de-

crypting. But in this algorithm as an additional data three keys are 
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used which is more secure. These three keys keep data secure 

from hacking or any other unauthorized user.  

These three keys are used for encryption of plain text from one 

end. At the other end the same three keys are used for decryption 

of cipher text into plain text. These keys acts as known keys only 

for sender and receiver. This algorithm has step by step process 

to implement using three keys. And usage of ASCII values gives 

more security rather than direct values of alphabet. 

After implementing this algorithm the information is encrypted 

and sent to the receiver where the information is decrypted . The 

data transmission here in this project is done using TCP. The 

interface we used is terminal in Ubuntu operating system. By 

using terminal, the client-server connection is done using TCP 

and after connection the information sharing is done securely 

using this algorithm. By using TCP algorithm is attached to pro-

tocol for transmission of data between ends of communication. 

2. Problem Statement 

Cryptography and digital watermarking are the traditionally used 

mechanisms for authentication of genuine user as well as for 

secure information. In traditional cryptographic systems, one or 

more keys are used to convert the plain text into cipher text at the 

sending side, and the plain text will be retrieved back at the re-

ceiving side by using appropriate decrypting keys. Without the 

knowledge of the correct decrypting keys the conversion is 32 

infeasible considering both in time and cost. Hence if the cipher 

text is secured, even if the intruder can obtain the cipher text it is 

not possible by the intruder to extract the useful information. The 

first main big drawback of information secure scheme based on 

traditional cryptography is illegal sharing of key between sender 

and receiver, i.e. key distribution problem. 

This project addresses the security problem of providing funda-

mental cryptographic mechanisms for the implementation of a 

secure communication infrastructure that can provide strong se-

curity guarantees for sharing information in this modern era. 

 

2.1 Existing System 
 

The existing system, algorithm  uses the text information and 

encrypts by ASCII values uses only one or two keys as an addi-

tional data to convert plain text into cipher text or to convert ci-

pher text into plain text . In the existing system, the hacker’s can 

easily access the information because of easily imaginable keys 

or probability checking or less usage of keys. 

The encrypted message will have only one or two  secret keys for 

securing  the  data due to this the text can be easily decrypted. 

 

2.2 Issues 

 

• Due to the existence of only one or two keys on either 

sides of communication. The accessibility towards in-

formation becomes easy for intruders. The security is 

the main issue for this algorithm. 

• Wrong distribution of keys while encryption or decryp-

tion. 

2.3 Proposed System 
 

In proposed system, the algorithm consists of three keys each for 

encryption and decryption. The inclusion of these three keys al-

gorithm gets more secured and efficient.  

In this proposed technique, we focus mainly on providing securi-

ty to the information from an unauthorized user by using triple 

key authentication algorithm. The algorithm uses triple keys i.e. 

k1, K2, k3. The key k1 is generated from the message and also 

transferred along with the message. The cipher text obtained after 

applying encryption using key1 is considered as plaintext for the 

rest of the two keys. The PTK1 (plain text using k1) is now en-

crypted with the help of two keys (k2, k3) in order to obtain the 

final cipher text i.e. CT. In decryption the reverse operation is 

performed , the CT is decrypted with the help of two keys (k2, 

k3) to obtain the PTK1.Thereafter PTK1 is decrypted using key 1 

to obtain the final output which is the plaintext . 

 

2.4 Advantages 
 

• Due to inclusion of three keys the security for infor-

mation gets increased. It is difficult to crack the infor-

mation in between communication. 

• This algorithm is  very efficient and faster. 

Fixed keys for distribution so that encryption and decryption is 

always correct. 

3. Methodology 

ALGORITHM 

 

Enhanced Cryptographic Algorithm 

The algorithm follows procedure  

 

3.1 Encryption 

 
Step 1: Enter the plain text from the user. Add the ASCII value of 

plain text starting from first alphabet with last alphabet i.e. mov-

ing right from first and left from last. If message is of odd length, 

then write the ASCII value of middle alphabet as it is. 

 Step 2: Store these values in an array and take modulus of these 

values from 26 i.e. (%26) and store the result in another array.  

 Step 3: To obtain the value of PTK1 i.e. (plain text encrypted 

with the help of key1)   we perform the following steps: Add the 

ASCII value of first half of message with the values stored in 

Array 2. Now perform further calculations i.e. values obtained in 

step 1 – key1-ASCII value of first half of the message. 

 d) Step 4: Now PTK1 is considered as plaintext for rest of the 

two keys (K2, K3) in order to achieve triple keys algorithm. 

 e) Step 5: By entering encryption keys (K2, K3) from the user, 

encrypt the PTK1using the given formulae, 

                                   CT= ((PTK1* K2) +K3) mod 26. 

 f) Step 6: Thus the CT (Cipher text) is obtained using the above 

formulae. 

 

3.2 Decryption 
 

 a) Step 1: Before proceeding the decryption, perform an algo-

rithm for calculating modulo inverse of a number (MODINV), 

MODINV is used to calculate the inverse of K2 (one of the en-

cryption key). This algorithm is performed using Extended Eu-

clidean Algorithm (EEA); EEA is explained at step6. Now K2 is 

given to EEA to get the output as INVK2.  

b) Step 2: Decryption is done by using Ciphertext, (INVK2, and 

K3) pair. For getting the plaintext, apply the formulae PTK1= 

(INVK2 (Ct-K3)) mod 26 Store the ASCII value of PTK1 in an 

array. 

 c) Step 3: Add the ASCII value of First + K1+ (n/2+1)th  posi-

tions elements and perform  this operation in right direction to 

obtain the array 3. 

 d) Step 4: Array 4 is equal to ASCII value of alphabets of Array2 

from position first to n/2 th position- Array 3 mod 26. 

 e) Step 5: Array 5 can be computed by the expansion of Array 4. 

Fill the ASCII value up to n/2 th position as it is. Calculate the 

remaining values of the message by n th element of Array 3- n th 

element of Array 4 and store it in (n/2 + 1)th  the position of Ar-

ray 5 and so on. 
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 f) Step 6: EEA: The Extended Euclidean Algorithm is used to 

calculate the modular multiplicative inverse of an integer a modu-

lo m. The Euclidean Algorithm determines the greatest common 

divisor (gcd) of two integers say, a and m. If a has a multiplica-

tive inverse modulo m, this gcd must be 1. The algorithm of EEA 

is described below. 

    r1<-a;r2<-b; 

                         t1<-0;t2<-1; 

while(r2>0) 

                        { 

                          q<--r1/r2; 

                         r<--r1-q*r2; 

                         r1<--r2; 

                         r2<--r1; 

                          t<--t1-q*t2; 

                          t1<--t2; 

                          t2<--t1; 

                         } 

gcd(a,b)<--r1;t<--t1; 

 

g) The EEA Algorithm:  Step 7: By doing all above steps, we will 

get back the Plaintext or original message.  

 

3.3 Example 
  

a) Encryption: 

STEP 1:   

Enter the plain text from the user. Say “Symmetry” for this ex-

ample.   

Array 1: 

s+y=204y+r=235 m+t=225       m+e=210         

 

STEP 2:  

Array 2= Array 1%26 

22 1 17 2 

 

STEP 3:  

To obtain the value of PTK1 the steps are as follows.  

PTK1= Add ASCII value of first half of message with the values 

stored in Array 2. Remaining values are calculated by (values 

stored in Array 1 – key 1 – right half of values obtained for 

PTK1) 

105 122 100 111 

 

83 97 107 83 

 

STEP 4: 

 PTK1= value obtained by performing encryption to the plaintext 

with the help of key1. PTK1 is considered as plaintext for the rest 

of the two keys in order to achieve triple key algorithm. 

  PTK1= “izdoSamS”  

STEP 5: 

 Enter the encryption keys (k2, k3) from the user. Now the ci-

phertext is obtained by using the formulae, 

                                  CT= ((PTK1* K2) +K3) mod 26 

104 119 121 120 80 100 106 80 

 

H W Y X P D J P 

STEP 6: CT= “hwyxPdjP”  

 b) Decryption: 

 STEP 1: Before proceeding the decryption process, we perform 

an algorithm for calculating the module inverse of K2 i.e. one of 

the encryption key. This algorithm is performed using EEA (Ex-

tended Euclidean Algorithm) 

 INVK2= MODINVK2 by using EEA.  

STEP 2: Decryption is done by using following pair (CT, INVK2, 

K3) to get the PTK1. For getting PTK1 apply the formulae, 

 PTK1= (INVK2 (Ct-K3)) mod 26  

After applying the formulae, the value of PTK1 is obtained and 

store in an array. 

 Array 1: 

105 122 100 111 83 97 109 83 

 

L Z D O S A M S 

 

83 121 109 109 

101 116 114 121 

 

PTK1= “izdoSamS” 

Array 2= ASCII value of PTK1 stored in array 1. 

105 122 100 111 

83 97 109 83 

 

STEP 3: Array 3= Add ASCII values of (1st  to n/2)th + K1+ 

(n/2+1)th  in right direction and so on. 

STEP 4: Array 4: ASCII value of alphabets of Array 2 from first 

to n/2 position – Array 3 mod 26 

83 121 109 

 

STEP 5: Array 5: Array 5 can be computed by the expansion of 

Array 4. Place the ASCII value up to n/2th position as it is. Re-

maining values are calculated by nth element of Array 3 – nth 

element of Array 4 and store these values in n/2+1th position of 

array 5 and so on. Hence by doing all above steps we are able to 

achieve the plaintext which is entered by the user i.e. “Sym-

metry”.. 
 

STEP 4: Array 4: ASCII value of alphabets of Array 2 from first 

to n/2 position – Array 3 mod 26 

83 121 109 

 

STEP 5: Array 5: Array 5 can be computed by the expansion of 

Array 4. Place the ASCII value up to n/2th position as it is. Re-

maining values are calculated by nth element of Array 3 – nth 

element of Array 4 and store these values in n/2+1th position of 

array 5 and so on. Hence by 

doing all above steps we are able to achieve the plaintext which is 

entered by the user i.e. “Symmetry”. 

4. Conclusion 

A symmetric key algorithm is presented in this project. This algo-

rithm provides security of transmitted message by making use of 

triple keys and the simulation results are shown in the project  

which shows that the new algorithm is good in terms of security.  
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