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Abstract 
 

Today most important tasks are carried in digital form this leads to increase in digital assets like laptops, smart phones, smart watches this 

involves in generate wide range of unique data storing in digital format like photos, voice clips, Documents, Videos, contacts etc. These 

all devices are connected to internet particularly laptops and smart phones. Weak security architectures always leads a chance to attackers 

to attack systems related to individuals, Corporates, Governments, Hospitals, Educational institutions etc. This attacks will bring huge data 

breaches, stealing of intellectual properties, encrypting the personal and confidential data. 
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1. Introduction 

Ransomware is a kind of malware which encrypts our personal data 

without the victim’s knowledge and the attackers demand 

money(ransom) to decrypt the files. There are large number of ran-

somware variants in market. We choose a ransomware called locky 

which is very well known and largely effected by many computer. 

2. Locky ransomware 

Ransomware is a kind of malicious software which encrypts the 

files in the victims systems and demand for ransom. locky ransom-

ware is first centered in 2016 and termed as one of the most spread-

ing ransomware. It locks every file with a locky extension. Then the 

locky asks for ransom to recover the files. It spreads in the form of 

phishing mails with the extensions of please print, photos, videos, 

images, scans etc. This has extorted more that $7.8 million in pay-

ments according to recent study by google, Chainalysis, UC san Di-

ego. Recently India is effecting with this locky ransomware and 

strict instructions are passed to not open the spam mails. 

3. working of locky ransomware 

 
Fig. 1: Locky Ransomware Working Process. 

 

1) Malware writers: Malware writers will design the ransom-

ware according to their requirements and targets they use 

their own encryption techniques and attack methods. Mainly 

this ransomware will encrypt the users data but won’t delete 

and stress user to pay ransom in bitcoins to decrypt the files. 

2) Compromised Websites: Malware writers will compromise 

some websites like torrents and spread that malware to the 

end users. 

3) Victims Computer: Victims computer will always contain the 

personal and confidential data. When that data is corrupted. 

End user will suffer a lot and lost the personal data.  

4) Malware Injected: When a victim or end user visits that com-

promised site then the ransomware will automatically inject 

into the victims pc and reside over some memory. 

5) Executing the malware: When the malware is injected this 

will execute in background without interrupting the users 

work. After final execution this will encrypt all the files in 

the system. 

6) System encryption: Ransomware will encrypt all the fill with 

some ransomware extensions. Mainly ransomware will target 

the extensions 

like .png, .jpeg, .ppt, .doc, .docx, .mp3, .mp4, .rar, .xls, .exe 

and some other type of extensions present in the ransomware 

database.  

7) Ransom Pay: This is the main phase in ransomware attack 

paying ransom to the attacker. After infecting the files at-

tacker leaves some instructions to pay ransom by installing 

tor browser and pay some ransom using the bitcoins. 

8) System Decryption: After paying the ransomware the at-

tacker with send the decryption key to decrypt the system. In 

most cases the attacker won’t send the decryption key.  

4. Malware analysis 

Dissecting malware into small parts and observing the every func-

tionality in it. This procedure will reveal the core functionalities of 

http://creativecommons.org/licenses/by/3.0/
http://creativecommons.org/licenses/by/3.0/


226 International Journal of Engineering & Technology 

 
the malware and generate the detail report on particular malware. 

This report will helpful in generating the anti-malware software. 

Generally antivirus companies will perform this kind of analysis to 

develop anti-virus software’s. 

5. Types of malware analysis 

There are different kind of techniques used to analyse the malware.  

1) Static malware analysis.  

2) Dynamic Malware analysis.  

3) Automated Malware analysis.  

1) Static malware analysis: In static analysis. Analyst won’t ex-

ecute the code before executing the malware they will ana-

lyse the binary of the code by studying the functionalities. 

There are different methods used to study the malware. 

1) Scanning it with Anti-virus tools 

2) Generating the hashes and comparing 

3) Observing the strings in code 

Scanning it with Anti-virus tools: Anti-virus software mainly works 

on database. When the developers update the malware signatures 

then the anti-virus software’s can able to detect the malwares. When 

new variants of malware evolves they can’t able to detect them. At 

this point anti-virus software’s will fail. There is an another online 

tools know as virus total by uploading the malware into that website 

it will scan with different types of antivirus software and display 

the final analysis report to the user. 

Generating the hashes and comparing: Analyst will generate differ-

ent kind of hashes and search them in some repositories. These 

hashes are useful in sharing to other analyst. 

Observing the strings in code: Every binary will contain some string 

related to imports and exports. When the analyst try to retrieve those 

strings this will be very helpful and the analyzation will become 

easy. But some malware are packed. A wrapper program is exe-

cuted before the program is executed this program will hide the 

strings. Analyst will face difficulty in analysing the malware. Ana-

lyst can use some tools to find weather the binary is packed or not. 

2) Dynaminc Malware analysis: While performing the dynamic 

analysis analyst will execute the code and observe the 

changes happing in the system. We use windows xp as anal-

ysis environment. There are different kinds of tools and tech-

niques to observe the behavior. 

Process explorer: This tool is used to observe every process in the 

system. 

Regshot: Regshot is another tool used to capture the data pre and 

post execution of mawlare.  

Wireshark: To perform the network analyzation we use wireshark 

to capture full packet data. While analyzing the network there is a 

chance to get the attacker IP address because some variants in mal-

ware will communicate with attacker’s server and downloads some 

support files into the system.  

IDAPro: This tool is used to observe the functionalities in the binary. 

But IDA pro will show every function in assemble language so the 

analyst should have good idea on the assembly language. 

Ollydgb: Olly debugger is a kind of binary code analyzer which 

scans every functions in code without using the source code this 

recognizes registries, API calls, constants, strings and procedures. 

Ollydgb is also used for cracking the software also. 

3) Automated Analysis: The term automated analysis reflects 

automation of malware analysis. We use cuckoo sandbox as 

a tool and upload the malware samples into it. Now the sand-

box will execute the malware in the controlled environment 

and observe the behavior of the malware and generate the 

analysis report to the analyst. But this is quick and dirty ap-

proach to analyze the malware. Sometimes this tools wont 

observe some important functions in the malware. There is 

an online tool known as malwr (www.malwr.com). This is 

designed by using cuckoo sandbox. 

6. Analysis part 

Malware should be analysed in a controlled environment. When a 

malware is analyzed in controlled environment it won’t spread to 

other systems. To configure a controlled environment we use a vir-

tualisation tool know as VMware workstation.  

1) Configuring the secure environment for analyzing 

Create a new virtual machine with 1 GB Ram, Hard disk space of 

40 Gb, Network in Host only mode. Host only mode won’t spread 

the malware through network. This safeguards the host system.  

 

 
Fig. 2: Virtual Machine Configuration. 

 

After configuring the vm ware now install the windows XP. After 

completing the installation take a snap shot. This is termed as fresh 

state if anything goes worse analyst can able to roll back into fresh 

state. In this way secured analysis environment is created. This se-

cure environment will maintain a thin layer of separation between 

the VM ware and host machine.  

7. Basic Malware Analysis 

Analysing the malware using basic malware analysis techniques. 

Here we choose a ransomware sample ransom.exe. Before diving 

into the secure environment we should upload the sample into the 

virustotal website and observe the results there. 

 

 
Fig. 3: Virus Total Analysis Report. 

 

Hash SHA256 -

z3a9ac5f3eab9cb131db8c5cd9b7357572525d22a678d0f42c25d1f

ea3685012  

Scan Report showed that the ransomware is scanned by 67 antivirus 

and 41 detected that file as virus. So we should be very care while 

handling this file. 

Calculating Hash using MD5 : Hash can be calculated using Hash-

cal tool as shown in the below screen shot [1]. 

 

 
Fig. 4: Hash Calculation for Malware.Exe Sample after Calculating the 
Hash this can be shared among Different Analyst and Mainly this Hash Cal-

culation Is Used for Integrity Check.  

 

Observing the Strings: Several malware variants of malware's are 

packed or obfuscated. A small consolidate program is executed be-

fore the malware is executed this will hide the functionalities and 

strings in ransomware. To identify weather the malware is packed 
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or not we will use a tool known as PEid which show weather the 

malware is packed or not. As shown in the below screenshots. 

 

 
Fig. 5: PEID Packer Detection. 

 

By using a tool peid we have detected that the malware is packed 

so we want to extrac strings from them using different techniques. 

Detection of strings in packed malware: 

When we try to extract strings from packed malware all the strings 

will hide. Now we want to extract the strings from the malware. 

Take a snapshot of present state in VMware. Now open a tool 

known as process explorer and execute the binary now. After some 

time take a full process dump of that process and save on the desk-

top. 

 

 
Fig. 6: Taking Process Dump Using Process Explorer. 

 

After taking process dump now load that process dump file into 

IDA pro. We can able to see several strings in the malware. By us-

ing them we can able to find valuable information like how the mal-

ware is executing. Below screenshot shows the difference between 

the packed malware and unpacked malware. 

 

 
Fig. 7: Packed Malware Unpacked Malware 

 

Strings identified in the locky ransomware using IDA pro: 

1) Ntdll, kernal32, user32, gdi32, rsdstx, shell32, crypt32, 

ws2_32 these are the dynamic link libraries which are the 

core functionalities and always run when the system turned 

on. When this ransomware is executed it is accessing all this 

libraries so it is impacting the core libraries in operating sys-

tem.  

2) The mail library it was accessing is crypt. dll which contains 

all cryptography algorithms. So one suspect is it is using this 

dll to perform some encryption tasks. 

3) Another string is the location from where the ransomware is 

executing. This is very important in string analysis that shows 

the source of the ransomware. 

4) This is showing some ip address so there is a possibility for 

communication using that IP address 

5) There are some instructions like pop-up menu, delete menu 

and create hash. This concludes that this is showing some 

pop-up and deleting some functionalities. 

Dynamic Analysis: (Executing the ransomware) 

Using regshot we can compares the changes happened in system 

before and after executing the malware. It also displays the clear 

information about where the changes  

Using regshot we can compares the changes happened in system 

before and after executing the malware. It also displays the clear 

information about where the file is executing 

 

 
Fig. 8: Showing Which Libraries the Malware Is Accessing. 

 

When we execute the ransomware there are several changes in the 

system. This execution will add some keys and delete some keys in 

the registries as shown In the figure. While we analyzing the net-

work using wire shark it was sending some requests to some ip ad-

dress they are 207.79.197.200, 184.51.0.241. So the attackers are 

sending instructions using this is. This will also change the wall pa-

per by giving some instructions. This also shows some crypto-

graphic hashes which are used to encrypt the files in the system. 

This Locky ransomware encrypts using RSA algorithm as referred 

to string analysis. This generates a hash values using the SHA 256, 

512 algorithm. 

 

 
Fig. 9: Encryption Types Observed in IDA Procedure. 

 

Regshot Analysis  

Analysis in regshot is quite easy because it shows the changes hap-

pened in system before and after executing the malware in the anal-

ysis environment. Before infecting the malware to host take 1st shot. 

Now effect the host environment with malware and take 2nd shot. 

After capturing the results click on compare this will give the text 

document showing the changes. 
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Fig. 10: First Shot Second Shot. 

 

After opening the comparison file we have several changes happen 

in the system. Totally 31 changes happen in system. These changes 

are classified as Keys deleted 1, Keys added 6, Values Deleted 5, 

Values Added 13. In document it is showing clear changes and it 

will mention paths also. As mentioned in below screenshot. 

 

 
Fig. 11: Shows the Changes Happened in the System. 

 

Loading the malware into Ollydgb:  

Ollydgb is used to debug the executable file. The ransomware sam-

ple we are using is fully protected and it wont load into the ollydgb. 

So we use the memory dum file and load it into the ollydgb. Ollydgb 

consists of Dissembler, Registers, Memory Dumps, Stack windows. 

Olly Dgb analysis by controlling the executing In assembler win-

dow it is clearly mentioned that this is importing cryptDecrypt func-

tions for encryption mechanism 

 

 
Fig. 12: Loding into Ollydgb. 

 

Network Analysis using Wireshark: 

Key point to analyze the network is keep the analysis environment 

in Host only mode. When any malware is executed in the analysis 

environment it wont effect the host system. Best practice is to 

turnoff the firewall in analysis environment then the ransomware 

will easily connect to the attacker network. After following all the 

steps. Open the wireshak before executing the malware and select 

the network adapter to capture the network. Now execute the mal-

ware in the system. A bit later every file in the system will be en-

crypted. And now follow the instructions as shown on the screen 

while doing that start capturing packets in wireshark. After some-

time we will find some ip address in wireshark where the ramsom-

ware is trying to contact the attackers ip address. As shown in the 

below screen shot. 

 

 
Fig. 13: Wireshark Analysis Detected Vulnerable IP. 

 

After capturing the packets we traced out some malicious ip address. 

As mentioned in above screenshot 239.255.255.250 is treated as at-

tackers destination IP and after analyzing the packet we find of 

some port numbers of the host system and destination system they 

are source port: 1050 and destination port 1900. as mentioned in 

below screenshot. 

 

 
Fig. 14: Deep Packet Analysis for Port Numbers. 

8. Conclusions 

After analyzing the ransomware we find many key elements like 

what kind of encryption techniques used by malware writer to en-

crypt, What kind of file types it is encrypting in the system, What 

kind of network ports it is accessing, How many file directories it 

is accessing and making changes. We mainly find attackers desti-

nation ip address. To safeguard from ransomware we always have 

a healthy backup of files. And keep the firewalls in the environment 

and block the ip address find in the analysis. Always keep the soft-

wares up-to-date. Further analysis are carried out on different kinds 

of malware and these key findings are updated in the antivirus da-

tabase so they can always block the malware based on their behav-

ior.  
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