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Abstract 
 

This paper analyzes the possible security threats in the wireless sensor network (WSN) through the path based metrics. Since the routing 

in WSN focuses towards the energy optimizing by which an optimal path is selected which consumes less energy. However security is 

also very important in WSN which won’t considers in the optimal path selection. This paper analyzes the possible security threats based 

on the characteristics of paths. A simple comparative analysis is carried out in this paper between different topologies of network through 

the path based metrics. Since there exists number of path metrics, some metrics are categorized as decisive and some are assistive and 

based on the obtained count, one network topology is finalized as more secure. Matlab is used for the Realization of this methodology. 
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1. Introduction 

With the rapid development and advancement of wireless sensor 

technology, wireless sensor networks (WSNs) are widespread in a 

variety of areas, including environmental monitoring, battle field 

observation, intelligent home systems, forest fire detection, and 

health monitoring [1]. Due to the self-organizing, dynamic and 

data-centric characteristics of WSNs, they are deployed in more 

and more data observation fields, and the nodes in WSNs should 

cooperate with each other for communication and support of high-

level applications. However, security issues have accompanied the 

wide use of WSNs. Because of the openness of the deployed envi-

ronment and the transmission medium, WSNs suffer from various 

attacks, including hijack attacks, tampering attacks, DoS attacks, 

selective forwarding attacks, and sinkhole attacks [2]. 

The security evaluation in WSN can be accomplished in different 

aspects. Since there exists some attacks that can be occurred 

through the paths, there is a need to evaluate all the possibilities 

that an attacker can try to compromise the network by knowing 

the path attributes. A Path is a route that is established between a 

distinct source and destination node pair. In the WSN, the source 

follows multihop routing mechanism to transfer the data to desti-

nation node. Hence there is possibility of number of paths which 

differs from each other with respect to the intermediate nodes 

involving in the transmission. Based on these aspects, some met-

rics are derived to analyze the possible threats over the WSN, 

particularly through the knowledge about available paths and their 

characteristics like the path length. According to the Nwokedi 

Idika and Bharat Bhargava [3], the basic path based metrics are 

three. They are Shortest Path (SP) metric, Number of  

Paths (NP) metric and Mean Path Length (MPL). Further they 

proposed four new metrics based on the MPL as an extended met-

rics for these three basic metrics and which helps to analyze the all 

possible security threats, effectively.  

In this paper a new security metric is evaluated to analyze the 

security issues in WSN. This paper proposed a Number of Short-

est Path (NSP) metric to measure the number of shortest paths 

available from the total available paths or form Number of Paths 

metric. The shortest path metric gives the information about the 

least amount of effort than an attacker can put for violating securi-

ty policy. But, in an WSN, the shortest path can be measured in 

two ways. One is based on number of hops and another is based 

on distance. The proposed new metric evaluates the shortest path 

metric by considering both issues. This paper also proposed an 

extended metrics for security evaluation to overcome the above 

mentioned problems. Based on the all the metrics evaluated, two 

different network topologies are compared to find which is more 

secure. Including the proposed new metrics, totally the number of 

metrics is eight. Among these some metrics are categorized as 

decisive and remaining are as assistive and based on the final 

count for both topologies, one topology is finalized as more se-

cure. 

Rest of the paper is organized as follows: section II gives the de-

tails of the earlier metrics and their drawbacks. Section III gives 

the details about the proposed metric. Section IV illustrates the 

details about the results obtained through realization of proposed 

approach. Section V concludes the paper.  

2. Related work 

The security metrics were broadly classified into two categories 

as, 

1) Non-path analysis based security metrics and  

2) Path analysis based security metrics.  
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Fig. 1: Classification of Security Metrics. 

2.1. Non-path analysis security metrics 

1) The Network Compromise Percentage Metric (NCP) [4]. 

2) The Weakest Adversary Metric [5]. 

2.1.1. The network compromise percentage metric (NCP) 

NCP metric indicates the percentage of network assets an attacker 

can compromise. The NCP is number of machines that are com-

promised by attacker on the host to obtain the access at adminis-

trator or user level. The number of compromised machines are 

high, the higher the value of NCP. However the main drawback is 

the NCP is not goal oriented. In this type of networks, the attacker 

has no target and it tries to compromise as possible as more num-

ber of machines. The main intention of attacker is to attain the 

assets of the possible machines as much as possible. This increas-

es computational complexity and also increases analysis time con-

sumption. For a large network with huge node count, this metric is 

not suitable for analysis. 

2.1.2. The weakest adversary metric (WA) 

The Weakest Adversary metric attempts to express the security of 

the network in terms of the weakest part of the network. The intui-

tion of the metric is that one’s network is no stronger than the 

weakest adversary, that is, the adversary with the weakest set of 

capabilities. Weakness of an adversary is correlated with the initial 

attributes of the network. Each network has some set of initial 

attributes that allows for the realization of a security policy viola-

tion. If comparing the security of two networks, the network re-

quiring a weaker set of initial attributes to compromise the net-

work is deemed less secure. The main drawback of WA, this met-

ric assumes that there are initial conditions or attributes, but the 

assumption of initial attributes leads to complexity.  

2.2. Path analysis security metrics 

The security metric those are defined with respect to the path of 

the network are called path based security metrics. Since the at-

tacker can achieve the access over the network through the paths, 

the understanding of paths is critical for network security analysis. 

Here the quantitative approach is processed for security analysis 

through path based metrics. It is different form the metrics those 

are based on graph that requires the utilization of probabilities of 

successful attacks [6], [7], [8]. The list of path based metrics is; 

1) Shortest path metric (SP) [9]. 

2) Number of paths metric (NP) [10] 

3) Mean of Path lengths Metric (MOPL) [11] 

2.2.1. Shortest path metric (SP) 

The SP [9] describes the details of an attack path which have 

smallest length. In this metric, the distance between the attacker’s 

starting state to the required goal state is very short (i.e., where the 

violation of security occurs). The length of an attack path may be 

the number of conditions (nodes), the number of exploits (links), 

or the number of conditions and exploits that start from the attack-

er’s initial state and proceeds in series to the attacker’s goal state. 

The intuition underlying the Shortest Path metric is that from the 

perspective of the attacker, given the option of different steps the 

attacker can take to violate a security policy, the attacker will 

choose the series of steps that require the least amount of effort. 

Let  be the number of paths, the shortest path can be 

derived as the path which is having minimum number of hops. 

Since this metrics only gives information about the shortest dis-

tance but not about the number of such paths, the security ana-

lyzed can’t predict the ways that an attacker trying to compromise 

the network through shortest paths. This metric is not adaptable to 

utilize in the security evaluations for real time networks inde-

pendently.  

2.2.2. Number of paths metric (NP) 

The NP metric [10] denotes a value that describes the details of 

the possible number of ways to compromise the network be lever-

aging the network dependencies through vulnerabilities [12] to 

violate the security policy. The numbers of attack paths that are 

existing between the node sin the network are represented by this 

metric. Let  be the number of paths, the NP metric is 

evaluated by simply counting the total number of paths. The main 

objective behind this metrics to find the total possible ways that an 

attacker can violate the security policy without being detected at 

any instant. In a comparison between two topologies with different 

NPs, the topology with high NP value is observed to be less se-

cure. More attack paths gives more possible ways for an attacker 

to violate the security policy of the network. However the effort 

put by an attacker at every path is not illustrated by this metric. 

This is the main drawback of this metric. This metric is unreliable 

and overly sensitive.  

2.2.3. Mean of path lengths metric (MPL) 

The MPL metric [11] defines the typical path length by measuring 

the arithmetic mean of all the available path lengths. The typical 

effort that an attacker can spend to violate the security policies of 

a network is revealed through this metric. The MPL has the capa-

bility to acquire the changes occurred in the network that decreas-

es or increases the level of security. Let  be the num-

ber of paths, the Mean Path Length metric can be derived by per-

forming the division operation between the sum of the lengths of 

total paths with their count. However the network improvements 

are not being acquired by this metric. There may be increases or 

decrease in the mean attack path length with the increases or de-

crease in the number of vulnerabilities. This criterion increases 

because the attacker, through the increased vulnerabilities, is pro-

vided with more critical routes towards the target.  

3. Extended metrics 

Though there are so many advantages with the above mentioned 

security metrics, if they are used in an isolated fashion, they lead 

to some misleading decisions. The major drawback of shortest 

path metric is its too coarse nature. The major drawback of the 

number of path metric is it can’t reveal the effort of an attacker 

that can put to compromise the nodes. Simultaneously the MPL 

metric can’t detect the changes that won’t affect the changes in the 

mean path length. Hence the combined utilization of these metrics 
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results in a comprehensive strategy and results in better security 

analysis. In this section along with the three metrics one more 

metric is derived by considering the shortest path metric, named as 

number of shortest path metric. In this section, a complimentary 

set of metrics are also introduced by which an efficient security 

analysis can be carried out by a security engineer over a network. 

The metrics we propose are the following: the number of shortest 

path (NSP), the Normalized Mean of Path Lengths (NMPL), the 

Standard Deviation of Path Lengths (SDPL), the Mode of Path 

Lengths (MoPL), and the Median of Path Lengths (MePL) [3]. 

3.1. Number of shortest path metric (NSP) 

In the case of network topology, the shortest path can be found in 

two ways, one is based on number of hops and another is based on 

distance. The shortest path metric represents that the minimum 

effort an attacker can put to compromise. The attacker can com-

promise the network by simply compromising the number of in-

termediate nodes through a minimum effort at each and every 

node. This reflects the number of shortest paths based on the num-

ber of hops. In the case of network, there exists more number of 

shortest paths which are having fewer hops. In that case, the main 

problem is selecting the shortest path. To overcome this problem, 

the NSP considers the distance of the entire path. The NSP selects 

the as a shortest path which is having minimum distance. Let 

 be the number of paths, the NSP initially measures 

the number of shortest paths based on the number of hops. Then it 

selects the final shortest path which is having minimum distance 

among the selected shortest paths.  

3.2. Normalized mean of path lengths metric (NMPL) 

This NMPL is obtained by dividing the MPL with the total num-

ber of paths. This metric helps in the detection of the occurred 

security degradations and also the improvements. Along with this, 

this metric also helps in the interpretation of two different network 

topologies with different number of paths. In the networks com-

parison, the network with less NMPL value is declared as less 

secure.  

3.3. Standard deviation of path lengths metric (SDPL) 

The SDPL is evaluated by adding and then subtracting the mean 

of the path lengths. It gives a range of distinctive attack path 

lengths. These distinct path lengths have lengths that are within 

one standard deviation of the MPL. The main objective of this 

metric is to find attacks paths of interest.  

3.4. Mode of path lengths metric (MoPL) 

The attack paths on which most of the times attacks occur is ob-

tained by this metric, MoPL. Further it can also be illustrated as 

the metric to find the path on which frequent attacks happens. A 

likely amount of effort that an attacker can put is obtained through 

this Mode of Path Lengths metric. Unlike the MPL metric which 

was a dynamic metric, this metric is not changes dynamically 

based on the network security status.  

3.5. Median of path lengths metric (MePL) 

The MePL is obtained by deriving the middle value of all the 

available path lengths. This metric is more advantageous. Since 

the path lengths may get skewed, the conventional MPL cannot 

acquire those changes and this MePL can acquire those changes 

effectively. A path having very small length followed by a path 

having a very large path length can be biased in the MPL in the 

network. A security engineer can analyses the variations in the 

path lengths through this MePL by observing the closeness of the 

mean attack path length to the middle of all available attack path 

lengths. It also helps for a security engineer in the provision of 

guidance to detect the network hardening efforts.  

4. Realization 

Based on the above derived metrics the security of network topol-

ogy can be determined. To do this, this work considered two dif-

ferent topologies of a single network. The realization an [13], [14] 

is done through the random network with same number of nodes. 

The complete realization of this work is shown in this section. For 

this purpose two random network topologies are created and the 

above mentioned metrics are evaluated by choosing a common 

source and destination node pair. Finally, a comparison is carried 

out between the measured metrics to evaluate the security. The 

results obtained are as illustrated below. 

 

 
Fig. 2: Flow of Proposed Metric Based Security Evaluation. 

4.1. Results of Network Topology 1 

 
Fig. 3: Random Network Topology Realizing Network Topology 1 Archi-

tecture. 

 

Fig.3 shows a network having 20 nodes. In this network, the nodes 

are created randomly, thus the network topology changes random-

ly every time. The network topology is realized here by consider-

ing the vulnerabilities and conditions as nodes. The above figure 

gives a realization for the architecture of network topology 1. 

 

 
Fig. 4: Random Links Established between All the Nodes in the Network. 
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Fig.4 represents the possible links established between all nodes. 

In the above figure, there exists a link between every two nodes. 

The edges or links are considered as relationships between the 

vulnerabilities and conditions. For every node there exists a post 

node and pre node, considered as post condition and precondition. 

An edge going from a vulnerability node to a condition node 

shows that the condition node is a post condition of the vulnerabil-

ity. Multiple post condition nodes for vulnerability are to be inter-

preted as a disjunction of post conditions. Multiple precondition 

nodes for vulnerability are to be interpreted as a conjunction of 

preconditions. Finally, Fig.4 realizes the network topology 1 by 

considering the vulnerabilities and conditions and their relation-

ships. 

 
(A) Path: 12-15-6-1-5-18 

 
 

(B) Path: 12-15-3-2-1-5-18 

 
 

(C) Path: 12-15-6-1-5-10-18 

 
 

 

 

 

 

 

 

 

 

 

 

(D) Path: 12-15-6-1-5-11-18 

 
 

(E) Path: 12-15-3-2-1-5-10-18 

 
 

(F) Path: 12-15-3-2-1-5-11-18 

 
Fig. 5: Number of Possible Available Paths (NP) between Source Node 
(12) and Destination Node (18). 

 
Path: 12-15-6-1-5-18 

 
Fig. 6: The Number of Possible Shortest Paths (NSP) between Source 

Node (12) and Destination Node (18). 

 

Fig.5. represents the total number of availae paths for a given 

source (12) and destination (18) pair. Fig.6 represents the number 

of available shortest paths among the total number of available 

paths based on the hop count. In the above figure, it is observed 
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that there are totally four shortets paths. Then from the four 

shortest paths, we need to find an optimal shortets pah which is 

having less distance which represents the minimum effort can be 

put by an attacket to compromise the network.  

 

 
Fig. 7: The Optimal Shortest Path. 

 

Fig.7 represents the optimal path through which an attacker can 

attack on the network by using minimum effort. As the length of 

shortest path is more, the network topology is said to be more 

secure. From the above graphs, the all derived metrics are evaluat-

ed and are resented in the Table.1. Table.1 represents the shortest 

path metric value, number of path metric value, number of shortest 

path metric value, mean of path length metric value, normalized 

mean of the path length matric value, median of path length metric 

value, mode of path length matric value and finally the standard 

deviation path length matric value of network topology 1, as 

shown in fig. 3. 

 
Table 1: Metrics of Network Topology 1 

Metric Value 

Number of nodes 20 

Source node 12 

Destination node 18 
NP 6 

NSP 1 

SP 286 
MPL 305.8333 

NMPL 50.9722 

SDPL 15.7252 
MePL 304.500 

MoPL 0 

4.2. Results of network topology 2 

 
Fig. 8: Random Network Topology Realizing Network Topology 2 Archi-

tecture. 

 

 
Fig. 9: Random Links Established Between All the Nodes in the Network. 

 

Figure.8 gives a realization for the architecture of network topolo-

gy 2 and Fig.9. realizes the network topology 2 by considering the 

vulnerabilities and conditions and their relationships. 

 
(A) Path: 12-19-18 

 
 

(B) Path: 12-13-18 

 
 

(C) Path: 12-13-9-18 

 
 

 

 

 



154 International Journal of Engineering & Technology 

 
 

(D) Path: 12-19-13-18 

 
 

(E) Path: 12-13-19-18 

 
 

(F) Path: 12-13-4-9-18 

 
Fig. 10: Number of Possible Available Paths (NP) between Source Node 

(9) and Destination Node (20). 

 
(A) Path: 12-19-18 

 
 

 

 

 

 

 

(B) Path: 12-13-18 

 
Fig. 11: The Number of Possible Shortest Paths (NSP) between Source 
Node (12) and Destination Node (18). 

 

 
Fig. 12: The Optimal Shortest Path. 

 

Fig.10. represents the total number of availae paths for a given 

source (12) and destination (18) pair in network topology 2. 

Fig.12 represents the optimal path through which an attacker can 

attack on the network by using minimum effort. As the length of 

shortest path is more, the network is said to be more secure. From 

the above graphs, the all derived metrics are evaluated and are 

resented in the table.2. Table.2 represents the shortest path metric 

value, number of path metric value, number of shortest path metric 

value, mean of path length metric value, normalized mean of the 

path length matric value, median of path length metric value, 

mode of path length matric value and finally the standard devia-

tion path length matric value of network topology 2 shown in 

fig.8. 

Finally, comparison is carried out between the metrics of network 

topology (NT)-1 and network topology (NT)- 2. Initially, the all 

developed metrics categorized as decisive and assistive. SP, NP, 

NSP and NMPL are declared as decision metrics and the remain-

ing metrics are declared as assistive metrics. During the compari-

son of NT-1 and NT-2 through decision metrics, assistive metrics 

gives an external assistance. For a comparison based on SP, the 

MoPL and SDPL gives assistance. For NP based comparison, 

MePL and SDPL gives the assistance. For NSP based comparison, 

the MePL and MoPL gives assistance. 

 
Table 2: Metrics of Network Topology 2 

Metric Value 

Number of nodes 20 
Source node 12 

Destination node 18 

NP 6 
NSP 2 

SP 3 

MPL 128 
NMPL 21.3333 

SDPL 45.0200 

MePL 112 

MoPL 93, 93 

 

Finally for NMPL based comparison, MePL, MoPL and SDPL 

gives assistance. According to the shortest path metric, a network 
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which needs ore security will be having high shortest path metric 

value. As the shortest path metric value is high, the effort should 

be more and thus attacker can’t compromise the network. From 

the table.1 and table.2, the SP of NT-1 is 286 and the SP of NT-2 

is 3. Thus NT-1 is more secure compared to NT-2. Next the com-

parison is carried out with respect to Number of path metric. ac-

cording to the NP metric, the graph which is having high NP met-

ric value will be less secure, because if there is more number of 

paths, the attacker will attack in any way. From the table.1 and 

table.2, the NP of NT-1 is 6 and the NP of NT-2 is 6, thus both 

have equal level of security. Next the comparison is according to 

number of shortest path metric value. This is analogous to NP 

only. Thus from table.1, the NSP of NT-1 is 1 and from table.2, 

the NSP of NT-2 is 2. So NT-1 is more secure compared to NT-2. 

Next metric is Normalized mean path length metric. According to 

NMPL, the graph which is having less NMPL value seems to be 

less secure. From the table.1, the NMPL of NT-1 is 50.9722 and 

from table.2, the NMPL of NT-2 is 21.3333. So the NT1 is more 

secure compared to NT-2. Finally, the NT-1 is obtained more 

credits compared to NT-2, thus NT-1 is more secure compared to 

NT-2.  

5. Conclusion & future scope 

In this paper, the security analysis is carried out through the path 

based analysis metrics. The path based metrics here tried to detect 

the all possible ways that an attacker tries to compromise the net-

work by knowing the characteristics of path such as length, count 

and their subsequences such as mean, standard deviation, mode 

and Median. A decisive strategy is formulated here to decide the 

network which was more secure based on these metrics. Two ran-

dom networks are created with varying node positions and all 

these metrics are measured for every network and then a compara-

tive analysis sis carried out between them to finalize a secure net-

work topology and the network which obtained more credits is 

declared as a more secure.  
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