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Abstract

The phenomenal and continuous growth of diversified IOT (Internet of Things) dependent networks has open for security and connectivi-
ty challenges. This is due to the nature of IOT devices, loosely coupled behavior of internetworking, and heterogenic structure of the
networks. These factors are highly vulnerable to traffic flow based DDOS (distributed-denial of services) attacks. The botnets such as
“mirae” noticed in recent past exploits the IoT devises and tune them to flood the traffic flow such that the target network exhaust to
response to benevolent requests. Hence the contribution of this manuscript proposed a novel learning-based model that learns from the
traffic flow features defined to distinguish the DDOS attack prone traffic flows and benevolent traffic flows. The performance analysis
was done empirically by using the synthesized traffic flows that are high in volume and source of attacks. The values obtained for statis-
tical metrics are evincing the significance and robustness of the proposed model
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1 Introduction

10T equipment's usage is continuous and proliferating worldwide
due to remote accessibility, and low costs. Moreover, these devic-
es are incorporated with internet access, enabling users to operate
them from remote places. A few areas incorporating 10T devices
include thermostats, internet televisions, closed-circuit monitors,
vehicle systems (GPS), smart devices, etc. Due to the wide use of
10T devices, the shift from conventional computers involves seri-
ous intrusion scope challenges. For example, DDoS intrusion ob-
served in 2016 has been a serious intrusion, affecting the Dyn
server. This resulted in shut down of most applications including
Twitter, Spotify, Netflix, NYT [1]. Some of the factors contrib-
uting to the launch of this attack include- Rapid increase in the use
of 10T equipment worldwide not backed up with an adequate net-
work infrastructure such as unavailability of strict safety norms.
Gartner estimates the 10T devices employed worldwide will ex-
ceed 26 billion with other research organizations evaluating the
number above 100 billion [2]. In addition, sudden growth in de-
vices and traffic quantum results in storage space limitations and
network equipment. This leads to overload on in- line ADSs,
which fail to check each data message in detail [3]. Accordingly,
packet-sampling and flow-sampling techniques are engaged to
lower the amount of information to be processed by the ADSs,
which can bypass malware packets from the compromised nodes
to the destination/ source nodes. Further, the malicious ‘Mirae’
that constantly monitors the internet for 10T equipment guarded
through manufacturer's default login credentials. For instance, the
entire volume of 68 usernames and passwords can access through
the ‘Mirae’ program code [4].

1.1 Problem formulation

Data transmission over the conventional network systems largely
depends on the routing-table lookup routines to forward messages
from source nodes to corresponding end nodes. As mentioned
earlier, strict storage space and computational challenges, in-line
ADSs are unable to check each message in depth. Accordingly,
the end network's firewall mechanism or ADS should check for
the incoming messages in depth and ignore any malware messages
or flows. Any DDoS intrusion requires the considerable volume of
bandwidth at the compromised 10T equipment that attempts to
induce large quantum of malware messages into the transmission
system. Further, upon successful arrival of these malware messag-
es or flows at the end network, they crowd the firewall mechanism,
rendering it inaccessible to genuine messages. Accordingly, the
network framework must be enabled to check traffic flows on the
route and deny services to malware message prior to being crowd-
ed at the destination firewalls. This ensures two primary ad-
vantages including reduction of network crowding and ensuring
that the compromised 10T equipment do not amplify the effect on
the victim node.

2 Related Research

Several research works are put forward for defending against
DDosS attacks over the internet. A few of the researchers also em-
phasized on categorizing DDoS intrusions and defending strate-
gies into diverse groups [5], [6], [7]. But very few works have
been put forward for handling DDoS attack issue in the loT envi-
ronment despite the fact that DDoS can pose serious challenges in
the 10T context.

Copyright © 2018 Authors. This is an open access article distributed under the Creative Commons Attribution License, which permits unrestricted
use, distribution, and reproduction in any medium, provided the original work is properly cited.



http://creativecommons.org/licenses/by/3.0/

204

International Journal of Engineering & Technology

Intrusion detection techniques are engaged to track the inflowing
traffic with three metrics primarily being assessed for tracking.
The parameters are IP-address, traffic growth rate and similarity of
the traffic. The traffic growth degree metrics are observed to be
efficient in detecting congestion but can also result in high FPRs.
For instance, a flash-crowd can be a result of genuine user re-
quirements but is believed to be malware issue [8]. The remaining
two metrics ensure that the system precisely differentiates mal-
ware traffic instances from the flash-crowd instances. The similar-
ity between different messages in the DDoS intrusion is typically
much more significant than the flash-crowd instances. This is
because the intrusion traffic often originates from a single botnet
depicting similarity regarding source IP-address. Further, even if
the intruding source-IP is spread globally, the bots put forward
similar source-code information and accordingly, checking for
similarity among message content will be much more than that of
flash-crowd instance [9].

On similar lines, for DDoS intrusion detection, a few authors have
presented mining historical intrusion attributes for message sam-
pling. In addition, constant monitoring of the intruding root can
enable the server to block the intrusion traffic. This defense mech-
anism has been observed to pose superior performance against
DDoS attacks [7].

LA- model has been put forward as an effective tool against DDoS
intrusion. The model functions by establishing the data message
sampling degree from the system [10]. Adaptive learning element
has been suggested in their earlier paper [7] as an effective defen-
sive strategy in WMN environment.

The study in [11] put forward a different technique, which backs
the sink-node through a novel sensor-node. The recently include
node is termed as redundant-path and stores a part of the sink-
node functions. Accordingly, the possibility of sink-node being
down is decreased. Further, the entire subnetwork life is extended.
The model is also a cost-effective due to the incorporation of the
single node for each subnetwork.

The authors in [12] presented defensive mechanism specific to loT
destination network, addressing the transmission security issues. A
prevention strategy against DDoS intrusion has been presented
through pre-monitoring and restraining from the intrusion. The
defense strategy is supported by various motivations. This mecha-
nism efficiently assists the operating nodes within the IoT trans-
mission system to differentiate malware requests from genuine
requests and accordingly separate processing is engaged.

The study in [13] presented a novel research- MECshield, intend-
ed to safeguard heterogeneous loT through smart DDoS- Intru-
sion-Behaviour Learning. The model uses MEC model to establish
localized smart-filters at the boundaries of related source-network
or destination-network. A centralized controlling mechanism is
incorporated to coordinate among different filters via policy deliv-
eries. These policies are created by intrusion-behaviour insights
observed from the analyzer within the controller. These are creat-
ed prior to being delivered to the related filers present at the intru-
sion source location. Every filter is equipped with a SOM element
[14] and is trained in parallel through local traffic patterns within
the policy guidelines. The trained self-organizing maps efficiently
identify malware attacks by mapping the attributes of traffic into
their map and assess if the traffic is characterized as DDoS.

The concepts of all these studies account for the portion of fram-
ing specific rules for the development of an efficient defense strat-
egy including appending resources, IP-address base filtering, pre-
ventive blocking and peer-layering transmission. Despite these
efforts, robust, effective, and highly structured mechanisms must
be developed to operate in the 10T context.

The ideas behind these research works cover part of designing
rules of thumb for a defending system in 10T network including
adding resources, filtering by ID address, proactive block, and
peer layering communication. However, more structured, efficient,
and acute approach needs to add into this scope. In addition, the
parameters considered to diversify the DDOS attack prone traffic
from benevolent traffic flow such as source, repetitive requests, an

unrelated sequence of requests are ease to counter by botnets like
Mirai [15]. Hence, the contributions of this manuscript endeavor
to define novel traffic flow features to train the DDOS attack to
detect and defence model that proposed for IOT networks.

3 Model Definition: Drift Detection in Traffic
Flow Streams for DDoS Attack Defence

The proposed model is performing the DDOS attack detection and
defence for 10T in two phases, and they are detection by training
from past traffic, and defence by classifying the present traffic.
The training phase notifies the transactions carried in target net-
work as web sessions, and each of these web session is a record
labeled as attack prone (positive) or benevolent (negative). Further

S

is based on their label, such that all positive records (attack prone)

these records bipartite into two sets denoted as S which

+ve?! T -ve'’

records are one set S and the records labeled as negative

+ve !

(benevolent) as other set vae . Further, the depicted model as-

sesses the values related to proposed flow features projected as
training metrics for both positive and negative record sets. The
following section explores the proposed flow features as training
metrics and their significance

3.1 Traffic Flow Features

The buffered traffic flows of the request streams in 10T network
can detect as DDOS attack prone (positive) or benevolent (nega-
tive) through the similarity observed between the values obtained
for the proposed traffic flow features from training corpus and
buffered traffic flow of the live IOT network request stream. The
traffic flow features proposed as DDOS detection metrics are, (i)
“Session Instigation Time Variance” that indicates the difference
between the instigation times of sessions, which initiated in se-
quence. (ii) “Session Termination Time Variance” that indicates
the difference between termination times of sessions, which initi-
ated in sequence. (iii) “Request Instigation Time Variance” indi-
cates the gap between the instigation times of the two requests
those initiated in sequence. (iv) “Request Termination Time Vari-
ance” indicates the gap between the termination times of the two
requests in sequence. (v) “Request Sequence” indicates the logical
order of the requests initiated in sequence. (vi) “Session Source
Sequence” indicates the order of sources those initiated the ses-
sions depicted in sequence. (vii) “Bandwidth per Session” indi-
cates the aggregate bandwidth required to complete the requests
depicted in target session.

3.2 Feature Extraction

The vectors StiV+,StiV_ denote the Session Instigation Time

and be-

Variances observed for the attack-prone sessions S,

nevolent sessions S_V respectively. Similarly, the vec-

e

tors Sttv, , Sttv_ denotes the Session Termination time variances

o and benevo-

observed for the sessions listed as attack prone S,
lent S_Ve in respective order The session instigation time vari-
ances, and session termination time variances of respective ses-

sions of positive and negative sets S, ., S

+ver O_ye are depicted as fol-

lows
session

| -1} Begin

For each
{s3s, €S, Ai=12,..,]S

+ve
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sitv, < sit(s,,,) —sit(s;) // moves the variance be-
tween session instigation times sit(s,,,),sit(s,) ob-

S

Si+l’ i

i+1

served for the sessions
sttv, < stt(s,,,) —stt(s,) //moves the absolute vari-

ance between session termination  times
stt(s;,, ), stt(s;) observed for the sessions S, ,, S

i+1 i
End
Similarly, the session instigation time variances and ses-

sion termination time variances are also depicting for the

benevolent sessions S which is as follows:

_ve

For each session {s3s; €S, Ai=12,..,|S
sitv_ <«sit(s,,,) —sit(s)  (Eq 1)
/I (Eq 1) moves the difference between session in-

sit(s,., ), sit(s;)

|-1} Begin

—ve

stigation times observed for

the sessions S;,;, S;
stv_ «—stt(s,.,) —stt(s)  (Eq2)
/I (Eq 2) moves the absolute difference between

Stt(s,,,), Stt(s,)

Si+1’ Si

session termination times

served for the sessions
End
Further, the Request Instigation Time variances are rec-

orded as vectors Fitv,, ritv_for corresponding attack

prone sessions S, , and benevolent sessions S_, .

Similarly, the Request Termination Variances of attack
prone sessions S, and benevolent sessions S_,, are

also recorded as a respective order of vectors

rttv_, rttv_, which is as follows:
Let the R L ve D€ the set contains all the requests related

to the sessions S, in ascending order of their instiga-

e

tion time. Similarly, Let the Rfve be the set contains all

the requests related to the benevolent sessions vae in

ascending order of their instigation time.
For each

request
{rar eR,,, Ai=12,..,|R,, |—1} Begin

ritv, < rit(r;,,) —rit(r) (Eq 3)

/I (Eq 3) moves the variance between request insti-
gation times rit(r,),rit(r) observed for the re-
r..,r

quests 11’7
rtv, < rtt(r,;) —rt(r) (Eq4)

/I (Eq 4) moves the absolute variance between re-
quest termination times rtt(r,,,), rtt(r;) observed for

the requests I, ,, I
End
Similarly, the request instigation time variances and re-

quest termination time variances are also depicting for the

benevolent requests R which is as follows:

_ve
For each request {r3r R, Ai=12,..,/R

ritv_ <—rit(s;,,) —rit(s,) (Eq 5)
/I (Eq 5) moves the variance between request insti-
gation times rit(r,),rit(r) observed for the re-

quests r_,,r

i+10 0

|-1} Begin

rtv. <—rtt(r,,) - rtt(r) (Eq6)
/I (Eq 6) moves the absolute difference between re-
quest termination times rit(r,,), rtt(r) observed for

the requests r._,,r

i+10 0

End
A vector bPS, denotes the bandwidth consumed by each

attack prone session that exists in S and the other

+ve !

vector DPS_ denotes the bandwidth consumed by each

benevolent session that exists in S_,, . The metric

“bandwidth per session” is assessed for all of the sessions

existsin S, ., S, asfollows:

+ve! T
For each session {s3s; €S,,, Ai=1,2,...,|S,,. [}
Begin

bps, < > {bw(r)ares,;} /I aggregating the band-

reR. e

width consumed by the requests those exists in ses-
sion S; , and moving it to the vector DPS,

End
Similarly, the bandwidth per session will assess for each

of the benevolent session exists in vae

For each session {siElsi €S . AI1=12,..,|S . |}
Begin
bps_ <« > {bw(r)ares;} // aggregating the band-

width consumed by the requests those exists in ses-

.S _
sion ', and further moving it to the vector bpS+

End
Along these metric values, the proposed model also taken the
request sequence, and session source sequence into consideration
to training the target classifier. The sequence of requests exists in

the set R+Ve has sorted in ascending order of their instigation
time and considered to train the target classifier about attack prone
traffic flows. Similarly, the requests exist in set Rfve also being

considered in ascending order of their instigation time to train the
target classifier about benevolent request flow.

Further, a vector SIC_ is formed, which contains the sequence

of sources those initiated attack prone sessions. The sources are
sequenced in ascending order of their session instigation time.

Similarly, the vector SI'C_ contained the sources of the benevo-

lent sessions and sorted further in ascending order of the corre-
sponding session instigation times.

All of these metrics Session instigation time variances, session
termination time variances, Request instigation time variances,
Request termination time variances, Bandwidth per Session, Re-
quests Sequence, and Session Source Sequence, which depicted
for attack prone and benevolent sessions are used further to train
the target classifier.

In regard to the context of the proposal, the classifier Adaboost
[16] has considered that trained by the proposed metrics and used
to detect and defense the DDOS attack prone traffic flows.

4 Experimental Study

This section explores the strategic approach of dataset generation,
experimental setup, and the assessment of the performance by
comparing the results obtained from the experiments.
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4.1 The Data

DDOSFlowgen [17] is an open source model allows synthesizing
the flow based DDOS attack under multiple views. This model
enables to generate the attack flows from synthesized different
attacking networks with adjustable attack vectors, amplification
factors, and the attack sources count per network. In addition, the
model allows generating normal traffic. The functional model is
visualized in Figure 1. The different threats such as flooding sce-
nario, 10T device scanning probe by Mirai [18] are possible to
synthesize through DDoSFlowzen.

Figure 1: Attacking Scenario of the DDOSFlowgen [17]

The particulars of the traffic synthesized using DDoSFlowgen are explored
in Table 1.

Table 1: The Particulars of The Traffic Flow Synthesized Using

DDoSFlowgen
Session's Request's bandwidth sources of re-
count Count in MB quests count
Attack
Prone 39767 676042 61611 573
Normal 35610 676596 34206 332

4.2 The Classifier

The supervised learning strategy that widely denotes as machine
learning or classification can perform many of classifiers exists.
One among these classifiers is Adaboost, which denoted in con-
temporary literature as scalable and robust binary classifier un
regard to classification assessment metrics such as fall-out, false
alarming rate, accuracy, specificity, and sensitivity. Henceforth,
the Adaboost has chosen for this experimental study as a classifier.
The Adaboost learns from the proposed traffic flow features as
metrics and performs binary classification that labels the target
traffic flows of 10T as DDOS attack prone or benevolent

4.3 Experimental Setup

The experimental study carried on proposed model and perfor-
mance analysis was carried by exhibiting the comparison of re-
sults obtained from proposed model TFFM, and other two con-
temporary models called DDOS Attack preventive measure [12],
and MECShield [13]. The overall experiments carried in 5 folds,
and statistical metrics “specificity, sensitivity, accuracy, false
alarming, and fall-out” [19] are used to assess the performance of
the models.

4.4 Experimental Results

The metrics sensitivity and specificity indicate the detection rate
of attack prone sessions, and detection rate of benevolent sessions
respectively. From the fivefold experimental study, the average of

sensitivity, and specificity observed for proposed TFFM are (sen-
sitivity: 0.982 &= 0.003, specificity: 0.967 &= 0.0061). The average
of sensitivity and specificity observed for other two contemporary
models are (sensitivity: 0.908 £ 0.025, specificity:
0.919 *+ 0.012) and (sensitivity: 0.901 = 0.024, specificity:
0.9113 == 0.013) in respective order of MECShield, and DDOS
Attack Preventive Measure (visual comparison of the sensitivity
and specificity are depicted in Figure 2, and Figure 3 in respective
order).

Sensitivity
1
0.98
096
-‘; 034
5 092
b 0.9
is
0 0:84
0.82
Fold 1 Fold 2 Fold 3 Fold 4 Fold 5
ETFFM 0.9815559095 0.97896796 0.9834226490.986429598 0.97896796
mMECshield 0.9563646480.887725975 0.8920260660.806887333 0.906457697
Preventive Measure 0.9485166420.883804298 0.8846956230.891077522 0.8956159388
Fold ID

ETFFM W MECshield Preventive Measure

Figure 2: The comparison of the values obtained for the metric
“sensitivity” under fivefold experimental study

Specificity
1
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Fold1 Fold 2 Fold 3 Fold4 Fold5
m TFFM 0.971918001 0.96013261 0.9654157490.975080104 0.96013 261
W MECshield 0.942025372 0.91156392 0.91217568 0.9126516490.918162928
Preventive Measure 0.934091619 0.89581029 0.9026251850.9097858990.914122204
Fold ID

BTFFM W MECshield Preventive Measure

Figure 3: The comparison of the values obtained for the metric
“specificity” under fivefold experimental study

The average of the values depicted for the metric “accuracy” un-
der fivefold experimental study are visualized and compared in
Figure 4. This metric denotes the classification ability of the target
model for both classes (positive, and negative) of the given data.
The depicted results in Figure 4 exhibiting that the average of
classification accuracy observed for proposed model TFFM, and
other two contemporary models called MECShield, and Preven-
tive Measure are 0.974 =+ 0.004, 0914 =+ 0.018, and
0.906 = 0.018 respectively.

Accuracy
1
0.98
0.96
o 092
g 0.92
0.9
g 0.88
< 0.86
0.84
Fold 1 Fold 2 Fold 3 Fold 4 Fold 5
u TFEM 0.97647371 0.9650001330.973908814 0.98045 37210.969000133
= MECshield 0.948790519 0.90032 2823 0.90266 6608 0.9051872820.912660853
Preventive Measure 0.04091804 0.80015 1683089413 1604 0.00004 19360.905620505
Fold ID

B TFFM  WMECshield Preventive Measure

Figure 4: The comparison of the values obtained for the metric

“Accuracy” under fivefold experimental study

The results obtained for other important metrics fall-out, false
alarming rate are exhibited in Figure 5, and Figure 6 respectively.
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The metric “fall-out” depicts the ratio of benevolent sessions de-
scribed as attack prone, and the metric false alarming rate indi-
cates the ratio of sessions miss-classified by the target model. The
fall-out observed for the proposal TFFM is 0.0182 % 0.003, the
fall-out observed for MECShield is 0.0921 =+ 0.025, and
0.099 £ 0.024 is the value of fall-out observed for Preventive
Measure Technique.

The false alarming rates 0.026 % 0.004, 0.086 =+ 0.018, and
0.094 + 0.018 are observed in the respective order of the pro-
posed TFFM, and the other contemporary models MCSheild, and
Preventive Measure technique.

Fall-out
0.14
0.12
5. 0.1
3 0.08
£ 0.06
m 0.04
0.02
o
Fold1 Fold 2 Fold 3 Fold 4 Fold 5
u TFFM 0.018440513 0.0210615 0.01656838 0.013572966 0.0210615
m MECshield 0.0436207060.11223 4391 0.1079284850.103154545 0.093513058
Preventive Measure 0.0514836660.1161658710.1153234110.10895 8158 0.103809791
Fold ID

WTFFM M MECshield Preventive Measure

Figure 5: The comparison of the values obtained for the metric “fall-out”
under fivefold experimental study

False alarming rate
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mTFFM 0.02352629 0.030999867 0.0260911860.019546279 0.030999867
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Preventive Measure 0.05908106 0.109848317 0.1058683060.099058064 0.094370495
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Figure 6: The comparison of the values obtained for the metric “false
alarming rate” under fivefold experimental study

Table 2: The Average Metric Values and Their Standard Deviation Ob-
served From Fivefold Experimental Study

Avg., of five-

Metric \L Model *L fold \L std.dev »L

TFFM 0.966536 0.006087

specificity MECShield 0.919316 0.011598
Preventive Meas-

ure 0.911287 0.012999

TFFM 0.981869 0.002833

sensitivity MECShield 0.907892 0.025025
Preventive Meas-

ure 0.900851 0.024253

TFFM 0.973767 0.004416

accuracy MECShield 0.913926 0.017918
Preventive Meas-

ure 0.906355 0.018091

false TFEM 0.026233 0.004416

207

alarming MECShield 0.086074 0.017918
Preventive Meas-

ure 0.093645 0.018091

TFFM 0.018141 0.002846

fall-out MECShield 0.09209 0.025021
Preventive Meas-

ure 0.099148 0.024253

The overall results obtained for the assessing metrics indicating
that the proposed model TFFM is scalable with minimal devia-
tions that compared to the other two contemporary models. The
deviation of metric values observed from the fivefold experiments
and their comparisons are explored in Table 2.

5 Conclusion

The phenomenal growth in usage of the Internet of things (1oT) is
observed to be incessant since recent past. The contemporary stud-
ies in recent literature evincing the growth of application-level
DDOS attacks on 10T networks and the credible evidence in this
regard is Mirai and other similar botnets, which continuously
search for IOT devices and attempts to hold the control on IOT
devices tracked to perform flow-based DDOS attack scenario. The
conventional methods to defend these attacks are not optimal due
to their weak counter measures. In this regard, the contributions of
this manuscript endeavored to define a novel approach to detect
and defend the flow based DDOS attack scenarios. The prosed
model defined novel features of the traffic flow as metrics to dif-
ferentiate the attack-prone and benevolent traffic flows. The ex-
perimental study was evincing the scalability and robustness of the
proposed model that trains the classifier on proposed metrics. The
comparative study was evincing that the proposed model outper-
formed the other contemporary models considered for the experi-
mental study. The future research can extend this model to defend
other intrusion factors.
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