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Abstract 

 
Internet of Things (IoT) generally referred as Industry 4.0, Now a day’s Application Areas are everywhere like Smart Transportation, 

Smart Construction, Fitness monitoring, Energy Supervision, Construction managing, Environmental Supervise, Groceries supply chain. 

IoT has a compound network of smart nodes; information sending and receiving of nodes are through the Internet. In this process, it is 

vulnerable to attacks. In This paper, we review the possible attacks with respect to Cisco- Seven Layer model. 
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1. Introduction 

Internet of Things (IoT) generally referred as Industry 4.0[11] 

does not fit to any common definition by any experts; Furthermore 

IoT provides administration effects over the traditional-net by 

focusing on person-things, or things-things, communication be-

tween things. IoT provides a medium of interconnection of varied 

things, where the word thing resembles a human being, or poten-

tially any device that can request a service or provide a service [1]. 

The development of the IoT worldview is a standout amongst 

the most amazing wonders of the most recent decade. The im-

provement of different protocols for communication, alongside the 

scaling down of handsets, gives the chance to change a confined 

gadget into a conveying thing. Additionally, processing power, 

energy capacity, and capacity abilities of little-registering gadgets 

have significantly enhanced while their sizes have reduced totally.  

2. The IoT paradigm 

In this segment, we initially talk about one of the IoT reference 

models depicted in the writing. At that point, we portray the extent 

of IoT applications. From there on, we clarify what security im-

plies in the extent of IoT.  We take Cisco – Seven Layer model for 

my research purpose this model observed in educational and busi-

ness publications. 

CISCO's Seven-Layer model can possibly be standardized and 

in this way make a broadly acknowledged reference model for the 

Internet of Things [2]. In this model, information stream is typical-

ly bi-directional. Be that as it may, the overwhelming heading of 

information stream relies upon the user application. With a specif-

ic end goal to outline Attacks on IoT Infrastructure and their coun-

termeasures in each Layer. 
 

 

 

 
Fig.  2. 1 Cisco-Seven Layer Model [6]. 

 

Edge devices (Layer 1): The principal layer of this reference 

display regularly comprises of computing hubs, e.g., RFID reader, 

sensors, controllers, and distinctive adaptations of RFID labels. 

Information integrity and confidentiality must be considered from 

this layer upwards. 

 

Communication (Layer 2): This layer consists of the considera-

ble number of segments that are responsible to transmission of 

data or instructions: (i) transmission between gadgets in the prima-

ry layer, (ii) transmission between the segments in the second 

layer, and (iii) transmission of data between the 1st and 3rd layers. 

 

Edge computing (Layer 3): also referred as fog computing, is the 

3rd layer of the model in which basic information handling is start-

ed. This layer is fundamental for minimize load while processing 
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time. And the quick transfer of data to above layers. In Real-Time 

computation need to perform at the edge. The processing amount 

depends on a provider of service, a node for computing. Regularly, 

basic signal handling and some algorithms are used at this point. 

 

Data accumulation (Layer 4):  The superior part of the appliance 

cannot require instant processing of data. This layer enables 

change of information in the movement to information very still, 

i.e., it enables us to store the information for further examination 

or to impart to abnormal state processing servers. The primary 

errands of this layer are converting the packet format to database 

set of structured tables, lessening information through separating 

and specific putting away, and deciding if the information is im-

portant to higher layers. 

 

Data abstraction (Layer 5): This layer gives the chance to render 

and store information with the end goal that further preparing ends 

up plainly easier or more proficient. The regular assignments of 

elements at this layer incorporate standardization, de-

standardization, ordering and combining information place into 

one area and giving privileges to various information storage areas. 

 

Applications (Layer 6): major functionality of application layer 

is an interpretation of information or data understanding, where 

programming collaborates with layer 4 and layer 5. The uses of 

IoT are various and may fluctuate essentially crosswise over busi-

ness sectors and modern needs. 

 

Users and centers (Layer 7): The main layer of the IoT is the 

place the clients. Clients make utilization of the appliance and 

their expository information. 

2.1. The scope of The Internet of Things Applications:  

We initially talk about the scope of major Application Areas: 

Smart Transportation, Smart Construction, Fitness monitoring, 

Energy Supervision, Construction managing, Environmental Su-

pervise, Manufacture, and assembly line management, Groceries 

supply chain [10]. 

 

 
Figure 2.2: Applications Area of IoT [13] 

 

2.2 Security in the scope of IoT:  
 
Next, we characterize two of the most generally utilized terms in 

the extent of IoT: a secure thing and an Attack on security. When 

characterizing what a secure thing is, it is vital to comprehend the 

attributes that characterize security. Generally security require-

ments we refereed as CIA. Means Confidentiality, Integrity, and 

Availability. We listed from the various literature of security to 

provide security with CI3ATNRP extension to Basic CIA [14]. 

  

• Secure object: An object that has the majority of the listed point 

out security prerequisites. 

 

•An attack on Security: An action that compromises at least one 

of the previous points out security prerequisites. 

 

 

Table 2.1: Security requirements [14] 

 

3. Vulnerabilities of IoT and their counter-

measures 

In this section, we examine diverse attacks at the layer of edge-

side in Cisco IoT Model and depict conceivable countermeasures 

against them. 

 

3.1 Edge Nodes:  

 
Next, we talk about different possible attacks with Respective to 

the First Layer of the Cisco model. In this layer contains pro-

cessing node, sensors, and small controlling nodes. 

 

 
 
3.1.1. Computing nodes: We start with possible actions in 

opposition to the edge processing hubs, e.g., RF readers, sensors, 

and smaller nodes to compromise security. 

 

 Hardware Trojan: HT is a malevolent change the built-in circuit; 

it leads possible actions against original functionality in the inte-

grated circuits (ICs) [4]. Trojans are for the most part partitioned 

into two classes in view of their activating systems [3],[4]: (i) 

Trojans activated by externally, these type of actions are hap-

pening with connected devices (ii) Trojans activated by inter-

nally these type of actions happens within node state changes or 

internal software changes are met inside the incorporated circuit.  

 

Side-channel Non-network attacks: Every device may omit the 

data into network even we are not using any communication net-

work. Normally in this layer happens non- network side effects 

raises due to manufacturing defects.   

 

DoS attacks: we summarize majorly 3 types of Denial of Service 

attacks. 

 

Physical Attack (or) Tampering: All are working in the envi-

ronment of hostile to access the gadgets might be conceivable, 

hence they exceptionally possible of attacks to software as well as 
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hardware. In this case, the attacker gets physical device accessing 

and separates the important cryptographic or coded data. And 

change the program or change the working framework.  

 

Node replication attacks:  This type of attack, the assailant or 

opponent incorporates another new hub, e.g., a malignant node, to 

existing hubs of the network by duplicating one hub's ID. This 

attack as leads to decrease their performance of Network. Besides, 

the attacker can without much of knowledge can create packets or 

change the direction or route of the existing packet. This attack 

ordinarily makes serious harm the framework and attacker get 

access share secret keys [5]. 

 

Camouflage: In this kind of attack, the assailant embeds a fake 

edge hub or assaults an approved hub with a specific end goal to 

cover up at the edge level. A short time later, the modi-

fied/counterfeit hub can work as an ordinary hub to acquire, pro-

cess, send, or divert packets [5, 6]. Besides, such a hub can work 

in an inactive mode in which it just directs traffic analysis. 

 

Corrupted/malicious node: The principal objective of corrupting 

nodes is to increase unapproved access to the system they have a 

place with. Malicious hubs infused into a system can acquire ac-

cess to different hubs, conceivably controlling the system for the 

attacker [5]. A malignant node can likewise be utilized by the 

attacker to infuse false information into the framework or forestall 

conveyance of genuine messages [6]. 

 

3.1.2 Radio Frequency Identification Tags:  
 

Tracking: Undisclosed analysis is a major possible attack on 

RFID tags. Regrettably, approximately all tags give a distinctive 

identification number. As an effect, a near-illegal reader can simp-

ly and efficiently interpret a tag that is attached to an artifact or an 

entity. Those type of reading a possible attack on the sequence of 

RFID tags. Some time tags are named with personal profiles like 

manufacturing company name.  

 

Inventorying: When tags having information about attached the 

devices.  Specifically, electronic item code (EIC) labels have cus-

tom fields of two: code of a producer and code of an item. Thus, a 

person who having EIC tag is liable to reviewing [7], a label read-

er can analyze the item individually. This risk shows the way to 

privacy.  

 

Tag cloning:  like spoofing or masquerade of RFID tags may 

want to stay entirely profitable to hackers, and extremely hazard-

ous because of loose recognition of the company. When tag clon-

ing happens entire damage to sensitive areas like banking sector 

data as well as cards.  

 
Counterfeiting: In this type of attack, the opponent changes item 

identification or tag modification. Normally, this type of attacks 

with basic information is enough to do a partial modification of 

tag ID [8]. 

 

Eavesdropping: The attacker capture, analyze and stores the data 

in the network for further action. The captured statistics may be 

used as the key to attack, which includes cloning of tags. 

 

3.1.3 Countermeasures for Threats at Edge Nodes Layer 
 

 
 

3.2 Communication Layer:  
 
Next, we discuss attacks with respective communication layer . 

 

 
 

Fraudulent packets injecting: In this action, opponent inserts 

false packets into a communication channel. Opponent uses 3 

types of techniques to attack communication layer: (i) inserting 

false or fake packets, (ii) control the packet or modifies the route 

of packet, and (iii) replications of packets [5].  

 

Routing attack: in this type of action route is altered by Attacker. 

Possible attacks are: (i). Black Hole: in this mode packets are 

drop by the node with an intersection of a malicious node within 

the shortest path of packet routing and packet. (ii). Gray Hole: 

The nodes specifically drop few packets. (iii). Worm Hole: this 

type happens even channel having authentication and confidential-

ity. Opponent a set of actions in the different location of packets, 

while traveling one network to other networks. (iv). Hello Flood: 

malicious nodes sending "HELLO PACKETS" to each hub an 

existing network and claim to be next or near the node. (v). Sybil: 

the attacker adds fake identities to nodes.  

 

Unauthorized conversation: every application of IoT conversa-

tion between the nodes happens to fulfill the task, but some nodes 

are not secure so that time attacks are possible.  

 

Side-channel attacks: These are powerful attacks against encryp-

tion. This attack signifies an actual danger to the security and de-

pendability of secrecy usage. As said before, attacks on a side 
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channel. They just concentrate data that is regularly unexpectedly 

leaked.  

 

DoS attacks:  The attacker may embed a hub/switch that deliber-

ately disregards the communication convention with a specific end 

goal to create impacts or jam the signals [5].   A harmful 

switch/hub may likewise decline to the path of messages.  

 

Eavesdropping:  Attacker intentionally listen to the private data 

in the communication channel. It can give significant data to the 

assailant when the information is decoded. In this circumstance, 

usernames and additionally passwords are regularly simple to 

separate. At the point when packets likewise convey get to control 

data, for example, hub setup, shared system secret key, and hub 

identifiers, spying can give basic data. The attacker can utilize and 

process this caught data to plan other custom-made attacks [15].  

 

3.2.1 Countermeasures for Threats at Communica-

tion Layer: 

 

 
 

3.3 Edge computing Layer (Fog):  We mainly look into on 

feasible threats to the sensor networks.  

 

 
 
Malicious injection: In addition to the side channel attacks men-

tioned earlier, the information disclosed to the attacker through 

additional components such as service providers, servers etc. are 

also considered as side channel attacks. 

  

Integrity attacks against machine learning:  IoT uses a verity of 

machine learning techniques that are vulnerable to attacks. Two 

important types of these attacks are Causative and Exploratory. 

Causative attacks may make changes to both training and testing 

data, or only training data, but exploratory attacks will make 

changes to testing data only 

 

Side-channel attacks: In addition to the side channel attacks men-

tioned earlier, the information disclosed to the attacker through 

additional components such as service providers, servers etc. are 

also considered as side channel attacks.  

 

Non-standard frameworks and inadequate testing: Non-

standard coding defects may augment the privacy and security 

issues and may turn up because IoT integrates a variety of devices 

into networks and no standard framework or policies to detect 

these defects.    

 

Insufficient/inessential logging: Logging helps to identify intru-

sion or a hacking attempt in real time and keeps the information 

safe. The edge computing based frameworks might be harmed 

because of deficient logging [9]. It is additionally required that the 

log documents be encoded.  
 
3.3.1 Countermeasures for Threats at the Edge Compu-

ting Layer: 

 

 

4. Conclusion 

we observed possible attacks and countermeasures for threats in 

IoT Infrastructure with the respective standard model of Cisco 

devices. We need security for each environment those are enabled 

with the Internet of Things. And also normal Protocols and Cryp-

tographic Techniques are not suitable due to devices are low pro-

cessing and low power consumption. So we require lightweight 

protocols to provide security at each layer in IoT.    
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