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Abstract

The current trend in home electronics needs to be Internet Connectivity. Internet of Things is a collection of many interconnected objects,
services and devices that can communicate and share the data to achieve a common goal in different areas and applications using internet.
Attacks on 10T devices are physical attacks, side channel attacks, cryptanalysis attacks, software attacks, network attacks. The network
attacks does not require physical access to create a major disruption like DDos in the network. The attackers can insert themselves be-
tween us and our devices like Man in Middle Attack. A firewall acts as a barrier between a trusted network and an untrusted network.
This is a proposed work to focus on the security challenges of 10T using web application firewall.
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1. Introduction

10T is a network of physical objects (things) which contain em-
bedded technology to sense or communicate with the internal state
or external environment. Massive objects are connected to internet.
The security will become a big challenge for 10T. Generally, the
successful attacks will occur on the application layer (OSI Model
— Layer 7) as this is still the most vulnerable area.

Almost web applications have many different attacks which may
easily attack to the application. According to the research by web
security consortium above 49% of web applications contain vul-
nerabilities of high risk level detected during automatic scanning
[2]. In the early days of the web, the attacks were made by trying
to access vulnerable services of the web servers or in case of users,
by infecting with malware.

The first generation of firewalls were hardware appliances that
isolated corporate networks from the internet by filtering packets.
This type of firewalls prevent upto OSI Layer 3(Network Layer).
These firewalls inspect the address and port of packets based on
set of filtering rules and either discards them or passes them.
These are stateless firewalls because they don’t have memory of
previous packets so a decision is made on a straight forward pack-
et — by — packet basis. The second generation of firewalls are con-
nection aware and operate upto OSI Layer 4(Transport Layer).
This type of firewalls inspect incoming and outgoing packets over
time, they can more intelligently make filtering decisions thus
providing more usability and security.

As firewalls were intended to secure internal networks from larger
networks they were mainly used industrially in the 90’s. In the
beginning of the 90’s, the rise of many still recognizable antivirus
software like panda, Norton, F-Secure. They are software based
firewalls installed on a personal computer(PC), so essentially a
hardware appliance that is not trivial to install and configure is
now accessible to consumer and sometimes this feature is even
included in an antivirus software.

Web Application Firewall(WAF) as a term started appearing in
2005. These are first firewalls that prevent attacks upto OSI Layer
7 (Application Layer). Numerous high profile data breaches in
recent years have driven companies to adopt WAFs and in 2013,
the market earned revenues of global WAF market was $431 mil-
lion[1].

2. Common Attacks

There are some categories of attacks which are occurred on web
application [3]:

e  Script Injections, especially SQL injections are attacks
that inject another code to read or modify the data on da-
tabase for the original query. This will give us an insuf-
ficient validation of input, or erroneous data.

. Parameter Tampering, is an attack which modifies the
parameter which is given as request, and values are as-
signed which may not expected by the server. The Best
example for the parameter tampering is script injections,
but this type of attack will be denied the application or
server

e  Forceful Browsing is a one of the attack which have
guide access to the accessible server assets by asking for
particular URL's as opposed to utilizing connections and
structures gave in the application. Using this approach
an attacker can get access to application

e Cross-site Scripting it is also a code injection technique
like script injection, where the aim of the attacker is to
attack the users who are connected to that server. The at-
tacker can send a code which can be provided by the
server to different clients and it will be effected on their

Copyright © 2018 Authors. This is an open access article distributed under the Creative Commons Attribution License, which permits unrestricted
use, distribution, and reproduction in any medium, provided the original work is properly cited.



http://creativecommons.org/licenses/by/3.0/

International Journal of Engineering & Technology

59

PCs. So, The attacker can get the access of confidential
information including the identity

e Man in Middle is an attack, the attacker which listens
the data between a client and server. The attacker may
get the access of privileged information or he may
change the information before it reaches to the server.
To prevent from the attack, the encryption mechanism
with verification of digital certificates are used.

e Distributed Denial of Service(DDoS), are attacks that
it will stop the function of web service or it may get the
access for the resources which are provided by the serv-
er. So the system will become unresponsive

e  Session Hijacking and Cookies Tampering, these are
attacks which can target the other data instead of getting
the access for resources

e  Buffer Overflows, it is a type of attack which overwrite
the programs data with their own code because of lim-
ited memory allocation pools. Ofcourse, it is not a seri-
ous threat it may not affect the web application.

Web application firewalls have become the solution for protecting
the applications against above few attacks also including business
logic attacks and online fraud.

3. Overview of Web Application Firewalls:

Web Application Firewall (WAF) is an appliance, server plugin or
filter that applies a set of rules to an HTTP Conversation [7]. In
General, a WAF is located on the web server it protects or on an
intermediate reverse proxy between an external network and one
or more web servers. This WAF monitors the Application layer
and protects the web application from malicious or erroneous
behavior. Therefore, it also prevents the attacks which are not
prevented by Intrusion Detection Systems (IDS) and Network
Firewalls.

A web application firewall is a powerful tool because it changes
the behavior of a web application without requiring any changes to
the web application itself. By checking the data portion of packets,
more detailed information is revealed which is referred as the
granularity of packet [5]. For example, inside the HTTP header
there would be request which may contain user agents, cookies
“and more. Web applications are rarely safe from attackers and
fixing known security holes can take a significant amount of time,
it is crucial to implement a WAF to systems that have conse-
guences when they are exposed to the attacks.

All WAFs function in a similar way. They act as an intermediary
service between the website application and the visitor. The im-
plementation of WAF technologies are not to be replaced the other
controls but it will complement those controls

The below diagram represents the representation of a WAF with
other firewalls [10]:
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Fig. 1: Web Application Firewall (WAF)

To prevent the web application, the WAF can implement the secu-
rity policies or rules for an application, WAF can use the positive
or negative security model [4].

The positive security model means it can make the decision that
which requests are accepted and rejects everything else. This is
also called as whitelisting. It can be more efficient and more se-
cure. But it is difficult to maintain if we frequently changing the
application. The negative security model means it can rejects the
requests and allows everything else. This is also called as black-
listing. It can be achieved by blocking the matched information of
attack signatures which is compared with the traffic [4] . These
policies do not consider the working of application.

WAF can be deployed in three different ways. Those are:

Reverse Proxy: In this mode, The WAF is set inline and it addi-
tionally has an IP address. Every one of the solicitations are sent
to this sort of WAF which may a different demand to the web
server. The security can be given upto seventh layer(Application
Layer - OSI Model) by scrambling the Connection. The below
diagram represents the WAF architecture which was deployed by
means of reverse proxy.
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Fig. 2: Reverse Proxy or Bridge WAF

Bridge: In this mode likewise, the WAF is set inline and goes
about as a switch. It additionally executes an inactive SSL decryp-
tion and it also able to block the traffic by removing the offending
packets. It gives the high performance than reverse proxy with
network changes. This mode architecture also similar to the archi-
tecture of reverse proxy WAF.

Out-of-band: In this mode, it gets the duplicate copy of a traffic
through monitoring port on a network device. It also performs the
passive SSL decryption but it has some limitations like the Diffie-
Hellman that bridge may suffer. This WAF is placed with the help
of switch to get the copy of the traffic. The below diagram repre-
sents the WAF architecture with the out-of-band deployment op-
tion
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Fig. 3: Out-of-band WAF

Server Resident: A server occupant or implanted WAF is a prod-
uct which is introduced on the host which is running the web serv-
er. This can be accomplished utilizing the free application or a
web server module. The below diagram represents the Server resi-
dent WAF.
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Fig. 4: Server Resident WAF

Cloud based: It is a newer mode but it uses a cloud provider to
implement the WAF solution. It works like a reverse proxy option,
the public Domain Name System(DNS) is configured to point the
cloud provider which may creates the another connection to the
web property. The below diagram represents the WAF shielded by
the external environment which acts as the SAAS.

Fig. 4: Cloud WAF

4. WAF Features & Benefits

By observed most common features that WAFs have we can gain
a good understanding of what WAFs generally look like. The
below table was collection of a features which are essential and
some extended features which are advanced than core WAFs.

Table 1: WAF Features

Feature Core Extended Not a
WAF WAF WAF
Understands application Layer v
protocols: HTTP
- HTTPS v
- XML v
. v
IP Blocking by IP Range
- By geolocation v
- By reputation v
. v
Request Blocking
. v
Response Blocking
v
Negative Security Model
v
Positive security Model
. . v
Virtual Patching
. v
Character Decoding
L v
Brute force Mitigation
v
Cookie protection
v
Logging
. v
Reporting
. . v
Vulnerability Scanning
v
Software Debugging

4.1. Benefits

These firewalls work to prevent the web application from unau-
thorized data. It also beneficial for any online business, especially
e-commerce and online retailers because it stores the private user
data securely. The WAF can automatically filter out malicious
web traffic and it allow our business to manually decide who they
want to block from their site.

These WAFs protect against [9]:

- SQL injection, comment spams

- XSS

- DDoS attacks

- Application Specific attacks

- Automatic protection from diverse threats
- Real time reporting and robust logging

5. Comparison of WAF & IPS

When WAF features are compared with Intrusion Protection Sys-
tem(IPS) features it have some similarities between those two
systems but it also some differences. IPS is an inline packet in-
spector that it has ability to reject the packet or it may terminate
the connection. Thus it also relies mainly on identifying signatures
but not understanding the web application like WAFs can do. The
below table that compares the features of IPS with WAF [8].

Table 2: Comparison of WAF & IPS Features

Security Feature IPS WAF

SQL Injection and XSS Limited Yes
CSRF Prevention No Yes
Inspect HTTPS traffic No Yes
Encoded traffic No Yes
Virus Protection Yes Yes
Request, Response rewrite No Yes
Rate control Protection No Yes
Session Tampering/ Hijacking No Yes
Application layer DOS protection No Yes
Data Theft Protection, Cloaking No Yes
Forceful Browsing Prevention No Yes
Brute force approach No Yes
Appllcat_lon access logging and user No Yes
audit trails

Web Services Projection No Yes

6. Conclusion

The most important aspects of loT with particular focus on securi-
ty challenges, the vision of 10T allow people to be connected any-
time, anywhere with anyone and anything using network and any
services. 10T devices played a big part in DDoS attacks and we are
only in the beginning of the 10T trend. To provide the Security
from the attacks which occurred from the application, the WAF is
used to filter the malicious traffic from the web traffic. During the
implementation of WAF the XML Parser will help from the com-
plications. That plugin will take the support of XML and XMPP.
But if the 10T devices use mobile connections, like many things
what we are working today they are not behind a firewall, which
makes them more vulnerable.
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