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Abstract 
 

A Wireless Sensor Network (WSNs) is popular developing the field in industrial and other major markets. Wireless data security is the 

central theme in the WSNs application where security of transmitted data is more concerned. Due to the significant concentration of en-

ergy efficiency and performance analysis in WSN, providing secured communication is a challenging issue. To overcome this interde-

pendent problem Game theory can be used. Game theory is applied here to select different routes to transfer the data from source to des-

tination. The performance of the WSNs can be increased by providing security for transmitted data. The graph for throughput, end to end 

delay, delivery, and packet loss ratio are generated using NS2 simulation tool. 

 
Keywords: DSR; Energy Efficient; Game theory; NS2; Wireless Sensor Networks. 

 

1. Introduction 

A Wireless Sensor Networks (WSNs) is the combination of sensor 

nodes networked together to collect and process the sensed values 

and transmit the collected results to the base station through wire-

less transmitters. Each sensor nodes consists of four important 

segments. They are the sensor unit, the power supply unit, the 

processing unit and the transceiver unit. These sensor nodes 

broadcast the sensed values to other nodes to route the information 

to the base station or else for their analysis. Wireless Sensor Net-

works (WSNs) nodes mostly comprise primary sensors that meas-

ure light, pressure, sound and other parameters of placed environ-

ment. The nodes are powered with small batteries. Since Wireless 

Sensor Networks (WSNs) are placed in sensing field, replacing of 

power source manually is difficult and expensive. Due to this 

limited power source, energy efficiency plays a significant role in 

Wireless Sensor Networks (WSNs).  

In Wireless Sensor Networks (WSNs), many security protocols 

have been proposed to overcome the security threats, but there are 

still limitations to overcome the security related problems. Tradi-

tional cryptographic methods hold a bigger encryption technique 

that affects the memory conception, battery conception and inhibit 

the performance of network  

Communication Wireless sensor networks have limited network 

lifetime and hence network protocols used in it must focus on 

improving the performance of the system.  

Every node present in a network plays a dual role. The first con-

sists of sensing the environment and transfer of the sensed value to 

the base station or the sink node. The second is to continue its life 

to the extent possible. This naturally creates a robust environment 

enabling maintenance of energy efficiency and secured communi-

cation in major criteria. So designing the network protocol is very 

important. Here we introduce the Game theory for overcoming 

security threats and energy maintenance in wireless sensor net-

works. 

2. Related work 

Wireless Sensor Networks (WSNs) are used in many important 

areas like military surveillance and forest fire control. They use 

multi-hop routing to transfer the data efficiently to the sink node 

or base station. Identity theft is avoided by implementing multi-

hop information in routing data and provide maximum protection 

against identity deception. Authentication of trusty nodes is highly 

important in major applications like military surveillance and in-

dustrial Wireless Sensor Networks (WSNs). Provision of secured 

communication is the central theme of research in Wireless Sensor 

Networks (WSNs). Trust-aware routing protocols available cur-

rently are not more efficient to obviate theft of transmitted data. 

The cryptography techniques used in this affects the performance 

of networks, energy efficiency or any relevant factors. Fuzzy logic 

is implemented for overcoming this problem and to perform trust-

ing operation in Wireless Sensor Networks routing. This is along 

with Bio inspired Energy Efficiency cluster protocol for determi-

nation of the threshold values meant for locating the trust worthi-

ness of a node. A table has been generated, and the trust values of 

each node are compared with the threshold value. If the value is 

high, the node is saved as a trusted node and added to the table or 

else, the node is considered as an untrusted node and not placed in 

the routing table. This helps us to avoid black hole and flooding 

attacks. [1]. 

Most of the Wireless Sensor Networks (WSNs) applications are 

battery powered. Energy management has a vital role to play in 

view of the low volume of the available power. Many types of 

research are proposed monitoring and control of the energy man-

agement for Wireless Sensor Networks (WSNs). The energy 

aware framework designed now a day is not efficient as they are 

designed on the basis of the software environment. The require-

ments and challenges provided by software environment are not 

complicated when compared to real-time issues. So most of the 
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energy monitoring frameworks produce small results when im-

plemented in real time environment. Here we introduce the multi-

channel Energy Measurement device, Energy Data Management 

software and testing nodes. These together generate, the energy 

management issues in test bed node in real time environment and 

produce results. These measurements help researchers to get a 

clear of the required efficient protocol using the results of our test 

bed. [2]. 

A combined network with Wireless Sensor Networks and cloud 

computing has been produced for overcoming the issues relating 

to storage, real time processing and challenges in battery or node 

size and characteristics or Wireless Sensor Networks nodes. This 

combination solves the problems mentioned above but still gener-

ates an issue in the security of data in cloud storage. To overcome 

this problem pub/sub framework is implemented. This structure 

provides the maximum level of safety for the data stored in the 

cloud storage. By sharing the process between the cloud and Wire-

less Sensor Networks (WSNs), it increases the performance and 

speed of the network. [3]  

Wireless Sensor Networks (WSNs) constitute a fast growing tech-

nology. Many research studies are now a foot one the subjects of 

getting elongated network life time and bringing down energy 

consumption. Energy efficient protocols play a significant role in 

increasing network lifetime. Here we introduce Linear Cluster 

Handling Technique (LCH) for maintaining the energy efficiency 

in multi-static sink nodes in Wireless Sensor Networks (WSNs). 

The system is divided into four regions, placing four static sink 

nodes at all corners for efficient collection of data from the net-

work nodes. Distributed Energy Efficient Clustering with Linear 

Cluster Handling (DEEC-LCH) is used to maintain energy effi-

cient routing protocol in the network. The energy efficiency of this 

technique is monitored in the software environment. Another 

method named Threshold Sensitive Energy Efficient with Linear 

Cluster Handling (TEEN-LCH) is also implemented in three static 

sink nodes scenario. The combined performance of these two 

techniques is analyzed for network lifetime, throughput and net 

energy consumption. [4]  

Homogeneous Wireless Sensor Networks (HWSNs) is one of the 

major fields in WSNs. It deals with the hardware configuration 

that possess limited resource and processing capacity. The hard-

ware environment possesses unique characteristics for focus on 

higher security in applications. Additional light weight security 

models have been proposed for overcoming security threats. These 

are based on a specific hardware attack. Here we introduce a clus-

tering based key management scheme. Our security system devel-

ops a higher efficient security method compared to disjointed 

clusters. These clusters are made to combine by the randomly 

selected nodes. This provides analysis for both nodes connectivity 

and the safety from capture attack. [5]  

Wireless Sensor Networks (WSNs) find many applications, in 

military, natural, and well-being related zones. These applications 

regularly incorporate the checking of accurate data, for example, 

for development in the war zone or the area of staff in a building. 

Security is essential in Wireless Sensor Networks (WSNs). Then 

again, Wireless Sensor Networks (WSNs) experience the ill ef-

fects of numerous imperatives, including low calculation ability, 

little memory, restricted vitality assets, powerlessness to real 

catch, and the utilization of shaky remote correspondence chan-

nels. These limitations fuse a challenge to security in Wireless 

Sensor Networks (WSNs). The authors have, in this paper, made 

an attempt to investigate safety issues in Wireless Sensor Net-

work. Initially, the imperatives, security prerequisites and attacks 

with their comparing countermeasures in Wireless Sensor Net-

works (WSNs) are clarified. Singular sensor hubs are liable to 

trade off security. An attacker can infuse false reports into the 

systems using traded off hubs. Besides, a foe can make a Gray gap 

by traded off hubs. If these two sorts of attacks happen simultane-

ously in a system, a percentage of the current strategies neglect to 

safeguard against those attacks. The Ad-hoc On Demand Distance 

(AODV) Vector plan for recognizing Gray-Hole assault and Sta-

tistical En-Route Filtering is utilized for locating false report. El-

liptic curve cryptography is employed for improvement of the 

security level. [6]  

Energy efficiency and fault tolerance play a vital role in WSNs. 

When the nodes communicate with the node far away, it spends 

considerable energy to transfer the data to the receiver node. 

Communication distance requires to be minimized for overcoming 

this problem as also that of loss of energy for the routing data. 

Node failure is inevitable despite the monitoring of energy con-

sumption. A node in Wireless Sensor Networks (WSNs) can mal-

function or get hacked by an attacker. So the transmitting node can 

tend to transmit data to longer distance. This leads to loss of net-

work lifetime. Energy hole aware efficient communication is in-

troduced for overcoming this problem. This methods solves the 

energy hole problem and increases energy efficiency. [7]  

SAERP: An Energy Efficiency Real-time Routing Protocol in 

Wireless Sensor Networks (WSNs) is widely used for sensor 

communication. In this paper the dynamic network sustenance for 

critical issues such as bandwidth operation, a control system is 

discussed. A Simultaneous Attentive Energy Routing Protocol 

(SAERP) is used for improvement of the dynamic network suste-

nance [8].  

Wireless Sensor Networks (WSNs) is widely used for monitoring 

environmental conditions. Since Wireless Sensor Networks 

(WSNs) operate in an open environment, they are prone to securi-

ty threats. The cryptographic method does not suffer from any 

limitation due to the nature of Wireless Sensor Networks. A novel 

algorithm has been used in this paper for prevention of node com-

promise, and internal attack from the compromised node, using 

the multi-hop and single sinker. The algorithm is based on the 

proposed algorithm was implemented on an actual test bed to sup-

port the claim [9].  

Improved Energy Efficiency Semi-Static Routing (EESSR) algo-

rithm using sink mobility for Wireless Sensor Networks (WSNs) 

ubiquitous wireless sensor network devices are battery powered, 

and so network lifetime and energy management is an important 

issue. One way to improve the network lifetime is the use of Ener-

gy Efficiency Semi-Static Clustering (EESSC) protocol is used to 

form node clusters. In this paper developed Energy Efficiency 

Semi-Static Routing is proposed which is simulated, and the re-

sults are compared with EESSC and LEACH based on individual 

network constraints such as network lifetime and middle node 

death. Experimental results show that the proposed method is 

better than EESSC and LEACH [10]. 

3. Problem of the statement 

Energy efficiency and performance analysis in wireless sensor 

network is a challenging issue for providing secured communica-

tion in sensor network. To overcome this problem the researchers 

used the Game theory approach.  

4. Motivation 

Game theory is a new concept suggested for wireless sensor net-

works can be improved by providing data security for transmitted 

data and ensuring energy efficiency. This theory is applied for the 

partitioning of data and then selecting the different routes to trans-

fer data from source to destination. It is also possible for uniform 

utilisation of energy resource in the sensor node. 

5. Methodology 

Electronics and wireless technologies are fast growing techs of 

Wireless Sensor Networks (WSNs). The proposed work stimulates 

the concept of data security and energy efficiency in Wireless 

Sensor Networks (WSNs) applications. A new concept named the 

game theory in Wireless Sensor Networks for providing data secu-

rity and ensuring energy efficiency. In addition to Game Theory, 

Dynamic Source Routing (DSR) protocol is implementing to 
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transmit the data from sender to destination nodes. Dynamic 

Source Routing is used for establishment of the route between the 

sender node and receiver node and producing a table of paths 

through which the data can be successfully transmitted to the sink 

node. The Game theory can change the paths alternatively to the 

sink node. The path is not constant and so no one can predict the 

actual path of the data is transmitted in the network. Along with 

the different path selection, we also split the packets into multiple 

pieces and transmit each portion in one direction. So the load for 

transmission is reduced the data will get fused and split several 

times while passing through the network. At the destination node, 

the split data are collected and combined to generate a complete 

data. This method has the capably of providing maximum security 

for the transmitted data. An attacker can never collect all the piec-

es of encoded data to get complete information about the transmit-

ted data. DSR protocol ensures an effective communication link 

and mitigating packet loss. When the network is big, the process 

will be more complicated and so the security for the data increas-

es. Reduction in transmission energy is possible as a result of low-

er packet size network lifetime can also increase. 

5.1. Algorithm 

Step1: Create source and destination nodes. 

Step2: Route between the source and destination nodes are tabled 

using DSR protocol. 

Step3: Count number of possible routes in every hop in the net-

work.  

Step4: The data packets are split into some available routes.  

Step5: The data was transmitted to next layer or hops. 

Step6: Check for destination in the next hop if destination present 

sends packets to the destination node else split the collected data 

packets to make ready for next hop. 

Step7: Collect and merge the data packets obtained from past hops 

and split the received data for next hop.  

Step8: Continue the steps of splitting and merging of data in sev-

eral hops until finding the destination node.  

5.2. Network simulation tool 

Subsequent to the installation of NS2, it is used for evaluate and 

simulate work apart from other tools used. The Network Simulator 

is an Object Oriented Simulator, and it can be written in C++ lan-

guage. The development of NS2 codes are done by using both 

OTcl (Object oriented extension of Tool Command Language) and 

C++. Trace Graph is an essential part for displaying a result, so we 

plot a graph to show a various result comparison with packets, 

throughput, delivery ratio, network delay and energy efficiency 

etc. The results are achieved by using Xgraph tool. The proposed 

and existing methods are compared through the graphs generated. 

 

 
Fig. 1: NS2 Node Arrangement. 

 

The network is designed using a Network Simulator (ns2) and 

parameters like throughput, packet loss ratio, packet delivery ratio, 

an end to end delay are calculated. The above Fig. 1 shows the 

node positions of source, destination and relay nodes of our net-

work. 

6. Results and discussion 

The method we proposed here was implemented over Network 

Simulator platform with following parameters. The NS2 parame-

ters are shown below. 

 
Table 1: Simulation Parameter 

Parameter Description 

Channel/Wireless Channel  ;# channel type 
Propagation/2Way Ground  ;# radio-propagation model 

Phy/Wireless Phy  ;# network interface type 

Mac/802_11  ;# MAC type 

Queue/DropTail / PriQueue  ;# interface queue type 

Queue length ; 500 bits 

Number of Nodes ; 16 
LL  ;# link layer type 

Omni Antenna  ;# antenna model 

50  ;# max packet in if q 
71  ;# number of mobile nodes 

DSR  ;# routing protocol 

100  ;# X dimension of topography 
100  ;# Y dimension of topography 

45.0s  ;# time of simulation end 

100J ; initial energy 
100 bits ;packet size 

 

The present study work involves implementing by using DSR 

routing protocols. The performance of DSR routing protocol is 

evaluated for observance the network speed and maintaining the 

routing information is maintain at mobile nodes. There are 71 

mobile nodes were used in this simulation work. The other param-

eters like MAC type, interface queue type, and link layer type are 

analyzing the data packet and handover to the successor. In sensor 

networks, the radio propagation model decides whether mobile 

nodes with given distance and their power of transmission. By 

default it implements through Omni antenna model to gain all 

direction. It will be propagated from one place to another place in 

the simulation model. It predicts the behavior of propagation for 

all similar links under constraint. So, we can easily achieve the 

loss of path and effective coverage area of a transmitter by using 

this model. The initial energy of node is 100j (Joule) with 

the packet size 100 bits and the queue length is 500 bits. The sim-

ulation time ends at 45 seconds and X-Y-dimension of topography 

are used for creating the graph representation with dimension 

(100X100). The outcome of the simulation is an output trace file 

that can be used to do data processing such as throughput, end-to-

end delay, etc. It can also visualize the simulation with a program 

called Network Animator.  

 

 
Fig. 2: Throughput. 
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Fig.2 shows a comparison of throughput for the network created. 

The red line represents game theory, and the blue line is the exist-

ing system without game theory. The data rate is more in proposed 

method than the existing.  

  

 
Fig. 3: Packet Delivery Ratios. 

 

Fig.3 shows the Packet delivery ratio that indicates the successful 

transmission of packets between the sender and the receiver. The 

ratio of game theory is high when compared to the existing sys-

tem. Our method attains the maximum delivery ratio in the short 

time when compared to existing work.  

 

 
Fig. 4: End to End Delays. 

 

The above Fig. 4 shows the end to end delay in the network. Here 

the delay in communication between the nodes is reduced when 

using the game theory. The weightage of data transmission gets 

reduced consequent on the splitting of data. The reduction is so 

perpendicular as to ensure reduction in the delay between data 

transmission through the game theory.  

7. Conclusion 

This research work provides a detailed view of the Game theory 

over Wireless Sensor Networks (WSNs) for producing energy 

efficient and secured protocol. The result generated by our method 

is compared with the typical Dynamic Source Routing (DSR) 

network, and it is proved that the Game theory plays the major 

role in the security of transmitted data's in the network. The com-

bination of Dynamic Source Routing (DSR) and Game theory 

provides more security than other ethical methods followed in 

Wireless Sensor Networks (WSNs).  
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