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Abstract

Software Defined Network (SDN) is a new network architecture which separates the data plane from the control plane. The SDN control-
ler implements the control plane and switches implement the data plane. Many papers discuss about DDoS attacks on primary servers
present in SDN and how they can be mitigated with the help of controller. In our paper we show how DDoS attack can be instigated on
the SDN controller by manipulating the flow table entries of switches, such that they send continuous requests to the controller and ex-
haust its resources. This is a new, but one of the possible way in which a DDoS attack can be performed on controller. We show the vul-
nerability of SDN for this kind of attack. We further propose a solution for mitigating it, by running a DDoS Detection module which
uses variation of flow entry request traffic from all switches in the network to identify compromised switches and blocks them complete-

ly.
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1. Introduction

DDoS attacks are induced on primary servers like web servers,
file servers, chat servers etc., in traditional networks. Identifying
the DDoS attack becomes difficult as the server may not be able
to differentiate between high normal traffic and attack traffic. In
SDN, the controller has the global view of the entire network, it
collects the statistics of number of packets sent by hosts and
switches at any point of time and can identify a DDoS attack on
any such primary servers easily based on these statistics. Many
existing research papers discuss such DDoS attacks on the pri-
mary servers and propose few feasible solutions using control-
ler.

In our paper we discuss the case when the centralized controller
is itself under DDoS attack. This can be instigated by compro-
mising switches in SDN, such that they send huge amount of
flow table requests to the controller which acts as the attack traf-
fic.

2. Background

SDN is a new network architecture that separates the data plane
from the control plane. The SDN controller implements the con-
trol

plane and is responsible for making forwarding decisions and
installing rules in the flow table. The network devices like hubs,
switches and routers implement the data plane. They simply for-
ward the packets based on the rules installed in their flow table.

In SDN, when a host wants to send packet to any destination, it

first sends it to the switch to which it is connected. When the
Switch receives the packet through its input port, it checks its flow
table for any entries that matches the fields in the incoming packet
like IP address, MAC address, port number etc., if a match is
found it simply performs the actions specified in the matching rule
which includes forwarding the packet to a specified output port,
forwarding packet on all outgoing ports or dropping the packet. If
no match is found, the packet is immediately forwarded to the
controller.
The controller after receiving the unmatched packet from the
switch decides how to handle it using different algorithms, appli-
cations or protocols. The controller then creates a new flow rule
for this packet and installs this rule on the requesting switch and
all other switches under its control. The unmatched packet is then
sent back to the switch. The requesting switch now refers to the
new rule and performs the specified action on that packet.

This very fundamental working principle of SDN switches can
be exploited by attackers to manipulate the switch such that it
sends continuous flow table requests to the controller and inflicts a
DDosS attack on it.

A flow table is maintained by every switch in SDN. The flow
table consists of match fields and actions. The packet received by
the switch is compared with the match field specified in the flow
table and the corresponding action (forward to specific port, for-
ward to all ports and drop) is taken.

The flow entry can be matched upto 12 fields viz., VLAN priority,
Ethernet source address, Ethernet destination address, Ethernet
frame type, IP source address, IP destination address, IP protocol,
IP Type of Service (ToS) bits, TCP/UDP source port and
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TCP/UDP destination port. The rule need not have values for all
fields. Suppose the rule is specified only based on destination IP
address, all other field values will have wild cards.

A timeout field is specified for each flow table rule.
There are two types of time out. First is the idle timeout which is
used to remove flow table rule if there are no matching packets for
the specified amount of time. Second is the hard timeout which is
used to remove flow table rule after specified time, irrespective of
whether matching packets arrive or not [1].

3. Related Works

In [2] Fan et al. have proposed Source Router Preferential Drop-
ping (SRPD) Scheme to detect and block DDOS attacks at their
sources. SRPD only monitors the high rate outgoing flows (identi-
fied by Source and Destination IP address.). Routers here maintain
different states of each flow. The rate limit of sending traffic is
done by preferential dropping i.e., if average response time is
greater than the minimum threshold the packets are dropped to
reduce collateral damage to a very low level.

In [3] Mousavi et al, proposed early detection of DDoS attacks on
SDN controllers by calculating the entropy which is the variation
of destination IP address of the request packet. If the entropy in-
creases beyond a specified threshold the packet is identified as an
attack packet and is dropped.

In [4] Safko et al., have coded a software object named “bouncer”
in Java that analyses request packets to identify whether they are
malicious or legitimate based on frequency of requests and origi-
nating source and accordingly place them in a priority queue to
mitigate their effect.

In [5] Jantila et al., use a hybrid mechanism to defend DDOS at-
tacks on a web server in SDN with the help of controller. The web
server regularly reports the behavior of its clients to the controller,
based on which a trust value is calculated. The client behavior is
analyzed using STRIDE threat model (Spoofing identity Tamper-
ing with data Repudiation Information disclosure DDOS Elevation
of privilege). An entropy deviation is also calculated to identify an
attacker who acts like a legitimate user initially to gain high trust
value but mishehaves later. The controller authorizes each client
based on trust and entropy deviation and then allows it to access
the web server. If these values vary too much from normal, they
are not allowed to communicate with the server.

In [6] Yoon et al., proposed a method to mitigate DDOS attacks
on Critical internet sites. The DDoS for such sites are usually done
using bot master that has a set of compromised hosts under its
control. To mitigate such attacks, the IP addresses of previous
logins are stored to create a white list of legitimate clients. When
there is suspicion of a DDoS attack, traffic from white list clients
only are allowed.

4. Implementations

4.1. Proposed DDoS attack

As discussed in introduction, each flow rule entry in a flow table
has an idle and hard timeout associated with it. These timeouts
specify the time duration till which a flow table entry is valid.
After this time expires, the rule is deleted from the flow table.
When a packet is received and the switch has a matching flow rule
with a valid timeout value in its flow table, the packet is handled

by switch only. Otherwise the packet is forwarded to the controller.

Normally idle timeout value is set to 10seconds and hard timeout

value is set to 30 seconds. Figure 1 shows these values in normal
switch.

DEBUG: forwarding.12_learning:installing flow for @0:00:00:00:00:09.1 -> 00:00:00:00:00:08.3
DEBUG: forwarding.12_learning:ofp_flow_mod
header:
version: 1
type: 14 (OFPT_FLOW_MOD)
length: &@
xid: 962
match:
wildcards: nw_tos|tp_dst|tp_src (1000000B06RRE011066A00 = 2000cH)
in_port: 1
dl_src: 00:00:00:00:00:0%
dl_dst: 00:00:00:00:00:08
dl_vlan: 65535
dl_vlan_pcp: 8
dl_type: OxBB6
nw_proto: 2
nw_src: 10.8.8.9
nw_dst: 10.0.08.8
cookie: @
command: @
idle_timeout: 18
hard_timeout: 38

Fig. 1: Idle timeout and hard timeout values in normal switch

To induce DDoS attack on controller, we compromise the switch
by setting its idle and hard timeout values to 1 second as shown in
Figure 2.

DEBUG: forwarding.l2_learning:installing flow for ©0:00:00:00:00:04.3 -> (00:00:00:00:00:09.1

DEBUG: forwarding.l2_learning:ofp_flow_mod
header:
version: 1

type: 14 (OFPT_FLOW_MOD)
length: 80
xid: 1125

match:
wildcards: nw_tos|tp dst|tp_src (100880800R0E0011000080 = 2000CH)
in_port: 3
dl_src: @0:00:00:00:00:04
dl_dst: €0:00:00:00:00:09
dl_vlan: 65535
dl_vlan_pcp: ©
dl_type: 0xBB6
nw_proto: 2
nw_src: 10.8.8.4
nw_dst: 18.0.8.9
cookie: @
command: @
idle_timeout: 1
hard_timecut: 1

Fig. 2: Idle timeout and hard timeout values in compromised switch

Because of this the compromised switch will keep forwarding all
packets to the controller, requesting to install a flow rule into its
flow table to handle them. Many switches in the network can be
compromised this way to perform a DDoS attack. The controller
now gets too much of packets and flow entry requests from all
these compromised switches and eventually exhausts its resources.
Figure 3 shows the topology on which the proposed idea is
implemented. It consists of a controller connected to 5 switches S1,
S2, S3, S4 and S5. Each switch is connected to two hosts.
Figure 3 shows the traffic on controller in both scenarios, black
color indicates traffic when all switches are normal and red color
indicates attack traffic when switches (here S1 and S2) are com-
promised.

Fig. 3: SDN architecture used for proposed implementation.

4.1. Solution: DDoS detection and mitigation

We propose a solution to mitigate the DDoS attack by compro-
mised switches in this section. A DDoS detection module is pro-
grammed and run on the controller to detect the attack. This mod-
ule observes the number of flow table requests sent by each switch
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to the controller and calculates the standard deviation of the over-
all traffic. It then compares the flow table requests from each
switch with this calculated value, if the requests are greater than
the standard deviation, the corresponding switch is identified as
compromised. Figure 4 shows the pseudo code for DDoS detec-
tion module.

PING 10,0,0,8 (£0,0,0,8) 56(84) butes of data,

sh line 8¢ [1: comnand not found
Begi 10,0,0 n-
Open sourceswitch tit /trace file which contaims source and destination 1p address of
from all switches
Initialize Si=0, wherei=ItoN
Loop in source switch. &t wntil not empty
Identify source switch sending flow tables requests
Increment the request cownt for the 1dentified switch 1.e. S1=5i+1 1§ Statlst
End Loop ! 0 received, +3 errors, 100

Tota, Sum < Sum{S}, =1 0N |
percentSi <-(S1*100) Total Sum JpingflIHast,sh: Line 8¢ [1: command not found
Final fiste:[percentSi] =l toN node 100,03 is
Mean <+(Total_Sum)n
Calenlate Standard Deviation Std_dﬂ' Fig. 6: Host H2 connected to compromised switch S1 is reachable.
Std_dev<-Sqrt (Sum ((percentSi-mean) "2)n)
I (percentSi-mean=5td_dev) Figure 7 shows the overall methodology used to implement the
Detect 51 as compromised switch solution.
Fnd
Host sends packets
Fig. 4: Pseudo code for DDoS Detection Module to connected switch
o]
7
After identifying the compromised switch, the result is sent to the Switch - checks for
controller. The controller then blocks the requests from compro- flow rule entry
mised switches by not processing their flow table requests.
Figure 5 shows the packets sent from hosts connected to normal
switches are sent. Yes Matching entry
found?
Forward packet to

the destination

Forward packetto
controller
DDoS

Controller *| detection

* maodule
Send Result

Is switch

compromised
?

Install flow table
rule into switch

‘ No reply sent to switch ‘

Fig. 5: Host H9 connected to normal switch S5 is reachable. Stop

Fig. 7: Methodology for proposed work.

Figure 6 shows dropping of packets sent by hosts connected to

compromised switches. 5. Simulation Results

Mininet is used to implement the proposed attack and solution. A
customized topology is created using python and the controller
used is POX controller, which is in-built in mininet.

The traffic is analyzed by running wire shark and the graph is
plotted using its 10 graph feature.
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Figure 8 shows the graph of normal traffic shown in black line and
DDoS attack traffic when the switch is compromised in red line.
The graph is plotted with X axis showing time from 0 second to
240 seconds and Y axis showing the number of packet sent during
the specified time period.

Figure 9 shows the graph of load on controller (flow requests and
packets) from switches S1, S2 and S3 during DDoS attack shown
by red line and the load on controller after mitigating the DDoS
attack by blocking compromised switch shown by black line. It
can be observed that the load on controller reduces significantly
after blocking the attack traffic from compromised switches S1
and S2.
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Fig. 8: DDoS attack traffic vs. Normal traffic in network.
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Fig. 9: DDoS attack traffic vs. mitigated traffic on controller.

6. Conclusion & Future Scope

In this paper we show how a new DDoS attack can be instigated
on SDN controller by compromising switches to send lot of flow
table requests such that its resources get exhausted. We also pro-
pose a solution for mitigating the same by detecting the DDoS
attack and mitigating it immediately.

The paper can be extended to use other mathematical models to
identify the deviation in flow requests from switches and a com-
parison can be done between them to check its accuracy.
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