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Abstract

Smart mobility services generate large volumes of sensitive location and identity data, raising critical concerns related to privacy leakage,
security vulnerabilities, and trust in large-scale urban deployments. To address these challenges, this paper proposes a blockchain-based
privacy-preserving framework for smart mobility services that integrates geo-indistinguishability, pseudonymous authentication, Zero-
Knowledge Proofs (ZKPs), and Proof-of-Authority (PoA) consensus into a unified architecture. The framework ensures end-to-end privacy
by combining calibrated location obfuscation with decentralized transaction validation and immutable auditability, thereby mitigating both
inference-based attacks and reliance on centralized trust.

The proposed framework was evaluated using the TAPAS Cologne mobility dataset, comprising 1,000 simulated vehicles and 20 block-
chain validators. Experimental results demonstrate that adversarial inference accuracy is reduced to below 12%, while approximately 75%
navigation utility is preserved at balanced privacy budgets. Security analysis confirms robust protection against tracking, replay, Sybil, and
collusion attacks, with replay attack success rates reduced from 70% to 2% through the enforcement of timestamps and nonces, along with
cryptographic verification.

Performance evaluation demonstrates that the framework achieves high throughput (1,200 transactions per second) with sub-second latency
(0.8 seconds) under realistic transaction loads. Storage growth is optimized to 2.1 GB per million transactions, and the PoA consensus
mechanism achieves approximately 30% lower energy consumption compared to Proof-of-Stake-based designs. In addition, resilience ex-
periments confirm Byzantine fault tolerance under up to 30% malicious validator participation, without service degradation.

Overall, the results demonstrate the practical feasibility of deploying the proposed framework in real-world smart mobility ecosystems that
require simultaneous privacy preservation, scalability, and energy efficiency. The framework represents a significant step toward trustwor-
thy, privacy-aware, and sustainable smart-city mobility infrastructure, providing a robust foundation for next-generation decentralized mo-
bility services.

Keywords: Blockchain; Privacy Preservation; Geo-indistinguishability; Smart Mobility; Vehicular Networks; Zero-Knowledge Proofs; Proof-of-Author-
ity; Energy Efficiency,; Cybersecurity; Smart Cities.

1. Introduction

The rapid expansion of smart mobility services—such as ride-sharing, e-ticketing, and real-time navigation—has resulted in the continuous
generation of large volumes of fine-grained location and identity data. While these services significantly improve urban efficiency, acces-
sibility, and sustainability, they simultaneously introduce serious privacy and security challenges. Sensitive data, including vehicle trajec-
tories, spatiotemporal movement patterns, and user identifiers, can be exploited through tracking, profiling, and inference attacks, thereby
undermining user trust and regulatory compliance in smart city ecosystems [1], [2].

Early attempts to mitigate privacy risks in mobility systems primarily relied on location obfuscation techniques, including the generation
of dummy locations and trajectory distortion [3]. These approaches successfully reduced adversarial inference accuracy by introducing
uncertainty into location traces. However, they were implemented mainly within centralized architectures, making them vulnerable to
single points of failure, insider attacks, and limited transparency. Moreover, centralized trust models lack verifiable auditability, a require-
ment that is increasingly necessary in multi-stakeholder smart mobility environments.

More recent research has explored blockchain-enabled mobility frameworks to address concerns about trust, integrity, and accountability
through decentralization and immutable ledgers [4], [5]. Blockchain-based approaches have demonstrated effectiveness in preventing data
tampering and enabling transparent service coordination across mobility providers. Nevertheless, many existing solutions prioritize trans-
parency and scalability over fine-grained location privacy. Since blockchain ledgers are inherently append-only and observable by valida-
tors, naive integration can inadvertently expose mobility patterns and enable re-identification attacks.

Copyright © Hani Al-Balasmeh et al. This is an open access article distributed under the Creative Commons Attribution License, which permits
B unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.
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To address these limitations, this paper proposes a blockchain-based privacy-preserving smart mobility framework that unifies location

privacy mechanisms, cryptographic authentication, and decentralized trust into a cohesive system. Building upon the dummy-location

privacy model introduced in prior work [3], the proposed framework integrates geo-indistinguishability, pseudonymous authentication,

Zero-Knowledge Proofs (ZKPs), and a Proof-of-Authority (PoA) consensus mechanism. This integration enables end-to-end privacy

preservation while maintaining low latency and high throughput, making it suitable for real-time mobility services.

Fig. 1 illustrates the high-level architecture of the proposed system, structured into three tightly coupled layers: the User and IoT Layer,

the Blockchain and Privacy Layer, and the Application Layer. At the user side, raw GPS coordinates and service requests are transformed

using algorithmic location privacy mechanisms before transmission. At the blockchain layer, smart contracts enforce authentication, access

control, and transaction validation, while PoA consensus ensures efficient and energy-aware block finalization. The application layer de-

livers mobility services without direct access to sensitive identity or precise location data.

A key contribution of the framework lies in its algorithm-driven enforcement of privacy. As shown in Fig. 2, user authentication is per-

formed using a pseudonym generation algorithm combined with Zero-Knowledge Proof-based eligibility verification. This approach al-

lows users to prove authorization without revealing real identities or long-term identifiers, thereby preventing identity linkage across service

sessions. Pseudonyms are periodically refreshed using time-based and nonce-based algorithms, further reducing the risk of correlation.

Location privacy is enforced through a combination of geo-indistinguishability and dummy-location synthesis, as illustrated in Fig. 3. An

algorithmic noise-injection mechanism based on the planar Laplace distribution ensures that the probability of distinguishing between

nearby locations is mathematically bounded. This is complemented by a dummy-generation algorithm that produces multiple plausible

locations, reducing the probability of adversarial success to near-random guessing. Unlike heuristic obfuscation methods, these algorithms

provide formal privacy guarantees while preserving acceptable navigation utility.

The framework is evaluated using the TAPAS Cologne mobility dataset, comprising 1,000 vehicles and 20 blockchain validators. Experi-

mental results show that adversarial inference accuracy drops below 12%, while replay attack success rates decrease from 70% to 2%.

Despite vigorous privacy enforcement, the system maintains a throughput of 1,200 transactions per second with sub-second latency. Com-

pared to existing blockchain-based mobility solutions, the proposed approach achieves superior privacy protection while reducing storage

growth and energy consumption by approximately 30% [4], [5]. These results confirm the practicality and scalability of the proposed

design for real-world smart city deployments.

The main contributions of this paper are summarized as follows:

1) A unified privacy-preserving smart mobility framework that integrates dummy-location obfuscation, geo-indistinguishability, Zero-
Knowledge Proofs, and blockchain consensus.

2) Algorithmic authentication and location privacy mechanisms that ensure unlinkability, resistance to inference attacks, and formal pri-
vacy guarantees.

3) A comprehensive security evaluation demonstrating resilience against tracking, replay, Sybil, and collusion attacks.

4) An extensive performance evaluation confirming low latency, high throughput, and reduced energy consumption suitable for large-
scale urban mobility systems.

5) A systematic evolution of prior dummy-based privacy research into a scalable, blockchain-enabled ecosystem for next-generation smart
cities.

The remainder of this paper is organized as follows. Section II reviews related work. Section III presents the system architecture in detail.

Section IV describes the proposed framework and associated algorithms. Section V evaluates the results of privacy, security, and perfor-

mance. Section VI discusses practical implications and limitations, and Section VII concludes the paper.

2. Literature Review

Research on privacy-preserving smart mobility services has evolved rapidly in response to the growing deployment of location-aware
urban applications. Existing work can be broadly categorized into three main research streams: (i) vehicular and IoT privacy frameworks,
(ii) blockchain-based trust and data integrity frameworks, and (iii) advanced cryptographic and hybrid privacy-preserving approaches.
While each stream addresses specific aspects of mobility privacy and security, their individual limitations motivate the need for an inte-
grated framework that jointly considers decentralization, fine-grained location privacy, and system scalability.

2.1. Vehicular and IoT privacy frameworks

Early research on smart mobility privacy primarily focused on Vehicular Cloud Networks (VCNs) and IoT-enabled transportation systems.
These approaches typically rely on anonymization, trajectory obfuscation, and the generation of dummy locations to reduce the risk of user
re-identification and tracking attacks. Such mechanisms aim to conceal real mobility patterns by introducing uncertainty into spatiotem-
poral data streams.

Al-Balasmeh et al. proposed anonymization and location obfuscation mechanisms to mitigate inference attacks targeting vehicular trajec-
tories [3]. Building on this work, the TIET-GEO framework introduced geofence-based dummy location generation to enhance privacy in
IoT mobility services [4]. This approach demonstrated improved resistance to location-correlation attacks by dynamically generating plau-
sible alternative positions within predefined geographic boundaries. A subsequent extension incorporated RSA-based encryption and to-
ken-based communication to secure real-time GPS data transmission in vehicular cloud environments [5].

Despite their effectiveness in reducing direct privacy leakage, these frameworks rely heavily on centralized architectures, where trusted
servers perform data aggregation, verification, and access control. Such centralization introduces several inherent weaknesses, including
single points of failure, susceptibility to insider threats, limited scalability under high vehicular density, and reduced transparency for users
and service providers. These limitations significantly constrain the applicability of purely centralized privacy mechanisms in large-scale,
multi-stakeholder smart city ecosystems.

2.2. Blockchain-based mobility and urban frameworks
To overcome the trust and transparency limitations of centralized systems, blockchain technology has been increasingly explored for smart

mobility applications. Blockchain offers decentralization, immutability, and tamper resistance, making it an attractive option for managing
distributed mobility services that involve multiple stakeholders.
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Miron et al. implemented a Hyperledger Fabric—based Mobility-as-a-Service (MaaS) platform that enabled secure ticketing and payment
coordination across transport providers [6]. Their framework demonstrated how permissioned blockchains can improve transaction integ-
rity and interoperability. Similarly, Islam et al. proposed a blockchain-enabled trust framework for smart city infrastructures using a light-
weight Proof-of-Stake consensus mechanism to enhance throughput and system responsiveness [7].

While these studies highlight the strengths of blockchain in enforcing trust and ensuring data integrity, most blockchain-based mobility
frameworks primarily focus on transparency and transaction validation. As a result, they often neglect mobility-specific privacy require-
ments, such as trajectory unlinkability, pseudonymous identity management, and resistance to location inference attacks. Since blockchain
ledgers are inherently persistent and auditable, naive integration without dedicated privacy mechanisms may inadvertently expose sensitive
mobility patterns.

2.3. Cryptographic and hybrid privacy mechanisms

More advanced research has explored cryptographic and hybrid approaches to achieve stronger privacy guarantees in smart mobility sys-
tems. These methods typically combine cryptographic primitives with decentralized architectures to protect sensitive data against both
external and internal adversaries.

Hannemann and Buchmann demonstrated the feasibility of Fully Homomorphic Encryption (FHE) for mobility applications, enabling
computation directly over encrypted trajectories without revealing raw location data [8]. Garcia et al. provided a comprehensive taxonomy
of blockchain-based privacy-enhancing techniques, including zero-knowledge proofs, mixing protocols, and homomorphic encryption [2].
Bai et al. investigated Directed Acyclic Graph (DAG)-based ledger architectures, demonstrating improvements in throughput and latency
for mobility services, albeit at the expense of consistency trade-offs [9]. Narkedimilli et al. proposed a hybrid framework combining fed-
erated learning, blockchain-based provenance, and dynamic masking to adaptively preserve privacy in Internet of Vehicles (IoVs) envi-
ronments [10].

Although these approaches offer strong cryptographic guarantees, many remain computationally intensive, architecturally complex, or
largely theoretical. High processing overhead, communication costs, and integration challenges with latency-sensitive applications such as
real-time navigation and ride-sharing often constrain their deployment in real-world urban mobility systems.

2.4. Comparative analysis and research gap
Table I summarizes representative studies across the three research streams, highlighting their core mechanisms, strengths, and limitations.

Table 1: Comparative Analysis of Privacy-Preserving Approaches in Smart Mobility

Study  Category Domain Privacy Mechanisms Strengths Limitations

[ VCN/IoT Privacy éllegllic(:iular gcr’lrcl)nymlzatlon, trajectory obfusca- Iﬁ)e;mty and mobility protec- CC;;Eallzed, no block-
[2] VCN/IoT Privacy IoT Geofence g:rrlnmy S (Y SRR Enhanced geofence privacy Limited scalability

[3] VCN/IoT Privacy VCC IoT GPS RSA encryption, anonymization gjﬁl-time sy sl No decentralized trust
[4] valoor(l:(kchain St MaaS Hyperledger, smart contracts tsigf:;re’ transparent transac- No location privacy

[5] ‘]?Vloor(]:(kchain St Smart Cities Blockchain, lightweight PoS High throughput Not mobility-specific
[6] Cryptography Smart Mobility ~ Fully Homomorphic Encryption Confidential computation High computational cost
[7] Sty (T Cross-domain PAIES, Ty, IOl o i Comprehensive taxonomy Conceptual

vey) cryption
[8] Hybrid Blockchain Smart Mobility  DAG-based consensus g;gc};throughput, o= Consistency trade-offs
Architectural complex-

[9] Hybrid Blockchain IoVs Federated learning, masking Adaptive privacy i

Collectively, existing research reveals fragmented progress. Vehicular and IoT privacy frameworks provide effective obfuscation but rely
on centralized trust. Blockchain-based systems deliver decentralization and auditability but often lack fine-grained location privacy. Cryp-
tographic and hybrid approaches offer strong security guarantees but face challenges related to scalability, efficiency, and practical deploy-
ment.

This gap highlights the need for an integrated architecture that simultaneously achieves decentralized trust, formal location privacy guar-
antees, and scalable performance for real-time smart mobility services. Addressing this gap is the primary motivation of the proposed
blockchain-based privacy-preserving framework.

Collectively, prior research demonstrates important but fragmented progress in privacy-preserving smart mobility systems. Vehicular and
IoT-based approaches provide effective location obfuscation but rely on centralized trust. Blockchain-based frameworks offer decentrali-
zation and auditability, yet often overlook fine-grained location privacy. Cryptographic and hybrid solutions introduce strong privacy
guarantees but incur significant computational and architectural overhead. The proposed framework uniquely integrates these three research
streams by combining formal location privacy, decentralized trust enforcement, and efficient cryptographic authentication into a unified,
scalable architecture suitable for real-time smart mobility services.

3. System Architecture

The proposed architecture establishes a blockchain-based, privacy-preserving framework for smart mobility services to address the inherent
limitations of centralized mobility systems. Conventional centralized architectures expose users to risks, including continuous tracking,
unauthorized data aggregation, and insider misuse of sensitive location information. In contrast, the proposed framework integrates location
obfuscation, pseudonymous authentication, and lightweight blockchain consensus mechanisms within a permissioned blockchain environ-
ment to provide decentralized trust and formal privacy guarantees.
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The architecture is explicitly designed to ensure end-to-end privacy, spanning from data generation at the user level to service execution at
the application layer. As illustrated in Fig. 1, the system is structured into three tightly coupled layers: the User and [oT Layer, the Block-
chain and Privacy Layer, and the Application Layer. Each layer plays a distinct role in enforcing privacy, security, and accountability while
maintaining the low latency and scalability required for real-time smart mobility services.

3.1. User and IoT layer

The User and IoT Layer serves as the primary data entry point for the framework. It consists of vehicles, onboard units, smart sensors, and
mobile applications that generate mobility-related data, including GPS coordinates, service requests, and user credentials. Since raw mo-
bility data is highly sensitive, privacy-preserving mechanisms are embedded directly at this layer to minimize information exposure before
transmission.

First, pseudonymous identifiers are used instead of static personal identifiers. Each user is assigned a temporary pseudonym that is period-
ically refreshed to prevent long-term linkability of mobility activities and service usage patterns [1]. By decoupling real identities from
service interactions, the framework significantly reduces the risk of identity correlation attacks.

Second, location obfuscation mechanisms are applied to raw GPS coordinates before transmission. Mobility data is transformed using geo-
indistinguishability and dummy-location generation, ensuring that precise user locations cannot be trivially reconstructed by adversaries
observing network traffic or blockchain transactions [2]. This approach introduces mathematically bounded uncertainty while preserving
sufficient accuracy for navigation and service delivery.

Third, lightweight public-key encryption is employed to secure sensitive metadata during transmission. RSA-based encryption or elliptic
curve cryptography is used to protect pseudonyms, attributes, and obfuscated location data against eavesdropping and man-in-the-middle
attacks [6]. By combining encryption with obfuscation, the User and IoT Layer ensures that privacy protection is enforced at the earliest
stage of data handling.

Together, these mechanisms enable secure and privacy-aware data generation while maintaining compatibility with higher-level blockchain
services.

3.2. Blockchain and privacy layer

The Blockchain and Privacy Layer forms the core of the proposed architecture, providing decentralized trust, tamper-resistant recordkeep-
ing, and policy enforcement. Unlike public blockchains, which often suffer from high latency and limited throughput, the proposed system
employs a permissioned blockchain to support real-time smart mobility applications.

A permissioned blockchain architecture ensures controlled participation, high throughput, and fine-grained access control, making it suit-
able for urban mobility environments with known stakeholders such as transport providers, municipalities, and regulatory authorities [4].
Transactions submitted from the User and IoT Layer are validated and recorded by authorized validators, ensuring integrity without sacri-
ficing performance.

Smart contracts deployed on the blockchain encode privacy and service policies, including pseudonym lifecycle management, access con-
trol rules, and transaction validation logic. These contracts automatically verify compliance with system policies and enforce privacy
constraints without relying on centralized authorities.

To achieve efficient consensus, the framework adopts a lightweight Proof-of-Authority (PoA) consensus mechanism. PoA minimizes com-
putational overhead and energy consumption by relying on a limited set of authenticated validators, making it well-suited for large-scale
vehicular environments where low latency is critical [S]. This design choice enables fast block finalization while maintaining Byzantine
fault tolerance in the presence of partial validator compromise.

Additionally, Zero-Knowledge Proofs (ZKPs) are integrated into the blockchain layer to facilitate privacy-preserving authorization. ZKPs
enable users to demonstrate eligibility or compliance with access policies without disclosing their underlying identities or sensitive attrib-
utes [7]. This prevents validators and service providers from inferring private information while still ensuring secure transaction validation.
Collectively, this layer guarantees both tamper-proof data storage and fine-grained privacy enforcement across all participating entities.

3.3. Application layer

The Application Layer interfaces directly with end-users and service providers, delivering smart mobility services such as ride-sharing,
electronic ticketing, traffic management, and real-time navigation. All applications rely on the blockchain layer for authentication, author-
ization, and transaction validation, ensuring consistent enforcement of privacy and security policies.

Key functions of this layer include authentication and access control, where applications query blockchain smart contracts to verify pseu-
donyms and eligibility before granting access to services. This ensures that only authorized users and providers can participate in mobility
services without revealing their actual identities.

The layer also supports transparent service delivery, in which service interactions, such as ride bookings or ticket purchases, are logged
immutably on the blockchain. This provides accountability and auditability for stakeholders while preserving user privacy through the use
of pseudonyms and obfuscated data [1].

Furthermore, the Application Layer enables privacy-preserving analytics on aggregated mobility data. Traffic optimization and service
planning can be performed using privacy-enhancing techniques such as federated learning and secure multi-party computation, ensuring
that individual mobility traces are not disclosed during analysis [9].

By leveraging decentralized enforcement and cryptographic protection, the Application Layer ensures both operational functionality and
sustained user trust.

3.4. System workflow

The end-to-end system workflow, illustrated in Fig. 1, proceeds as follows:

1) User Request: A user initiates a mobility service request using a pseudonym and an obfuscated location generated at the User and [oT
Layer.

2) Authentication: Smart contracts on the blockchain verify the pseudonym and associated proofs to confirm eligibility without revealing
real identities.
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3)
ation.
4)
5)
sure that user identities and exact locations remain protected.

Transaction Logging: Once validated, the request is immutably recorded on the blockchain ledger, ensuring integrity and non-repudi-

Service Processing: The Application Layer delivers the requested mobility service, such as ride assignment or electronic ticket issuance.
Privacy Enforcement: Throughout the process, privacy-enhancing mechanisms—including obfuscation, pseudonyms, and ZKPs—en-

This layered architecture ensures end-to-end privacy, security, and accountability in smart mobility services, directly addressing the gaps

identified in prior research and forming the foundation for the proposed framework.
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4. Proposed Privacy-Preserving Framework

This section presents the proposed blockchain-based privacy-preserving framework for
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smart mobility services. The framework integrates

pseudonym-based authentication, geo-indistinguishability, zero-knowledge proofs, and permissioned blockchain consensus to provide end-
to-end privacy and security guarantees. Unlike prior centralized privacy mechanisms [1]—[3] and blockchain-only trust models that lack
location anonymity [4], [5], the proposed framework enforces privacy across all system layers while maintaining scalability and low la-

tency, making it suitable for real-time mobility applications.
4.1. Authentication and pseudonym management
Authentication is achieved using pseudonyms that conceal user identity while ensuring

P, = H(D; Il rj Il t;)

eligibility. Each pseudonym is generated as:

Where ID; is the real identity, r; is a nonce, and t; is a timestamp ensuring freshness. Pseudonyms are short-lived (AT) to minimize linka-
bility. A revocation list (RL) maintained on-chain prevents compromised pseudonyms from being reused (Zhang and Lee, 2021).
To validate eligibility without exposing ID;, the user produces a Zero-Knowledge Proof (ZKP):

= Prove(R(x, w))

Where R (.) defines the relation between public attributes xxx and private witness w, the blockchain smart contract runs:

Verify(x, m) — {True,False}

If verification succeeds, an Eligibility Event is emitted, allowing the transaction to proceed; otherwise, the request is rejected. This mech-
anism ensures authentication without disclosing sensitive identity information. The complete authentication workflow is illustrated in Fig.

2, and the protocol is formally defined in Algorithm 1.
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Algorithm 1: Privacy-Preserving Authentication

Input: User identity ID, witness w, attributes x
Output: EligibilityEvent or Rejection

1: r + Random(); t «— CurrentTime()

: Pseudonym P < H(ID || r || t)

: 1w «— Prove(R(x, w))

: Submit (P, x, m) to blockchain

. if Verify(x, 7) = True then

: Emit EligibilityEvent(P)

else

: Reject request

<IN - NV NV )

4.2. Location privacy mechanisms
Mobility data is protected using geo-indistinguishability (Andrés et al. 2013). A mechanism M guarantees privacy if:

PriMd) =zl _ a1,
PrM(y) =2~ °

Where d(l3,1,) is the distance between two locations. This ensures that adversaries cannot easily distinguish whether the actual location

was (11, 12)
Noise is drawn from the Planar Laplace distribution:

I'=14+mn, mn~ Laplace(0,b), b= g
To further strengthen privacy, the framework generates k—1 dummy locations within a radius R:
L={I"Yu{ds,dy, ..., dg-1}

As aresult, the probability of an adversary correctly identifying the proper location is reduced to:

1
P, ==
success —

The end-to-end transformation from raw GPS data to an obfuscated location set is illustrated in Figure 3. This approach strikes a balance
between privacy protection and navigation accuracy, ensuring usability for real-time mobility services.
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Fig. 3: Shows the Privacy Workflow from Raw Location to Obfuscated Set.
4.3. Blockchain consensus and smart contracts
The framework utilizes a permissioned blockchain to strike a balance between decentralization and performance. Authorized validators
participate in transaction validation and block generation, ensuring controlled access and high throughput [4]. Consensus uses Proof-of-

Authority (PoA):
e Each validator j signs the block hash H(B):

oj = Sign,, (H(B))

e A block is finalized when signatures exceed the threshold o:
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YL, 1o valid] > 6

where n is the number of validators and 0 is the consensus threshold. PoA provides Byzantine fault tolerance with significantly lower
computational and energy overhead compared to proof-of-work or proof-of-stake mechanisms [5].

Smart contracts enforce pseudonym lifecycle management, transaction validation, revocation checks, and access control policies. All ac-
tions are immutably logged, providing accountability and auditability without compromising user privacy [1].

4.4. System workflow

The operational workflow of the proposed framework, integrating authentication and location privacy, proceeds as follows:
1) A user generates a pseudonym and an obfuscated location at the User and IoT Layer.

2) The blockchain verifies the pseudonym and eligibility using ZKPs (Algorithm 1; Fig. 2).

3) The validated transaction is immutably recorded on the blockchain ledger.

4) The Application Layer executes the requested mobility service (e.g., ride-sharing or e-ticketing).

5) Privacy is preserved throughout the process via obfuscation, pseudonyms, and unlinkability guarantees (Fig. 3).

4.5. Security and privacy analysis

The framework employs layered defenses to mitigate common mobility threats. Table II summarizes key attack scenarios and correspond-
ing mitigation mechanisms.

Table 2: Threat—Defense Matrix

Attack Threat Description Defense Mechanism

Tracking Correlation of user trajectories Geo-indistinguishability + dummy locations [2], [3]
Identity Exposure Leakage of real identities Pseudonyms + ZKPs [1]

Replay Attack Reuse of old requests Timestamps + nonces

Sybil Attack Fake identities are flooding the network Permissioned blockchain + validator control [5]
Collusion Service providers colluding to track users Decentralized trust + immutable audit logs [1]

4.6. Computational complexity and scalability

The proposed framework is computationally efficient and suitable for real-time deployment:

e Authentication: Pseudonym generation: 0(1), ZKP verification: O.

e Consensus: O(N) signatures, where N is number of validators.

e Storage: Blockchain size grows linearly with transactions.O(T) where T is the number of transactions.

M Latency: Tlatency = Tnetwork + Tvalidation + Tconsensus

Simulation results indicate that with 20 validators and a block size of 1,000 transactions, end-to-end latency remains below one second [4].
This confirms the suitability of the proposed framework for latency-sensitive applications such as ride-sharing and real-time navigation.

5. Results and Analysis

The experimental evaluation was conducted under clearly defined assumptions to ensure reproducibility and transparency. The permis-
sioned blockchain employs a Proof-of-Authority trust model, in which validators are authenticated and partially trusted. Network conditions
assume moderate latency consistent with urban vehicular communication environments. Adversarial simulations consider up to 30% ma-
licious validators, reflecting realistic threat scenarios without exceeding Byzantine fault tolerance limits. These assumptions align with
prior blockchain-enabled smart mobility studies and provide a realistic basis for performance and security evaluation.

This section evaluates the effectiveness of the proposed blockchain-based privacy-preserving smart mobility framework through extensive
simulation and comparative analysis. The experimental environment was implemented using Hyperledger Fabric with a Proof-of-Authority
(PoA) consensus mechanism and integrated with real-world mobility traces from the TAPAS Cologne dataset. The evaluation involved
1,000 simulated vehicles, 20 blockchain validators, and transaction workloads of up to 1,500 transactions per second (TPS).

The analysis focuses on five key dimensions: privacy preservation, security robustness, performance and scalability, privacy—utility trade-
off, and energy efficiency and system resilience. Results are compared with the author’s earlier dummy-location privacy framework [1]—
[3] and representative blockchain-based mobility solutions [4], [5]. These comparisons aim to illustrate the evolutionary progression of the
research, in which the proposed framework builds on and enhances previous foundations rather than replacing them.

5.1. Privacy preservation performance

Privacy preservation was evaluated by measuring adversarial inference accuracy (AIA) under varying privacy budgets. €. As illustrated in
Fig. 4, the dummy-location obfuscation model introduced in earlier work reduced inference accuracy to approximately 40%, representing
a substantial improvement over raw, unobfuscated location data.

The proposed framework further strengthens this foundation by integrating geo-indistinguishability with the generation of dummy loca-
tions. When configured with k=10k = 10k=10 dummy locations, adversarial inference accuracy was reduced to below 12%, even under
moderate privacy budgets. This improvement demonstrates that noise-calibrated obfuscation provides stronger and more consistent privacy
guarantees than dummy locations alone, particularly against trajectory reconstruction and correlation attacks.
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Adversarial Inference Accuracy vs. Privacy Budget
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Fig. 4: Adversarial Inference Accuracy Versus Privacy Budget E.

Fig. 4 demonstrates that integrating geo-indistinguishability with dummy-location generation significantly reduces adversarial inference
accuracy compared to dummy-only approaches. The results confirm that the proposed framework provides stronger and more stable privacy
guarantees across varying privacy budgets.

5.2. Security robustness against mobility attacks

The security robustness of the framework was assessed against common mobility threats, including tracking, identity exposure, replay
attacks, Sybil attacks, and collusion. Table III summarizes the comparative resistance of different frameworks to these threats.

Earlier dummy-location approaches effectively mitigated tracking attacks but did not address identity exposure or decentralized trust [1].
In contrast, the proposed framework integrates pseudonymous authentication and Zero-Knowledge Proofs, eliminating direct identity leak-
age. Replay attacks are mitigated through the use of timestamp—nonce pairing, which reduces their success rate to approximately 2%, as
shown in Fig. 5.

The use of a permissioned blockchain ensures strong resistance to Sybil attacks by restricting validator participation, while immutable
transaction logging mitigates collusion by enabling transparent post-hoc auditing. Collectively, these mechanisms provide comprehensive
adversarial resilience across multiple threat vectors.

Table 3: Comparative Resistance to Mobility Attacks

Attack Baseline Privacy Framework [1] Blockchain Framework A [2] Blockchain Framework B [3] Proposed Framework
Tracking v X v (partial) vV
Identity Exposure X X v vV
Replay X X v vV
Sybil X v v vV
Collusion X v v vV

Replay Attack Success Rate Comparison
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Fig. 5: Replay Attack Success Rate Comparison.
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5.3. Performance and scalability analysis

System performance was evaluated in terms of latency, throughput, and storage efficiency as transaction load increased. As shown in Fig.
6, the proposed framework achieved an average transaction latency of approximately 0.8 seconds, outperforming both Miron [4] and Islam

[5].

Transaction Latency Comparison Across Mobility Frameworks
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Fig. 6: Transaction Latency Comparison.

As shown in Fig. 6, the proposed framework consistently achieves lower transaction latency than comparable blockchain-based mobility
systems. This confirms that Proof-of-Authority consensus enables real-time mobility services without introducing performance bottlenecks.
A detailed latency breakdown in Fig. 7 reveals that network transmission and transaction validation account for the majority of the delay,
while consensus contributes only ~0.25 seconds. This confirms that PoA consensus does not represent a performance bottleneck and is
well-suited for latency-sensitive mobility applications.

Latency Breakdown by System Component

0.35

0.30s
0.30 1

0.25s 0.25s

0.25 1

0.20 A

0.15 1

0.10 1

Delay Contribution (seconds)

0.05 1

0.00 -
Network Delay Validation Consensus

Processing Component
Fig. 7: Latency Contribution Breakdown.

Throughput scalability is illustrated in Fig. 8, where the proposed system sustained 1,200 TPS with 20 validators. Even when the validator
count increased to 25, throughput remained stable, demonstrating efficient consensus scaling. In comparison, Islam [5] and Miron [4]
achieved maximum throughputs of 950 TPS and 870 TPS, respectively.
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Throughput Scalability with Increasing Validators
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Figure 8 highlights that the proposed system sustains high throughput as the number of validators increases, indicating efficient consensus
scalability. This behavior is essential for large-scale smart city deployments involving multiple stakeholders.

Storage efficiency was evaluated by measuring ledger growth over one million transactions. As shown in Fig. 9 and Table IV, the proposed
framework required 2.1 GB, significantly lower than the 3.2 GB observed in earlier centralized implementations. This improvement is
attributed to optimized metadata handling, which minimizes blockchain bloat while preserving auditability.
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Fig. 9: Blockchain Storage Growth Comparison.
Table 4: Performance Summary
Metric Baseline Privacy Framework [1] Blockchain Framework A [2] Blockchain Framework B [3] Proposed Framework
Latency (s) 1.2 1.7 1.0 0.8
Throughput (TPS) 720 870 950 1200

Storage (IM tx, GB) 3.2 2.5 2.2 2.1
Energy (J / 1000 tx) - - 90 60

5.4. Privacy—utility trade-off analysis

The relationship between privacy protection and service utility was examined by varying the privacy budget €. As shown in Fig. 10, stronger
privacy (lower €) reduces service accuracy, while higher € values improve precision at the cost of increased privacy leakage.

At € = 1.0, the proposed framework achieves a balanced operating point, delivering approximately 75% navigation accuracy while main-
taining adversarial inference below 15%. This result demonstrates that the framework not only enhances privacy but also preserves practical
usability, extending the dummy-location model [1] with finer control and adaptability.
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5.5. Energy efficiency and system resilience
Energy efficiency was evaluated by measuring consensus energy consumption. As illustrated in Fig. 11, the PoA-based design consumes
approximately 60 joules per 1,000 transactions, which is significantly lower than Proof-of-Stake (90 J) and Proof-of-Work (150 J). This

efficiency makes the framework particularly suitable for energy-constrained smart cities and IoT environments.

Energy Consumption Comparison of Blockchain Consensus Mechanisms
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Fig. 11: Consensus Energy Cost Comparison.

The results in Fig. 11 confirm that Proof-of-Authority consensus significantly reduces energy consumption compared to Proof-of-Stake
and Proof-of-Work mechanisms. This improvement enhances the sustainability of the framework for energy-constrained smart mobility
environments.

System resilience was assessed by simulating varying proportions of malicious validators. As shown in Fig. 12, the proposed framework
maintained a throughput of above 1,100 TPS even with 30% malicious nodes, whereas PoS and PoW systems degraded to below 500 TPS
under similar conditions. These results confirm Byzantine fault tolerance and validate the framework’s robustness for real-world deploy-
ment.
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Fig. 12: Validator Fault Tolerance Analysis.
5.6. Evolution of the proposed framework

The proposed framework represents a natural evolution of the author’s prior research rather than a replacement. Table V summarizes this
progression, from centralized dummy-location obfuscation to a fully decentralized, cryptographically secured blockchain architecture.

Table 5: Evolution of Privacy-Preserving Frameworks

Feature Baseline Privacy Framework [1] Proposed Blockchain-Based Framework
Privacy Dummy locations Dummy + Geo-indistinguishability + ZKPs
Architecture Centralized cloud Permissioned blockchain (PoA)
Authentication Token-based Pseudonym + ZKP

Scalability Localized Global, multi-stakeholder

Trust Model Central authority Distributed validators

Contribution Foundational Extension and integration

This evolution is visually illustrated in Fig. 13, highlighting the continuity and progressive enhancement of privacy, scalability, and trust
mechanisms over time.

Stepwise Evolution of Privacy-Preserving Smart Mobility

2022 2024 2025
Research Progression

Fig. 13: Research Evolution Timeline (2022-2025).

Collectively, the results demonstrate that the proposed framework delivers a comprehensive and practical solution for privacy-preserving
smart mobility. By achieving adversarial inference accuracy below 12%, sustaining 1,200 TPS, maintaining sub-second latency, reducing
replay attacks to negligible levels, and optimizing energy efficiency, the framework validates both theoretical robustness and real-world
feasibility. Importantly, this work reflects a trajectory of continuous improvement, positioning the proposed system as a mature, scalable
foundation for next-generation, innovative mobility services.

6. Conclusion

This paper presents a comprehensive blockchain-based privacy-preserving framework for smart mobility services that advances beyond
conventional location-obfuscation approaches by integrating geo-indistinguishability, pseudonymous authentication, Zero-Knowledge
Proofs (ZKPs), and Proof-of-Authority (PoA) consensus into a unified, end-to-end architecture. By extending earlier dummy-location
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privacy mechanisms [1] with decentralized trust enforcement and cryptographic verification, the proposed framework addresses long-
standing limitations in urban mobility systems, including centralization, scalability, and adversarial resilience.

Extensive evaluation using realistic mobility traces demonstrated that the framework delivers strong privacy guarantees, reducing adver-
sarial inference accuracy to below 12% while maintaining approximately 75% service utility at balanced privacy budgets. This result
confirms that calibrated noise injection combined with dummy-location strategies can effectively protect trajectory privacy without com-
promising navigation accuracy. Additionally, integrating pseudonyms and ZKPs eliminates direct exposure of identities, enabling privacy-
preserving eligibility verification without revealing sensitive user attributes.

From a security perspective, the framework exhibited comprehensive resistance to tracking, replay, Sybil, and collusion attacks, signifi-
cantly strengthening the threat model coverage compared to existing solutions [2], [3]. Replay attack success rates were reduced from 70%
to 2%, and the permissioned blockchain architecture ensured robust Sybil resistance and auditability. Notably, the system maintained
operational stability even under 30% malicious validator participation, confirming Byzantine fault tolerance and suitability for deployment
in adversarial urban environments.

Performance analysis further demonstrated the practicality of the proposed design. The framework sustained 1,200 transactions per second
with an average latency of 0.8 seconds, outperforming comparable blockchain-based mobility systems while maintaining predictable scala-
bility. Storage growth was optimized to 2.1 GB per million transactions through efficient metadata handling, resulting in approximately
30% lower energy consumption than Proof-of-Stake-based designs. These results highlight that strong privacy and security guarantees can
be achieved without incurring prohibitive computational or energy overheads.

Beyond privacy and security guarantees, the proposed framework supports auditability and interpretability for regulatory and municipal
authorities. Immutable blockchain records enable post-hoc verification of service transactions without revealing sensitive identity or precise
location data. The use of Proof-of-Authority consensus introduces a clear governance model in which validator identities are known and
accountable, facilitating oversight and compliance. In addition, Zero-Knowledge Proof-based authentication allows authorities to verify
policy compliance without direct access to private user attributes, balancing explainability requirements with strict privacy preservation.
In the short term, future work will explore adaptive privacy budgets that dynamically adjust privacy levels based on contextual sensitivity,
as well as hybrid consensus mechanisms that further optimize performance under varying network conditions. In the longer term, real-
world pilot deployments will be essential to validate operational assumptions, assess regulatory compliance, and evaluate interoperability
with existing smart city platforms. From a governance perspective, further investigation into validator accountability and ethical oversight
in Proof-of-Authority systems will support responsible and transparent smart mobility deployments.
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