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Abstract 
 

The integrity, coupled with the transparency of electoral systems, is vital for the existence of a democratic society if that society is to 

function well. Often, conventional electronic voting mechanisms are criticized for their security vulnerabilities, with a lack of transparency, 

together with limited public trust. Blockchain technology has come about to be a possible enabler for trustless and immutable systems. 

However, such a standard, privacy-preserving, verifiable voting model remains elusive. This work seeks to fill this void with the use of a 

blockchain e-voting system that uses QR codes to validate voters, cryptographically ensures integrity with the EFFT-SWIFFT hash, and 

also handles ballots through smart contracts. A feature matrix together with a visual chart was used in a systematic literature review of 28 

peer-reviewed papers to analyze and compare authentication methods, transparency techniques, consensus mechanisms, and scalability 

solutions. Though the analysis reveals that entities greatly underutilize advanced cryptographic primitives such as zero-knowledge proofs 

and post-quantum hashing, these primitives potentially improve privacy and also verifiability. Present in the proposed model is a multi-

layered architecture. Also, the model can offer a secure as well as transparent solution for addressing these gaps. Blockchain-based e-

voting can increase trust, reduce fraud, and broaden democratic participation, but it requires real-world validation through pilot projects 

and usability testing. 

 
Keywords: Blockchain; Electronic Voting; Smart Contracts; Cryptography; E-Voting Security; Decentralized Systems. 

1. Introduction 

Free and equitable elections are a foundation for democratic governance. E-voting systems that are secure and transparent, and that are also 

tamper-proof, are in higher level of demand as electoral processes become more digitized. Traditional electronic voting systems, while 

efficient in counting and logistics, are frequently criticized for security loopholes, centralization risks, and the lack of auditability. These 

challenges erode public confidence and heighten apprehensions regarding electoral integrity, particularly in critical national elections. 

Recent advancements in distributed ledger technology (DLT), particularly blockchain, offer, howevertransparency. Blockchain's inherent 

characteristics, like immutability, transparency, and decentralized consensus, have attracted significant interest among researchers aiming 

to reimagine electronic voting. Nevertheless, a comprehensive and unified approach that integrates identity verification, vote integrity, and 

data confidentiality remains largely undeveloped. 

This study identifies critical gaps in the current body of literature, particularly the limited use of advanced cryptographic tools (e.g., homo-

morphic encryption, zero-knowledge proofs, post-quantum hash functions) and the lack of standardized models suitable for real-world 

deployment. To address this, we propose an enhanced e-voting model that combines QR code-based voter authentication, cryptographically 

secure EFFT-SWIFFT hashing, and Ethereum-based smart contracts to deliver a verifiable and privacy-preserving voting mechanism. 

The methodology involves a detailed literature survey of 28 peer-reviewed papers, filtered through inclusion/exclusion criteria focused on 

peer-reviewed blockchain-based e-voting implementations from 2018 to 2024. A comparative analysis of technical features was performed 

to derive trends, research gaps, and emerging practices. These findings intend to inform system design. Future research should also be 

guided toward more strong, secure, as well as scalable e-voting systems. 

2. Related Works 

Adiputra et al. [1] suggested a structure for electronic voting using blockchain. Transparency should improve using this system plus vote 

tampering should be reduced. After votes are submitted, the system ensures they cannot be changed. The system uses decentralized block-

chain storage to achieve this guarantee. 

http://creativecommons.org/licenses/by/3.0/
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Hjálmarsson et al. [2] have developed a blockchain-based e-voting system that is tamper-resistant and transparent. The work stresses smart 

contracts' use so they ease secure vote tallying as well as verification, maintaining voter anonymity plus decentralization. 

Hardwick et al. [3] introduced a privacy-focused blockchain e-voting protocol allowing vote re-casting inside the voting window. Their 

solution decentralizes, protects voter privacy, and offers mechanisms for transparency and verifiability. 

Lee et al. [4] presented an e-voting system; blockchain use prevents ballot tampering plus improves transparency. The paper models an 

implementation that is suited to small to medium-scale elections and applies the model at a national level. They provide an early prototype 

but only test small-scale settings. No metrics are reported for large electorates. 

Al-Rawy and Elci [5] designed a blockchain-based digital voting system. The design had stressed both transparency and also vote immu-

tability. Their architecture securely frames voter identity when it validates and decentralizes the ledger mechanisms. 

Pawlak et al. [6] integrated smart agents into a blockchain-based e-voting system. These agents also assist in decision-making and can 

improve the automation of voting tasks. The system then has efficiency coupled with security because of these agents. 

Yu et al. [7] have proposed such a platform-independent blockchain voting system in which voter privacy and cryptographic verifiability 

were central to the system. The system employs tools that are advanced cryptographic. They provide for end-to-end security and integrity 

of vote records. 

Sohel Ahmed et.al [8] in their paper introduce an electronic voting system using a hybrid blockchain integrating DeepFace for face recog-

nition, sharding for increased scalability, and post-quantum cryptography techniques improving security. To prevent fraudulent activities 

as well as to ensure voter privacy, the system employs zero-knowledge proofs with a novel multiparty computation protocol. The system 

can handle elections on a large scale in a secure way. Analysis indicates its efficient performance potential. 

VoteChain, which was designed by Pandey et al. [9], is in fact a blockchain-based electronic voting system that allows for improved 

election transparency and security. The system diminishes vulnerabilities in regular centralized databases. DoS attacks can affect the use 

of blockchain technology. The authors implemented and then tested out the system within a real-world polling scenario, and this demon-

strated its practical applicability for large-scale elections. 

Because of its use of Ethereum smart contracts, Shrestha et al. [10] developed a blockchain-interfaced secure e-voting system. When the 

system stores votes on the blockchain, it secures them immutably. It features encrypted voter identification with separate portals for voters 

and election commissions because it seeks to streamline the election process and reduce associated hassles. 

Lopes et al. [11] proposed a blockchain-based e-voting system based on blockchain technology's immutable and decentralized nature. 

Smart contracts are used by the system to ease voting processes that are secure and transparent. This eliminates any need for third-party 

intermediaries, and it improves efficiency within both public and private sector elections. 

Bulut et al. [12] designed a system for electronic voting that is blockchain-based for use in elections in Turkey. The system investigates 

problems in customary elections such as security vulnerabilities, lack of transparency, and prolonged vote-counting times. Data integrity 

is guaranteed, voter privacy is safeguarded, with result processing is accelerated by the proposed blockchain solution. 

Zhang et al. [13] introduced Ques-Chain, an Ethereum-based e-voting system balancing authentication and confidentiality. The protocol 

prevents fraudulent activities by ensuring voter anonymity. Authors discuss system adaptability to applications other than voting, too. They 

do highlight the versatility of the system. 

Fatrah et al. [14] have presented a proof-of-concept voting system based on blockchain. Voter privacy, reliability, and security were stressed 

by the system. To protect voter identities and to ensure voting process integrity, the system incorporates smart contracts and zero-knowledge 

proofs. Election expenses can be diminished as electoral processes can have a strengthening of trust by way of this system, the authors 

contend. 

Khan et al. [15] suggested a secure online voting system using blockchain, as they sought to improve e-voting system resilience. End-to-

end verifiability is achieved since the system leverages blockchain's transparency with cryptographic foundations. The system makes use 

of the Multichain platform. It works well to make elections secure and clear. 

Kumar et al. [16] developed a secure electronic voting system using blockchain technology, where voter details and votes are stored in 

separate blockchains. This dual-blockchain methodology improves transparency and enables voters to independently audit the ballot box 

while preserving confidentiality. The system facilitates online voting, making the process more accessible and secure. 

Hardwick et al. [17] developed a decentralized blockchain protocol for secure electronic voting, ensuring ballot confidentiality, vote re-

casting, and comprehensive verifiability. The approach includes a mix of voter anonymity and blockchain integrity using cryptographic 

credentials. 

Zheng et al. [18] conducted a comprehensive survey of blockchain technologies, including their use in secure e-voting. The paper discusses 

consensus mechanisms, smart contracts, and decentralized applications, highlighting key research challenges in voting applications. 

Chaum et al. [19] introduced Scantegrity, a voting system that adds end-to-end verifiability to traditional optical scan voting. It utilizes 

cryptographic confirmation codes, allowing voters to verify that their votes were correctly counted. 

Hanifatunnisa and Rahardjo [20] developed a blockchain-based e-voting system that integrates SHA-256 and smart contracts for end-to-

end security. The prototype demonstrates practical security in vote casting, storing, and verification. 

Noizat [21] discussed the potential of blockchain voting systems as an extension of Bitcoin's decentralized architecture. The paper intro-

duces the conceptual framework for blockchain-backed vote recording and auditability, which lays foundational insights into future decen-

tralized voting models. 

Kshetri and Voas [22] provided an analytical review of blockchain applications in voting systems. The authors emphasize socio-technical 

barriers, government trust requirements, and the potential of smart contracts to automate electoral processes while ensuring transparency. 

Hjalmarsson et al. [23] proposed a decentralized e-voting model that uses the Tendermint consensus engine for fast, Byzantine-fault-

tolerant vote aggregation. Their system separates vote storage from vote tallying to improve both privacy and system performance. 

Springall et al. [24] performed a security analysis of the Estonian Internet voting system, uncovering vulnerabilities in vote privacy, server 

authentication, and malware susceptibility. The study emphasized the importance of operational security and proper code auditing in real-

world deployments, showing that cryptography alone cannot eliminate operational risks. 

Culnane et al. [25] examined the iVote system used in New South Wales, Australia, identifying flaws in SSL certificate validation and vote 

anonymization. Their analysis highlights how cryptographic weaknesses can compromise election outcomes even in seemingly secure 

systems. 

Ayed [26] presented a smart contract framework for e-voting systems that can be embedded into Ethereum to ensure automation and 

transparency. The architecture supports real-time auditing and has been tested for latency and correctness in election scenarios. 

Benaloh [27] contributed a pioneering scheme using homomorphic encryption for secure vote aggregation. This foundational work estab-

lished a framework for many modern encrypted tallying systems in e-voting. 
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Sandler et al. [28] proposed a coercion-resistant voting protocol based on fake credentials and trapdoor commitments. It allows voters to 

deny their votes under coercion while enabling cryptographic proof during tallying. 

 

 
Fig. 1: Feature frequency in Blockchain-based Evoting literature. 

 

Figure 1 illustrates the frequency distribution of ten critical features identified in 28 peer-reviewed papers on blockchain-based electronic 

voting systems. These features were selected based on their relevance to security, verifiability, usability, and post-quantum resilience. The 

ten important features are voter authentication, voter anonymity, verifiability, consensus mechanism, smart contracts and automation, 

scalability solutions, cryptographic primitives, transparency and auditability, coercion resistance, and usability or accessibility. Voter au-

thentication is the process of checking each person’s identity using things like biometrics or QR codes. Voter anonymity means that we 

can’t connect a voter’s choice to them, and verifiability means that participants and auditors can check that votes were recorded and counted 

correctly. The system’s trust and performance depend on the consensus mechanism it uses, like Proof of Work, Proof of Stake, or Byzantine 

Fault Tolerance. Automated systems and smart contracts make it possible to program logic for handling and counting ballots. Sharding, 

layer-2 protocols, and off-chain aggregation methods are all examples of scalability solutions that can handle large electorates. Crypto-

graphic primitives like homomorphic encryption, zero-knowledge proofs, and post-quantum hashing (EFFT-SWIFFT) make security guar-

antees stronger. Transparency and auditability stress the importance of public ledgers or logs that can be checked, while coercion resistance 

deals with problems like vote-buying or scaring voters. Finally, usability and accessibility make sure that systems are useful and open to 

everyone. 

Scalability remains a significant challenge for blockchain-based e-voting. Public platforms like Ethereum face high transaction (gas) costs 

and latency, limiting throughput. Cryptographic components EFFT-SWIFFT also introduce computational overhead depending on the 

input size. The existing solutions include sharding, layer-2 protocols, and off-chain aggregation with on-chain commitments. 

 
Table 1: Comparison of Scalability Approaches in Blockchain-Based E-Voting Systems 

Approach Mechanism Pros Cons 

On-chain ballots 
Each vote is directly recorded on-

chain 

Simple audit, strong tamper-

evidence 
High gas cost, low throughput 

Off-chain aggregation + on-chain 
commitment 

Batch votes off-chain, post hash 
on-chain 

Low cost, high throughput 
Requires aggregator trust or ZK ag-
gregation 

Sharding Split the electorate across shards Parallel processing Cross-shard coordination complexity 

Layer-2 (rollups/state channels) 
Votes settled off-chain, final state 

on-chain 
Cheap, scalable More complex, delayed finality 

Alternative consensus (Tender-
mint/BFT) 

Use BFT engines in permissioned 
settings 

Low latency, scalable Requires trusted validators 

3. Regulatory and Ethical Considerations 

Blockchain-based e-voting systems must follow election regulations that protect the privacy of ballots, make them easy to verify, make 

sure everyone can vote, and ensure accountability while addressing the challenges of decentralization and data governance. Regulatory 

frameworks vary across jurisdictions, and permissionless infrastructures may raise other issues like where data is stored, who has authority 

over it, and responsibility for validator operations. Ethical and social dimensions are equally critical, particularly issues of voter coercion, 

vote-buying, digital exclusion, and the privacy risks associated with metadata exposure. Implementing coercion resistance mechanisms 

like deniable credentials, ensuring inclusive design for users with varying digital literacy, and providing accessibility through multiple 

devices and assistive technologies can enhance fairness and trust. Eventually, transparency must be balanced with privacy; overly detailed 

audit data can endanger voter anonymity, while insufficient transparency may undermine public confidence in the electoral process. 

4. Preliminary Validation 

A quick feasibility analysis could strengthen the model’s practical relevance. We recommend simulating voting with different numbers of 

voters (1K, 10K, 100K voters), and then evaluating the cost of gas per batched commitment, the latency of vote submission, and CPU time 

for EFFT-SWIFFT hashing. Even basic prototype results (e.g., gas ≈ X per 100 votes, latency ≈ Y ms) would show trade-offs and scala-

bility. Future work will augment these tests with full-scale simulations and user trials. 
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5. Conclusion 

Blockchain technology offers a revolutionary potential for enhancing and modernizing electronic voting systems. This survey analyzed 

over two dozen key contributions, revealing that while the field has made significant strides in design diversity, cryptographic robustness, 

and privacy-preserving techniques, challenges such as regulatory compliance, voter anonymity, scalability, and coercion resistance remain 

inadequately addressed. Future work must focus on large-scale usability testing, legal integration, and real-world pilot studies that balance 

theoretical advances with practical requirements. Collaborative efforts between technologists, policymakers, and civic bodies will be es-

sential for transitioning from proof-of-concept to real-world electoral infrastructure. 
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