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Abstract 
 

As the sophistication of cybersecurity threats continues to rise, colleges and universities are increasingly faced with threats to their digital 

assets. Traditional approaches to forecasting cybersecurity threats tend to fall short in accurately classifying specific threats, processing 

ultra-high-dimensional data, and responding suitably to patterns of attacks. To address these challenges, this study introduces a novel 

prediction model: BPNN-CPOA-CSP-UAC. The model incorporates a Backpropagation Neural Network (BPNN), a heavily used model 

that can learn complexities in data. To address parameter tuning deficiencies, the model employs the Crested Porcupine Optimization 

Algorithm (CPOA) to discover the best weights and biases for the neural network, significantly enhancing learning performance and pre-

dictive accuracy. Further performance improvements are achieved using the Harbor Seal Whiskers Optimization Algorithm (HSWOA) for 

feature selection. This eliminates duplicate information by choosing the most descriptive features and eliminating irrelevant information, 

thus improving the model's accuracy. Tanh-estimator normalization is also used during pre-processing to scale input features and thus 

ensure high-quality data during training. The model was trained and tested using two benchmark intrusion detection datasets, CIC-IDS-

2017 and UNSW-NB15. Performance on testing is remarkable with precision and accuracy both at 99.99%, recall, and F1-score at 99.98%. 

The model also yielded a minimum false positive ratio of 0.0175%, a false negative ratio of 0.0165%, and a quick execution time of 90.5 

milliseconds. These results suggest BPNN-CPOA-CSP-UAC as a practical and efficient academic institution cybersecurity threat predic-

tion model. Since it can predict threats quickly and effectively, it is a strong defense tool against emerging cyber threats in educational 

institutions. 

 
Keywords: Cyber threat detection, Backpropagation Neural Network (BPNN), Crested Porcupine Optimization Algorithm (CPOA), Harbor Seal Whiskers 

Optimization Algorithm (HSWOA), Tanh-estimator normalization. 

1. Introduction 

The growing Evolution to greater sophistication and the constantly changing nature of cyber threats have required cybersecurity forecasting 

as a mandatory need for colleges and universities. Organizations operate in highly dynamic and diverse environments where students, 

faculty, researchers, and administrative staff collectively constitute a large attack surface for the attackers [1,2]. Traditional security 

measures—signature-based and anomaly-based detection—have failed to impress. Signature-based techniques rely on the availability of 

known patterns of attack and are ineffective against new threats, while anomaly detection techniques give high false positives, generating 

tens of thousands of alarms that saturate security infrastructures [3,4]. As threats to the cyber world evolve at an increasingly improved 

level, there is an increasingly greater demand for intelligent, adaptive, and affordable security. Though Network Intrusion Detection Sys-

tems (NIDS) remain at the center of security frameworks, they must possess precise and timely threat prognosis capabilities to be effective 

[5,6]. The traditional NIDS, with time, have developed, but their incapability in handling unknown and emerging threats has established 
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the importance of applying machine learning (ML) and deep learning (DL) for intrusion detection [7,8]. However, such models are prone 

to oversimplification, insufficient flexibility, and reliance on over-complicated feature sets [9,10]. To avoid such limitations, the present 

study proposes a new cybersecurity prediction model: BPNN-CPOA-CSP-UAC, optimized for the higher education context [11,12]. The 

model couples a Backpropagation Neural Network (BPNN) with the Crested Porcupine Optimization Algorithm (CPOA) to improve the 

learning efficiency and prediction precision. It also employs the Harbor Seal Whiskers Optimization Algorithm (HSWOA) for feature 

extraction, thus using only the most informative and salient features as inputs. This optimizes interpretability while reducing noise [13,14]. 

The model is evaluated on two benchmark intrusion detection datasets, CIC-IDS-2017 and UNSW-NB15, with preprocessing conducted 

using Tanh-estimator normalization. Experimental results depict excellent accuracy, precision, recall, and F1-score, with virtually zero 

false positive and false negative rates, achieved within quick execution times. The findings demonstrate the strength of BPNN-CPOA-

CSP-UAC in making quick and correct predictions for cyberthreats, which is a valuable contribution towards securing computer networks 

in universities and colleges [15,16]. The rest of the paper is discussed as follows: Section 2 discusses related work and current cybersecurity 

prediction problems. Section 3 presents the research design and key components of the proposed model. Section 4 presents experimental 

results and performance comparisons. Finally, Section 5 concludes with key findings, contributions, and future research directions. 

2. Literature Survey 

There has been a recent flow of cybersecurity research, designing prediction methods to be implemented in universities and colleges 

because of their complicated network infrastructures and growing vulnerability to cyberattacks. One such framework used an enormous 

pre-processing pipeline—categorical and numerical feature management, normalization, sampling, and transformation—to pre-process 

data for prediction [17,18]. Though this technique had a staggering accuracy of 98.42%, its excessively lengthy execution time made it 

impractical. Another model, the LSTM-CSP-UAC, was also proposed in another research, employing Long Short-Term Memory (LSTM) 

networks to forecast weekly rates of malware incidents in Brazilian universities [19,20]. The model was able to detect temporal patterns 

with real-world data but had a relatively low prediction rate of 87.34%, necessitating increased accuracy. Pre-processing in this case in-

volved outlier removal with the ADASYN (Adaptive Synthetic Sampling) method. Another model was very accurate at 99.97% in identi-

fying cybersecurity threats but possessed a low F1-score, representing performance imbalances in classification [21,22]. Similarly, Al-

ghamdi and Ragab (2022) introduced the DNN-SROA-CSP-UAC model, with median filtering applied during pre-processing and feature 

extraction with DenseNet-77. Classification was performed with a deep neural network optimized with the Search and Rescue Optimization 

Algorithm (SROA) [23,24]. Even though this system achieved high recall values, low precision limited its capacity to minimize false 

positives. These studies, collectively, point towards repeating problems in constructing cybersecurity prediction systems that can achieve 

a balance between precision, recall, accuracy, and computational cost. The increasing size and complexity of cyber-attacks on universities 

tend to leave vulnerabilities in existing models, ranging from high execution times to low F1-scores and lower precision [25,26]. To 

mitigate the above constraints, this research puts forward the BPNN-CPOA-CSP-UAC model that merges Backpropagation Neural Net-

works (BPNN) with the Crested Porcupine Optimization Algorithm (CPOA) [27,28]. The integration yields a better adaptive, computa-

tionally lightweight, and intelligent predictive system. Overcoming the limitations of the past approaches and employing robust optimiza-

tion and learning strategies, the introduced model aims to improve the cybersecurity resilience of colleges and universities by a significant 

degree [29,30]. 

3. Proposed Methodology 

This chapter presents the BPNN-CPOA-CSP-UAC model, which is intended to deliver accurate and efficient cybersecurity threat predic-

tion for college and university environments. The proposed model integrates a Backpropagation Neural Network (BPNN) with the Crested 

Porcupine Optimization Algorithm (CPOA) to enhance learning and prediction functionality. As presented in Figure 1, the process is 

separated into three major phases: Data pre-processing using Tanh-estimator normalization, Feature selection using the Harbor Seal Whisk-

ers Optimization Algorithm (HSWOA), Threat Prediction using the BPNN-CPOA-CSP-UAC model. The following subsections detail 

each step, along with the training and test datasets employed, which are publicly available benchmark datasets. 

3.1 Dataset Description for Cybersecurity Prediction in Universities and Colleges 

For measuring model performance, two widely used benchmark datasets are employed: CIC-IDS-2017 and UNSW-NB15. Each of the 

datasets mimics actual traffic and includes a mix of various attack vectors characteristic of the most prevalent threats to higher education 

networks. 

3.1.1 CIC-IDS-2017 Dataset 

CIC-IDS-2017 dataset, developed by the Canadian Institute for Cybersecurity (CIC), provides a realistic and comprehensive representation 

of contemporary network traffic [31,32]. Provided in PCAP format and processed using CICFlowMeter-V3.0, it contains 78 feature-ex-

tracted features with correct attack labels. Traffic is recorded from 25 users with varying usage patterns of network protocols like HTTP, 

HTTPS, FTP, SSH, and email, thereby simulating typical usage patterns and abnormal activities (CIC, 2024). Normal and malicious traffic 

is both incorporated, spread across 2,830,743 records in differing categories of attacks like DoS, brute force, botnet, infiltration, and web-

based attacks [33–35]. Because of its richness of features and attack vector variability, CIC-IDS-2017 is extremely appropriate for academic 

institution cybersecurity prediction model designing and testing. Its elaborate breakdown of attack types is provided in Table 1. 
 

Table 1: CIC-IDS-2017 Dataset Distribution 

Traffic Type Category/Attack Type Number of Records Percentage (%) 

Normal Traffic Benign 22,73,097 88.27 
DoS Attacks GoldenEye 41,508 1.61 

  Hulk 2,31,073 8.97 

  SlowHTTPTest 5,796 0.23 
  Slow Loris 5,796 0.23 

Brute Force FTP-Patator 7,938 0.31 

  SSH-Patator 5,897 0.23 
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Web Attacks SQL Injection 21 0 

  XSS 652 0.03 

  Brute Force–Web 1,507 0.06 

Infiltration Infiltration Attacks 36 0 

Botnet Botnet Activity 1,966 0.08 
Total Records — 25,75,287 100 
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Fig. 1: Block diagram illustrating the BPNN-CPOA-CSP-UAC methodology 

3.2 Pre-processing Process 

Data Pre-processing is a crucial process for constructing stable and precise cybersecurity prediction models. In this study, Tanh-estimator 

normalization is employed to normalize the input data [36,37]. It employs the hyperbolic tangent function to scale raw data to a normalized 

range, which enhances the stability of training and preserves the essential properties of the dataset. Furthermore, the Hampel estimator is 

included to counter the influence of outliers so that training is not distorted by extreme values [38,39]. The overall effect of such pre-

processing techniques is to bring features to a common range, remove noise, and retain the natural data distribution, thereby benefiting 

both model accuracy and robustness. Figure 2 shows the Architecture diagram of BPNN. 
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Fig. 2: Architecture diagram of BPNN. 
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Table 2: BPNN-CPOA-CSP-UAC Model Hyperparameters 

Hyperparameter Value 

Learning Rate 0.005 

Number of Hidden Layers 4 

Number of Neurons per Layer 128 

Batch Size 64 

Activation Function ReLU 

Epochs 150 

Optimization Algorithm Crested Porcupine Optimization (CPOA) 
Population Size 50 

Number of Iterations 200 

Fitness Function Accuracy Improvement 

Search Space Dimension 10 

 

 
Fig.3: Comparative Accuracy Analysis on CIC-IDS-2017 

 

 
Fig. 4: Comparative Precision Analysis on CIC-IDS-2017 

 
Fig. 5: Comparative Recall Analysis on CIC-IDS-2017 

 

For verifying the accuracy of the effectiveness of the model, the BPNN-CPOA-CSP-UAC framework was experimented with the CIC-

IDS-2017 dataset, where data were divided into training set, validation set, and testing set in a 3:1:1 proportion [40,41]. The experiments 

were conducted on an Intel Core i7 (2.50 GHz) processor-based machine having 8 GB RAM, Windows 10 OS, and a Python-based devel-

opment environment [42,43]. The hyperparameters employed in the model are summarized in Table 2. For comparison purposes, the 
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proposed method was compared against three earlier models—CNN-RNN-DNN-CSP-UAC (Barik et al., 2022), LSTM-CSP-UAC (de 

Souza et al., 2024), and DNN-SSA-CSP-UAC (Al-Ghamdi et al., 2022). The outcomes depicted that BPNN-CPOA-CSP-UAC performed 

better than baselines for all categories of attacks. Specifically, in accuracy, the model recorded gains of 2.05% to 4.87% over DNN-SSA-

CSP-UAC, 12.79% to 19.38% over CNN-RNN-DNN-CSP-UAC, and 0.27% to 0.68% over LSTM-CSP-UAC [44,45]. Precision measures 

recorded even greater gains with values of 9.02% to 10.71% over DNN-SSA-CSP-UAC, 19.78% to 22.14% over CNN-RNN-DNN-CSP-

UAC, and 5.74% to 7.99% over LSTM-CSP-UAC. Similarly, recall performance also ensured the robustness of the model, with improve-

ments of 8.14% to 10.09% against DNN-SSA-CSP-UAC, 16.62% to 22.44% against CNN-RNN-DNN-CSP-UAC, and 6.76% to 9.21% 

against LSTM-CSP-UAC. The results demonstrate that the BPNN-CPOA-CSP-UAC model is not only precise but also more trustworthy 

and stronger in predicting cybersecurity attacks in academic networks [46,47]. By ensuring greater accuracy, precision, and recall, the 

model is extremely useful in defending institutions of higher learning against emerging cyberattacks. Figures 3–8 present a comparative 

performance analysis of the proposed BPNN-CPOA-CSP-UAC model against existing baseline models on two benchmark intrusion de-

tection datasets: CIC-IDS-2017 and UNSW-NB15. Figure 3 shows the comparative accuracy of the models on the CIC-IDS-2017 dataset 

[48,49]. The proposed model demonstrates superior accuracy, indicating its effectiveness in correctly identifying both normal and attack 

traffic [50,51]. Figure 4 illustrates the comparative precision on CIC-IDS-2017. The higher precision of the proposed model indicates a 

lower rate of false positives, ensuring that benign traffic is rarely misclassified as malicious. Figure 5 displays the recall comparison on 

CIC-IDS-2017. The elevated recall reflects the model’s strong ability to detect actual attacks, minimizing false negatives. Figure 6 shows 

the comparative accuracy on the UNSW-NB15 dataset. The proposed model consistently outperforms baseline approaches, highlighting 

its generalization capability across different network environments. Figure 7 illustrates the precision comparison on UNSW-NB15. The 

model maintains high precision, confirming its reliability in distinguishing between attack and normal traffic. Figure 8 presents the recall 

comparison on UNSW-NB15. The proposed model achieves higher recall, demonstrating robust detection of diverse attack types. 

 

 
Fig. 6: Comparative accuracy Analysis on UNSW-NB15 dataset 

 
Fig. 7: Comparative precision Analysis on UNSW-NB15 dataset 

 

 
Fig. 8: Comparative recall Analysis on UNSW-NB15 dataset 

 



International Journal of Basic and Applied Sciences 49 

 

4. Conclusion 

The results firmly demonstrate the robustness and effectiveness of the BPNN-CPOA-CSP-UAC model in handling diverse attack scenarios 

in educational networks. On both the CIC-IDS-2017 and UNSW-NB15 datasets, the proposed model consistently outperforms baseline 

approaches across multiple evaluation metrics. For CIC-IDS-2017, it achieves higher accuracy, precision, recall, and F1 scores, while 

significantly reducing false positive and false negative rates, alongside markedly lower execution time. Similarly, on UNSW-NB15, the 

model maintains superior accuracy, precision, recall, and F1 scores, with substantially reduced FPR, FNR, and computational overhead. 

These results confirm that BPNN-CPOA-CSP-UAC not only enhances detection performance but also ensures efficiency and reliability, 

highlighting its suitability for practical deployment in educational network environments. 
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