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Abstract

Cloud computing(CC), which utilizes massively virtualized data centers to deliver quick and affordable computing solutions, has developed
into an established industrial standard that is growing quickly. To handle such a massive amount of data effectively, cloud computing
mostly relies on automation and dynamic resource management. In cloud computing, load balancing (LB) is a vital technique for maxim-
izing resource utilization and making sure that no resource is used up. Without the requirement for physical infrastructure, cloud LB allows
online platforms to adjust their resources in response to traffic demands. In a cloud environment, workload and resource allocation entail
determining the best way to divide up work among several servers. For increasingly severe uncertainty problems, traditional LB approaches
are simple but ineffective; for this reason, meta-heuristic methods are employed. This algorithm is heuristic and is independent of the
complexity of the challenges. Meta-heuristics approaches based on Artificial Intelligence (Al) are employed to analyze real-time data and
intelligently distribute workload among servers. This ensures efficient operations by preventing bottlenecks and enabling proactive LB
decisions. The review offers a thorough analysis of meta-heuristics techniques based on artificial intelligence (Al) for static and dynamic
LB in both homogeneous and heterogeneous cloud systems.
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1. Introduction

With characteristics like high tolerance, scalability, availability, robustness, and so on, CC is a distributed computing paradigm that stores
enormous amounts of data in order to offer software, platforms, or infrastructure services to customers on demand. Load balancing is a
method of optimizing a resource on cloud Virtual Machines(VMs). It must efficiently distribute the load across the cloud nodes in order to
prevent situations where a node is overburdened or underloaded because it processes enormous amounts of data. The cloud applications
perform better overall when LB is implemented, as seen by reduced latency, avoided bottlenecks, and higher job completion rates. Still,
there are a number of problems with LB in the cloud, such as different user requirements for Quality of Service (QoS), unexpected resource
failures, traffic variation across different regions, communication overhead, frequent traffic migration, resource waste, inconsistent service
abstractions, and so forth [1].

The Cloud Service Provider (CSP) offers services to clients for rent. Because of the readily available virtual cloud resources, the CSP's
role in offering services to the consumer is very intricate. Numerous VMs are run by physical machines in a cloud environment and are
made available to clients as computing resources. An analogous actual computer serves as the foundation for the architecture of a VM.
Actually, a VM is a guest application that runs like a real computer and has software resources. A crucial system for optimizing server
usage by dynamically distributing resources according to user application demands. The burden of non-preemptive jobs is balanced by the
dynamic execution of this process. "LB is an intricate Non-Polynomial-hard optimization problem in CC". Because of this, LB has received
increased attention from researchers and has improved system performance [2]. Figure 1 presents the benefits of LB.

Copyright © S. Balaji et al. This is an open access article distributed under the Creative Commons Attribution License, which permits unre-
stricted use, distribution, and reproduction in any medium, provided the original work is properly cited.
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Fig. 1: Advantages of LB.

Figure 2 shows the framework for LB in CC. The load balancer allocates the jobs by employing LB techniques to the VMs in turn, and
then allocates them to the physical machines via the VM monitor.
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Fig. 2: Framework for LB in Cloud Environment.

The use of Al in resource allocation can significantly cut costs and wastage. It seems like the main area of research is cloud resource
management and allocation. In the rapidly developing field of CC, one of the main concerns is the efficient scheduling of resources or the
best distribution of requests. More efficient resource management techniques will be needed for future Cloud systems due to the increasing
complexity of CC. In certain intricate situations, when assessing the effectiveness of scheduling solutions directly proves challenging,
traditional algorithms will not yield a successful plan [3].

One practical way to increase energy efficiency is to suggest dynamic LB. It entails allocating network resources in a way that fairly
distributes the weight of requests among devices. Gains in energy efficiency may result from this strategy since resources are only active
when a load is assigned to them. Intelligent algorithms that give resource distribution and load optimization top priority are needed to
implement dynamic LB in networks. Such intelligent algorithms can be developed using meta-heuristics algorithms, and it is combined
with Al to enhance optimization. The growth of meta-heuristic algorithms has taken many years. Originally, these algorithms were created
to address optimization issues in surroundings and systems. With time, dynamic LB has also used more meta-heuristic techniques, partic-
ularly in distributed and parallel systems [4].

2. Related Works

Resource management systems can support resource provisioning according to the demands of scientific applications. The most critical
problem that needs to be addressed successfully due to the heterogeneity of the resources, interdependencies, and load uncertainties in the
cloud environment is the scheduling of cloud resources. The study presented in [5] proposes a hybrid model of dynamic workload provi-
sioning in CC that combines DL with the Particle Swarm Intelligence and Genetic Algorithms (also called DPSO-GA). The paradigm
suggested works in two stages. The initial stage involves a hybrid PSO-GA process to solve the prediction challenge by taking advantage
of these two methods to optimize the Hyperparameters. In the second stage, the prediction of cloud VM machine workload is performed
by LSTM and one-dimensional CNN, in which an LSTM module creates time-related information to forecast the workload of the next VM.
The suggested paradigm simultaneously integrates resource use as a multi-resource utilization and provides a solution to the problem of
LB and over-provisioning. Large-scale simulations are conducted based on the Google cluster traces benchmarks dataset to confirm the
effectiveness of the suggested DPSO-GA method to optimize resource allocation and LB in the cloud.

A revolutionary optimal LB solution in the cloud is provided in [6] using the new Intercrossed Chimp and Bald Eagle Algorithm (IC&BA).
The LB model considers the following: (i) energy consumption; (ii) execution and migration cost; (iv) make span; and (v) LB parameters
such as response and turnaround time. To allocate the cloud workload, the multiple objective dynamic LB method was proposed in [7] as
clustering-based CMODLB. It is a form of supervised (artificial neural network), unsupervised (clustering), and soft computing (interval
type 2 fuzzy logic system)-based LB algorithm.

In CC, genetic algorithm, BAT algorithm, ant colony, grey wolf, artificial bee colony, particle swarm, whale, social spider, and dragonfly
are optimized in LB [8]. A work in [9] introduces a new technique to LB that dynamically allocates workloads across cloud resources. The
approach relies on the self-organizing and adaptive behaviors of natural ecosystems. The methodology employs the ideas of GAs and
swarm smarts to enhance load allocation strategies as much as possible.

The [10] offers an optimisation of the energy-aware job-scheduling design in heterogeneous distributed systems, utilizing meta-heuristic
methods. Due to its capability to adapt to a broad search space and its utilization of a greedy strategy to prevent premature convergence
and local maximum, the Harris Hawk Optimization (HHO) method has been considered in the optimization problem. Experiment in [11]
provides an LB technique relying on Rock Hyrax that solves the problems of power consumption and local optima solutions under the
parameters of QoS. The algorithm is tested qualitatively and quantitatively, considering both the static and dynamic work modes and VMs.
One of the new methods that has been proposed in [12] to improve LB and optimal resource allocation in the cloud is the Max-Min Heuristic
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(MMH) and the Enhanced Ant Colony Optimization (ACO). It allocates the overall load equally in the cloud following the MMH approach
to LB. LB is achieved by relocating tasks of the overloaded nodes to the underloaded nodes.

In [13], a new dynamic load-balancing method is presented, which calculates the load of each VM based on a DL model that combines
convolutional and recurrent neural networks (RNNs). The process is supposed to enhance cloud performance through better scheduling of
jobs and distribution of workloads. The suggested paradigm applies a dynamic clustering process on the basis of calculated loads to distin-
guish VMs into overloaded and underloaded groups. The technique is an enhanced combination of Reinforcement Learning (RL) and an
advanced Hybrid Lyrebird Falcon Optimization (HLFO) algorithm to enhance the effectiveness of clustering. HLFO is a combination of
the Lyrebird Optimization Algorithm (LOA) and the Falcon Optimization Algorithm (FOA). To solve the optimization issues, a hybrid
approach that integrates a meta-heuristic Black Widow Optimization (BWO) algorithm and an energy-aware self-governing job scheduler,
i.e., an Artificial Neural Network (ANN)), is suggested in [14].

Workloads should be distributed among multiple servers to use the resources efficiently and improve system performance with LB strate-
gies. The LB is an efficient method of allocating resources to the cloud based on Swarm intelligence. Swarm intelligence algorithms can
enhance the performance of a system by maximizing resource utilization, minimizing energy usage, and applying decentralized decision-
making principles [15]. To effectively balance the load in VMs, a hybrid approach named CSSA, which is a hybrid of the Simulation
Annealing (SA) algorithm and Cuckoo Search Optimization (CSO) algorithm, is proposed in [16]. In this method, the multi-objectives of
resource utilisation (RU), degree of imbalance (Dol), cost, and reaction time are taken into account to update the SA search space using
the CSO technique. In [17], a new method of VM migration, which uses the Capuchin search algorithm (CapSA), is proposed. The idea is
to leverage the benefits of migration and scheduling through a hybrid CapSA and inverted ACO algorithm that mixes both. Depending on
the nature of the work it receives, it uses a decision-making model to choose the most appropriate algorithm to use in the next work.
Relative to EC, execution time (ET), and LB, the proposed strategy is 15 to 20 percent more successful than the other methods.

In [18], a study proposed the Enhanced Marine Predator approach (EMPA), which is a scheduling efficiency enhancement method. First,
a makespan-resource-conscious task scheduling model is built. The second is the Marine Predator Algorithm that consists of the golden
sine strategy, nonlinear inertia weight coefficient, and WOA operator. Work scheduling produces a product: each person is an output of an
algorithm designed to determine the best results of scheduling. The simulation experiment pits EMPA against the following algorithms
based on the number of tasks in GoCJ datasets and generated datasets: Whale Optimization Algorithm (WOA), Particle Swarm Optimiza-
tion (PSO), Grey Wolf Optimizer (GWO), and Sine Cosine Algorithm (SCA). An optimization technique proposed in [19] employs ant
colony optimization to assign a number of scheduling goals and determine a fitness function. The algorithm is useful in deciding how to
partition the applications between edge and cloud servers to maximize their computing power.

In [20], a two-step process based on intelligent rule-based meta-heuristic task scheduling (IRMTS), which integrates machine learning
methods and meta-heuristic job scheduling solutions, is presented. Many cloud task-scheduling problems have demonstrated the effective-
ness of the hybrid approach, resulting in a significant reduction in execution time and the ability to apply meta-heuristics to time-critical
software. One of the studies in [21] focuses on how VMs can optimally remap resources based on dynamically changing loads to maximize
the overall network performance. The main objective of the current study is to critically examine some meta-heuristic algorithms used in
CC LB. These are: GA, PSO, ACO, GWO, and Artificial Bee Colony (ABC). The analysis is conducted with the help of CloudAnalyst,
which helps to analyze different strategies, key metrics of performance, including Data Centre Processing Time (DCPT) and Total Re-
sponse Time (TRT). The researchers proposed a combination method that would be a combination of the GWO and GA. The multi-
objective task scheduling aims of the hybrid GWO-GA method in CC are to reduce costs, energy consumption, and makepan [22]. In [23],
a study proposes the Multi-Objective Whale Optimization-Based Scheduler (WOA-Scheduler), which is an efficient scheduling of tasks in
CC.

The scheduler uses the WOA to optimize LB, time, and cost simultaneously. The goal of an efficient task scheduling technique is to achieve
maximum output, reduce response time, utilize fewer resources, and save on energy by allocating the right resources to the right tasks. The
best VM is scheduled using a hybrid ant genetic algorithm (combining the benefits of genetic algorithms with pheromone values based on
ant colony algorithms) [24]. In [25], the Deep Max-out prediction model was presented and used to predict future workload to enable
workload balancing. This allowed an assisted Bald Eagle Search (BES) hybrid Tasmanian Devil-aided strategy to be optimised using
scheduling. Back-Propagation Algorithm (BPA) using the ANN idea (ANN-BPA) is proposed in [26] to test the entire process of scheduling
and problem-detection.

The swarm-based optimization method concept is applied to identify the best features in training the ANN-BP A by using the data in a
random simulation. The usefulness of the model is subsequently confirmed by a comparison study involving numerous swarm methods,
including Moth Flame Optimization (MFO), ABC, CSA, and PSO. In this case, the MFO + ANN-BPA combination is better than the
alternative regarding job distribution, completion, time taken, and energy utilization. An LB and energy-efficient migration model is pub-
lished in [27] that exploits the latest security capabilities and bioinspired algorithms to optimize VM migrations. The model is the first to
leverage the use of GAs to assist in resource scheduling in the context of ACO. Such algorithms were chosen because they are effective in
replicating the workings of nature to solve difficult optimization problems.

In [28], a review is conducted on various methods of scheduling workflow based on various factors such as cost, dependability, perfor-
mance, scalability, and security. The findings indicate that 75 percent of the scheduling algorithms employ different parametric modeling
algorithms and Al-based mechanisms, whilst 25 percent of the algorithms employ heuristic-based mechanisms. A layer fit algorithm pro-
posed in a study in [29] will divide work between the fog and cloud equally based on priority levels. Moreover, a meta-heuristic method
on the basis of Modified HHO is suggested to allocate the best resource to a job within a layer. The aim is to optimize resource utilization
in the fog and cloud layers and reduce makespan time, task execution cost, and power consumption. The simulations are carried out with
the iFogSim simulation tools. The proposed layer fit algorithm and the Modified HHO are compared with the traditional HHO, ACO, PSO,
and FA. In [30], a hybrid Task Scheduling (TS) approach is proposed, which uses long short-term memory (LSTM) to determine the
dependability of task runtime, tuna swarm optimization (TSO) to plan tasks with the greatest expected runtime, and the VIKOR strategy
to backfill the leftover work. Table 1 illustrates the various Al-based meta-heuristics methods of LB in the cloud environment that are
reported in the literature. In [35], a hybridization of the improved Q-learning algorithm (QMPSO) and the adapted PSO is applied to provide
a method of dynamic LB between VMs. Q-learning is a form of reinforcement learning in artificial intelligence, which enables the learner
to adapt to its surroundings and transform its state to receive a reward or a punishment based on environmental input [35]. Table 1 compares
the main strengths and weaknesses of a few meta-heuristic and machine learning-based LB methods.
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Table 1: Meta Heuristics LB methods —Strengths and Weaknesses

>, AT Methods Used for LB Strengths Weaknesses
No Year
1 Simaiyactal. [5] DL, PSO, GA PSQ & GA converge moderately DL convergence is slow; en-
fast; good optimization accuracy ergy efficiency is low
5 Grasim cell [15] IC. BA BA has fast convergence; balanced IC convergence is only moder-
performance ate
3 Negi et al. [7] CMODLB Balanced performance across met- No mgmﬁ_cgnt strength; moder-
rics ate scalability
4 Elmagzoub etal.  GA, BAT, ACO, GWO, ABC, PSO, Whale, Swarm-based methods improve con-  Scalability and energy effi-
[8] Social Spider, Dragonfly, Raven Roosting vergence speed ciency are low to moderate
5 Khan et al. [9] S tlgmee, GA Good convergence and moderate No major energy efficiency im-
scalability provement
6 Lietal. [10] HHO, Greedy Algorithm Greedy achieves fast convergence LD e tha'n.Greedy;
moderate scalability
7 Singhal et al. Rock Hyrax Moderate energy efficiency; simple Low-moderate scalability;
[11] implementation moderate convergence
8 ][?:lazrﬁuprlya @l MMH, EACO Hybrid improves convergence speed  Scalability only moderate
9 Khan et al. [13] CNN, RNN, HLFO, FOA, LOA High scalability; FOA & LOA con- CNN/RNN slow; low energy
verge moderately efficiency
10 Selvakuamr et al. ANN, BWO Balanced performance across met- Moderate convergence; no ma-
[14] rics jor energy improvement
1 Raghav et al. Symin et Fast convergence (swarm); moder- Energy efficiency is not opti-
[15] ate scalability mal
12 Nebagiri et al. CSSA, CSO High energy efficiency; moderate- Sty s e
[16] fast convergence
13 Rostami et al. CapSA, TACO Balanced performance; moderate No s1gn}ﬁcant advantage in
[17] convergence scalability or energy
14 Gong et al. [18] EMPA Moderate convergence; simple im- Moder_a_te energy efficiency;
plementation scalability is limited
15 Khaleel et al. ACO Fast convergence; efficient in small- e s R
[19] scale systems
16 Barut et al. [20] ML, Metaheuristic Job Scheduling High scalability; adaptive Modgrate conversence; encrgy
efficiency moderate
17 Syedetal.21]  GWO, ACO, PSO, GA, ABC D e R e
improves performance
13 Beheraetal. [22] GA, GWO Balanced hybrid; moderate conver- Moder'a.te energy efficiency and
gence scalability
e Scalability is moderate; it has
19 Gupta et al. [23] WOA S;srfcconvergence, {gh GTEy G- been less tested in large-scale
y systems
20 Thilak etal. [24]  GA, ACO Balanced performance across met- No significant strength; moder-
rics ate energy
21 Karimunnisa et Deep Max-out Prediction Model, TES High scalability SIOW S, |05 GHEy
al. [25] efficiency
2 el [ ANN-BPA, PSO, ABC, CSA, MFO Moderate convergence; hybrid ap- Low energy efficiency; moder-
proach ate scalability
23 Brahmam et al. GA, ACO Balanced hybrid; moderate conver- Mod'erate scalability and energy
[27] gence efficiency
24 el el Workflow Scheduling Methods Balanced workflow handling NID ST Ol a0 25
[28] vantages
5 e MHHO, HHO, ACO, PSO, FA B e s somyeiames; bigh Scalability only moderate
[29] energy efficiency
26 ]é%?pathl el TSO, VIKOR, LSTM TSO/VIKOR moderate convergence Eizx eiltov o SResy G-
27 e s 1L [ 85 QMPSO Fast convergence; high energy effi- Scalability moderate-high; hy-

ciency

brid complexity

The existing heterogeneity of resources, interdependencies, and the unpredictability of workloads continue to make cloud resource man-
agement and scheduling critical to the effective, reliable, and cost-effective functioning of contemporary cloud systems. Recent studies
show that hybrid algorithms integrating deep learning and meta-heuristic optimization methods, including DPSO-GA, can greatly enhance
the workload prediction and dynamic resource allocation based on temporal patterns (LSTM) and feature extraction (CNN) to use VMs.
On the same note, swarm intelligence-oriented algorithms like PSO and ACO. GWO and WOA provide decentralized load-balancing
features with reduced energy use and response times. Multi-objective scheduling can be further optimized by evolutionary and bio-inspired
algorithms like GA, HHO, BWO, and HLFO, which reduce the cost of execution, migration cost, and makepan, especially in a heteroge-
neous distributed setting. Several works also combine reinforcement learning and hybrid meta-heuristic approaches, e.g., Q-learning and
PSO or deep max-out models and Tasmanian Devil-assisted BES as a means of dynamically adapting to workload variability and, at the
same time, keeping the system running. Although most studies prove the efficiency of the particular algorithms to enhance resource usage,
LB, and energy efficiency, such close comparisons have shown that swarm intelligence algorithms prove effective in decentralized and
adaptive environments, and evolutionary algorithms are more efficient in global optimization on a complex and multi-objective landscape.
Models that fuse deep learning and meta-heuristics seem to be especially promising and can provide predictive power along with optimi-
zation, but their computational costs should also be taken into account. In general, the literature highlights the fact that the key to scalable,
energy-efficient, and high-performance cloud resource management lies in leveraging Al-based hybrid approaches, especially those in-
volving prediction, clustering, and optimization.
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3. LB methodologies

The main aim of the LB approach is to maximize the duration of the operations using the resources available, since the work capacity
varies with the run time. In a CC environment, the load is the allocation of various workloads to the VMs. The LB problem can be defined
in several ways, as shown below. (1) Assignment of tasks: a handful of workloads are randomly assigned to several Physical Machines
(PMs), which are then assigned to a single VM on the PM. The success of the LB algorithm is determined by the ability to delegate the
duties to the cloud. (2) VM/Task Migration Management: VM Migration in the CC environment involves moving a VM between one PM
to another to maximize the resources in the data centre, which imposes too much strain on the PM. Similarly, task migration: This refers
to the transfer of the current state of a task between VMs or the VMs on different hosts. CC LB, therefore, requires task migration or VMs.
[31]. Workload balancing (LB) refers to the distribution of workload within a distributed system, such as that found in CC, to ensure that
no machine is underused, overused, or not used at all. LB enhances cloud performance by attempting to accelerate many of the bottlenecks,
such as execution time, reaction time, system stability, etc. This optimization method is applied when the job scheduling problem is NP
hard. Despite the numerous LB techniques suggested by academicians, most of their attention has been on resource scheduling, resource
allocation, job scheduling, and resource management [32].

3.1. Static load vs dynamic LB algorithms

Static LB algorithms divide the incoming demand on a server using algorithms that have previous knowledge about the servers that are
currently in the distributed network. This is accomplished by giving prior information about the system. A pre-established load schedule
used in static LB techniques establishes the maximum amount of load that can be placed on other systems. Static LB is intended for systems
where the incoming load fluctuates little. The servers' traffic is split equally in this LB scheme. While real-time contact with the servers is
not necessary for static LB, it does require more detailed knowledge about the available system resources. The assigned load cannot be re-
transferred to other servers during runtime in static LB [33]. The static load balancers include round robin, weighted round robin, and IP
hash. Static LB techniques will focus appropriately when the VMs' load fluctuates very little. Because of the unpredictable variations in
loads during run time, the static LB method will not function as intended [35].

Dynamic LB modes are more flexible LB schemes that dynamically determine which system should bear the load and how much weight
has to be shed during runtime. They do this by using node performance information. Dynamic LB is intended for systems where the
incoming load fluctuates significantly. Traffic is dynamically distributed across the servers in this LB scheme. Dynamic LB may not always
require more in-depth knowledge about system resources in advance, but it does involve active real-time communication with the servers.
To lessen resource underutilization, the assigned load in dynamic LB may be retransmitted among servers. The dynamic load balancers
include least connection, weighted least connection, weighted response time, and resource-based [34]. In situations where loads will fluc-
tuate during runtime and require consideration of load information and maintenance, dynamic LB is preferable to static LB. Dynamic
approaches are very important and effective in distributing the load across the diverse resources because of the network's quick expansion
and the need for resources during run time [35].

3.2. Artificial intelligence-based meta-heuristic algorithms

Artificial intelligence (Al) is using more nature-inspired meta-heuristic (MH) algorithms and is being used in many different applications
to solve complicated optimization problems. Not only has there been a push for the use of MHs to effectively combine MH algorithms
with machine learning (ML) techniques, but for some time, it has become more prevalent to use the combination of ML methods with MH
to be able to solve hard combinatorial optimization problems in new ways. Research studies show that meta-heuristics using machine
learning methods can use this novel algorithm and can search more efficiently, effectively, and robustly with the goal of now producing
better solutions, improving convergence, and increasing resilience.

Machine learning (ML) is a branch of Al that seeks to train algorithms to infer patterns from data and learn new tasks. There has been a
growing interest in the combination of ML approaches with MHs. As solutions are generated during a search, it is possible to have ML
identify knowledge from those solutions that will inform the MH algorithm to make better decisions. The fusion of these two forms of
algorithms predicts greater adaptability, speed to convergence, and solution quality [36]. In CC, if tasks are not scheduled properly, one
may experience under- or over-utilization of resources, leading to wasted cloud resources or performance degradation of services. To
adequately share complex and diverse incoming tasks (cloudlets) to constrained resources in an acceptable timeframe, researchers have
increasingly utilized meta-heuristic algorithms for scheduling tasks. MH-based approaches are highly effective for allocating resources
within CC to find the optimal or near-optimal solution [37]. Current load-balancing techniques experience some difficulty due to dynamic
workloads and heterogeneous resources with varying service-level requirements. Meta-heuristic-oriented solutions have addressed these
issues and have provided solutions that are timely, accurate, reliable, efficient, and contribute to high-quality service performance. For
decades, researchers have used meta-heuristic strategies and approaches to solve LB problems because of their ability to manage large-
scale optimization problems, when reliability and optimized performance are required [38].

3.3. How machine learning enhances meta-heuristics

Machine learning can improve meta-heuristic algorithms in several ways. Through reinforcement learning, ML can leverage a meta-heu-
ristics search process, allowing it to adjust meta-heuristics parameters dynamically while learning from feedback provided during the search
process. This should speed up convergence and/or guide the search toward better solutions. Additionally, through predictive modeling, ML
can predict task characteristics or total resources, which will enable meta-heuristics to explore the best solution based on the search space,
or potentially abandon areas with no expected promising solutions. In the same light, data-driven heuristics will allow ML to analyze the
past with scheduling (for example) or load-balancing data to help the meta-heuristic algorithm go to areas of the search space where it is
likely to find optimal solutions. Adaptive hybrid strategies using ML allowed the meta-heuristics to intelligently flip from drawn explora-
tion to drawn exploitation, giving them a status of robustness and efficiency. Finally, through the artificial intelligence (Al) examined in
this manuscript, the combination of the decision-making process of ML and the optimization power of meta-heuristic algorithms, the
modern Al-based load-balancing algorithms achieve amazing performance in the CC environment by balancing speed, scalability, and
resource utilization[
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3.4. Hardware/software Co-design for LB

The importance of hardware/software co-design continues to grow for LB in modern cloud systems with heterogeneous resources and
dynamic workloads. Cloud systems can schedule workloads better by using software scheduling algorithms combined with the hardware
capabilities of a CPU, GPU, FPGA, and smart NICs. In hardware-aware scheduling, workloads can be assigned to nodes that are the best
hardware match. Real-time telemetry and hardware counters for feedback can allow workloads to shift for adaptive LB. Co-design allows
for software policies and utilized hardware resources to be optimized together rather than separately, enhancing latency, throughput, and
scalability. Hardware/software co-design demands more process complexity and reduces portability, but is essential for the increasingly
heterogeneous, large-scale clouds. It is not possible to build cloud systems without hardware/software co-design, and it will mostly be
encapsulated via Al-driven, predictive solutions on LB and edge-cloud systems with seamless interconnections to effectively deal with
highly variable workloads.

4. Performance Metrics for LB Algorithms

A number of measures have been proposed to assess and guide load-balancing algorithms. In order to provide an accurate assessment of
the algorithms' supremacy and to support the assertions made by researchers for their particular goals, it is crucial to employ an adequate
instrument for evaluating the performance of a wide range of meta-heuristic algorithms [41]. A few of the performance indicators used to
assess the efficiency of LB techniques are as follows.

e Root Mean Squared Error (RMSE): It is used to evaluate how well various algorithms anticipate workloads [40].

Mean Absolute Error (MAE): It is used for workload prediction to evaluate the effectiveness of various methods [40].

Wilcoxon signed rank: Used to perform statistical analysis[40]

Friedman with Finner post-hoc multiple comparison tests: Used to perform statistical analysis

Response time is defined as the overall time taken by the system to accomplish a job. In client-server communication, the latency is
the time between when the client makes a request and when the server makes the first response, which can be measured in milliseconds.
This measure captures all delays, such as processing, communication, and queuing, and is a primary measure of the speed at which
tasks are executed, which is a direct measure of the user experience.

Response time: Time in which the server sends the response -Time in which the client sends the request

e Migration time: Time to move an assignment from a server that is overloaded to one that is underloaded. indicates how long it takes to
transfer jobs from hosts that are overloaded to ones that are not. It affects resource usage and system responsiveness. [38], [42].

e Makespan time: The time it takes to distribute resources to a consumer. The highest finish time or the amount of time needed to allocate
resources to a customer [38].

e Throughput: The rate at which jobs or processes are finished within the system over time is measured by throughput. It functions as a
gauge of the system's effectiveness and processing power.

e Fault tolerance: The application's ability to perform LB when links break. It evaluates the ability of an algorithm to preserve LB in the
event of node or connection failures. It guarantees system performance and stability under difficult situations [43].

e Scalability: The application's ability to perform LB as the network grows. It assesses whether an algorithm can evenly distribute the
system's burden as the number of nodes rises. Regardless of the number of nodes, a highly extensible algorithm can efficiently manage
load distribution.

e Migration time: The time it takes to move an assignment from an overloaded server to an underloaded server

e Degree of imbalance: How evenly VMs are distributed. The difference in workload distribution between VMs or nodes is measured
by the degree of imbalance. A well-balanced workload distribution helps ensure optimal system performance [44].

e Average Resource Utilization ratio: The formula for calculating the average utilization of resources ratio is

ARUR= (mean time/makespan)*100.

Where mean time = Y Time required by resource (VMj) to complete all the jobs/number of resources. The maximum value of ARUR is 1
(resource utilization is 100%), and the lowest value is 0 (resource is in optimum condition). The range of the average resource utilization
ratio is 0 to 1 [39]. These metrics provide important information about a computing system's productivity, effectiveness, and LB operation.
Table 2 gives a summary of the major meta-heuristic and machine learning-based LB algorithms in the cloud and distributed computing
networks. It considers the performance of each approach according to important key performance measures and its usefulness in different
computational problems.

Table 2: Comparison of Meta-Heuristic and Machine Learning-Based LB Methods Based on Key Performance Measures

o Author(s) & Year Methods Used for LB ConEEsIee Scalability Epergy i
No Speed ciency
1 Simaiya et al. [5] DL, PSO, GA Average Balanced Low
2 Geetha et al. [6] 1C, BA Average Balanced Medium
3 Negi et al. [7] CMODLB Average Balanced Medium
Elmagzoub et al. GA, BAT, ACO, GWO, ABC, PSO, Whale, Social Spider, Limited—Bal- Low—Bal-
4 . Average—Fast
[8] Dragonfly, Raven Roosting anced anced
5 Khan et al. [9] Swarm Intelligence, GA Average Balanced Medium
6 Lietal. [10] HHO, Greedy Algorithm Fast Balanced Medium
7 Singhal et al. [11] Rock Hyrax Average {;rll];l;ed_Bal_ Medium
8 Flair;uprlya e MMH, EACO Average—Fast Balanced Medium
Khan et al. [13] CNN, RNN, HLFO, FOA, LOA Slow High Low
10 Sellvel e Gl ANN, BWO Average Balanced Medium

[14]
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11 Raghav et al. [15] Swarm Intelligence Average—Fast Balanced Medium
12 Nebagiri etal. [16] CSSA, CSO Average—Fast Balanced High
13 Rostami et al. [17] CapSA, IACO Average Balanced Medium
14 Gong et al. [18] EMPA Average Balanced Medium
15 Khaleeletal. [19]  ACO Fast Limited-Bal- yfedium
16 Barut et al. [20] ML, Metaheuristic Job Scheduling Average High Medium
17 Syed et al. [21] GWO, ACO, PSO, GA, ABC Average—Fast Balanced Medium
18 Behera et al. [22] GA, GWO Average Balanced Medium
19 Gupta et al. [23] WOA Fast Balanced High
20 Thilak et al. [24] GA, ACO Average Balanced Medium
21 ge;r]lmunnlsa erel Deep Max-out Prediction Model, TES Slow High Low
22 Kaur et al. [26] ANN-BPA, PSO, ABC, CSA, MFO Average Balanced Low
23 ][32r;1]h R Gl GA, ACO Average Balanced Medium
24 élé?ledlan el Workflow Scheduling Methods Average Balanced Medium
25 Yakubu et al. [29] MHHO, HHO, ACO, PSO, FA Average—Fast Balanced High
26 Boopathi et al. [30]  TSO, VIKOR, LSTM Slow Balanced Low
27 Jemaetal. [35] QMPSO Fast ?{/Ii‘;‘ffrate’ High

Table 2 compares different LB methods based on the speed of convergence, scalability, and energy efficiency. The convergence of most
methods is mediocre and evenly scalable, meaning not extraordinary performance. Swarm intelligence- and metaheuristic-based algorithms
(e.g., GA, ACO, PSO) are of intermediate quality, whereas hybrid algorithms such as HHO with greedy algorithms and QMPSO are faster
converging and more scalable. Computational cost is of interest due to the slow convergence of some deep learning-based models (CNN,
RNN), and energy efficiency. Interestingly, CSSA, CSO, WOA, and MHHO all have high energy efficiency, and so they are potentially
applicable in energy-aware load balancing in large-scale systems.

5. Discussions

CC has become a leading paradigm in the provision of scalable, cost-effective, and on-demand computing services. The increase in virtu-

alized data centers and the rapidity of their expansion have necessitated effective resource management methods, LB being one of the most

essential methods to achieve optimal resource usage and avoid system bottlenecks. Simple and straightforward approaches to LB are

generally not sufficient to support dynamic, complex, and uncertain loads [46]. This has encouraged the use of Al-based meta-heuristic

methodologies, which smartly process real-time data to maximize the workload distribution among servers in homogeneous and non-

homogeneous cloud infrastructures. As noted in the review, even though meta-heuristic algorithms, including PSO, GA, WOA, and hybrid

deep learning/meta-heuristic models, have enhanced the performance of cloud LB significantly, various open challenges exist:

e Minimizing uncertainty in the multi-objective optimization: It remains not fully considered how to efficiently trade-off execution time,
energy consumption, cost, and SLA compliance across dynamic workloads with uncertainty.

e Scalability to large-scale and distributed environments: Most current systems have been tested with small-scale cloud configurations;
more complex heterogeneous cloud-edge ecosystems are a reality in the real world.

e Explainability and interpretability: Al-based meta-heuristic algorithms tend to be black-box and are not easily justifiable in terms of
scheduling decisions and trustworthiness.

e Interference with new paradigms Edge-cloud hybrid architectures, loT-enabled systems, and fog computing environments need to be
integrated with adaptive LB strategies that Standard algorithms cannot deal with.

o Energy efficiency and sustainability: The ability to optimize energy consumption without sacrificing performance in large-scale clouds
is a major issue.

Future Research Directions include the following

e Creation of explainable and interpretable Al-based meta-heuristic scheduling algorithms in a trustworthy and transparent manner.

e Adaptive LB design of edge-cloud hybrid systems based on latency, resource limits, and QoS.

e Observations of quantum computing for large-scale optimization to provide more efficient and faster multi-objective scheduling.

e Hybrid workload prediction models that use deep learning.

6. Conclusion

In this study, the authors provide a thorough analysis of the CC LB idea, concentrating on Al-based meta-heuristic data optimization
algorithms that optimize resource allocation to boost system performance and make LB more efficient. The performance measures that are
used to gauge the performance of such algorithms are also explained in the paper, but special attention is given to how intelligent mecha-
nisms of allocating resources may be refined to accommodate bigger or smaller requests. In most cases, the use of simple traditional
scheduling methods does not work when dealing with complex and dynamic cloud environments. On the other hand, operators are used to
carry out exploration, evaluation, and solution adaptation by the meta-heuristic algorithm, and this is the reason why they are appropriate
in complex multi-objective optimization problems. In databases like IEEE Xplore, ScienceDirect, ACM Digital Library, Springer, and
Elsevier, systematic filters were used to assess the relevance of the material used to build the review literature sources. In spite of the fact
that Al-based meta-heuristic LB techniques have already been shown to be highly beneficial, several problems remain. The literature has
focused more on centralized clouds, but much less on edge-cloud hybrid systems, which are a key paradigm under latency-sensitive and
resource-constrained conditions. Moreover, meta-heuristic algorithms can become more and more complex, so the question of explaina-
bility is an urgent issue, particularly in situations where it is crucial to know why this or that decision was undertaken to trust and assume
responsibility. The next step in the research should therefore be to come up with a clear, readable, and dynamic meta-heuristic algorithm
that can run workloads successfully on hybrid cloud-edge systems. These gaps will play a vital role in the creation of scalable, energy-
saving, and smart cloud systems capable of supporting the growing needs of existing applications.
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