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Abstract 
 

The rapid proliferation of Internet of Things (IoT) devices has introduced critical security challenges stemming from device heterogeneity, 

limited native safeguards, and expanded attack surfaces. Traditional perimeter-based security models are increasingly ineffective against 

modern threats, particularly lateral movement and insider attacks. This paper presents the design, implementation, and evaluation of a light-

weight Zero Trust Architecture for IoT (ZT-IoT) that enforces continuous authentication, context-aware access control, and behavioral 

anomaly detection. Unlike prior ZTA frameworks that incur high computational costs or depend on blockchain consensus mechanisms, 

ZT-IoT is optimized for resource-constrained environments through mutual TLS, adaptive micro-segmentation, and telemetry-driven en-

forcement. A hybrid evaluation—combining simulated cyberattack scenarios with real-world IoT testbeds—demonstrates that ZT-IoT 

reduces unauthorized access attempts by 95%, completely prevents insider privilege escalation, detects lateral threats in under three minutes, 

and blocks all data tampering and replay attacks. Moreover, large-scale simulations with 1,000 heterogeneous nodes confirmed its scala-

bility, maintaining detection times under three minutes with less than 12% RAM overhead. These findings validate ZT-IoT as a practical, 

scalable, and energy-efficient security paradigm, positioning it for deployment in critical domains such as smart cities, industrial IoT, and 

remote healthcare systems. 
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1. Introduction 

The exponential expansion of Internet of Things (IoT) ecosystems has revolutionized critical sectors such as healthcare, transportation, 

manufacturing, and smart cities. These systems comprise diverse, resource-constrained devices that operate autonomously, often with 

limited oversight and minimal native security capabilities. While IoT technologies promise transformative efficiency and automation, they 

simultaneously introduce an expanded and increasingly complex attack surface that adversaries can exploit. Devices often lack secure 

default configurations, rely on weak credentials, or operate in untrusted environments, making them attractive targets for attackers [1], [2]. 

Traditional network defense models rely heavily on perimeter-based security, which assumes that any entity inside the network boundary 

is inherently trustworthy. However, this assumption has become obsolete in modern IoT deployments characterized by geographic distri-

bution, mobile endpoints, and cloud integration. Once a single device is compromised—through credential leakage, unpatched vulnerabil-

ities, or physical tampering—an attacker can move laterally to other components within the network, often remaining undetected for ex-

tended periods. Such compromises can escalate into large-scale incidents, such as botnet-driven distributed denial of service (DDoS) cam-

paigns or cascading failures in industrial systems [2]. 

The increasing frequency of sophisticated, multi-stage IoT attacks further underscores the urgency for more robust paradigms. These at-

tacks combine reconnaissance, privilege escalation, and lateral movement to erode defenses systematically. Consequently, conventional 

perimeter security fails to provide sufficient resilience against modern adversaries. Addressing this challenge requires a paradigm shift 

from implicit to explicit trust verification. 

The Zero Trust Architecture (ZTA) model, formalized by the National Institute of Standards and Technology (NIST SP 800-207) [5], offers 

a scalable and security-by-design alternative. ZTA abandons implicit trust assumptions and enforces strict identity verification, least-priv-

ilege access, and continuous monitoring of every device and user interaction. While ZTA has been successfully applied in enterprise IT 

and cloud environments, adapting its principles to IoT remains an open research challenge. Existing ZTA implementations for IoT often 

incur excessive computational costs, rely on heavy cryptographic or blockchain consensus mechanisms, or face difficulties scaling to large 

and heterogeneous device networks [3], [4]. 

This paper proposes a lightweight Zero Trust Architecture for IoT (ZT-IoT) explicitly designed for constrained environments. The frame-

work integrates mutual TLS authentication, adaptive micro-segmentation, and telemetry-driven policy enforcement, ensuring real-time 

anomaly detection and fine-grained access control without overburdening device resources. Unlike prior works focusing on decentraliza-

tion or machine-learning-based anomaly detection, ZT-IoT unifies continuous authentication, dynamic trust evaluation, and scalable en-

forcement into a single architecture. 

http://creativecommons.org/licenses/by/3.0/
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ZT-IoT was evaluated in a hybrid testbed and simulation environment combining real IoT hardware with virtualized nodes under controlled 

attack scenarios to validate its effectiveness. Results demonstrate a 95% reduction in unauthorized access, complete elimination of insider 

privilege escalation, six-fold improvement in lateral threat containment speed, and complete mitigation of data tampering and replay attacks. 

Furthermore, large-scale simulations with 1,000 heterogeneous nodes confirmed its scalability and efficiency, with CPU and RAM over-

heads of less than 10–12%. 

The contributions of this work are threefold: 

1. Design a lightweight Zero Trust IoT framework that integrates continuous authentication, adaptive micro-segmentation, and telemetry-

driven enforcement. 

2. Implement a hybrid evaluation of ZT-IoT in real testbeds and simulated IoT environments, benchmarking against a baseline perim-

eter-based model. 

3. Demonstration of scalability and adaptability, including resource overhead analysis and edge-case evaluations for ultra-constrained 

and intermittently connected devices. 

This study advances Zero Trust research toward practical adoption in real-world IoT systems by addressing security robustness and oper-

ational feasibility. The proposed ZT-IoT framework contributes a deployable model for securing critical infrastructures such as smart cities, 

healthcare IoT, and industrial control systems, where resilience against insider and advanced persistent threats is essential. 

2. Literature Review 

The security landscape of Internet of Things (IoT) systems has been a persistent concern due to device heterogeneity, constrained compu-

tational resources, and insecure default configurations. A growing body of research highlights the limitations of conventional perimeter-

based models and supports the emergence of Zero Trust Architecture (ZTA) as a viable alternative for IoT security. 

[1] provided an early analysis of authentication weaknesses in IoT ecosystems, demonstrating how default credentials and a lack of secure 

identity provisioning facilitate device-level compromise. Similarly, [2] examined the propagation of Mirai and other IoT botnets, which 

capitalize on unsecured endpoints to launch distributed denial-of-service (DDoS) attacks. 

To overcome these vulnerabilities, several studies have explored identity-aware security architectures. [3] Introduced a software-defined 

perimeter (SDP) approach to isolate device communications, enabling fine-grained policy enforcement, though its scalability in large-scale 

IoT deployments remains limited. [4] advanced this direction by integrating blockchain with ZTA principles, enhancing trust decentrali-

zation but incurring significant latency and energy overhead—critical challenges in resource-constrained IoT deployments. 

Building on these prior approaches, the proposed ZT-IoT framework adopts a lightweight architecture optimized for constrained devices. 

By integrating mutual TLS and telemetry-driven enforcement, ZT-IoT significantly reduces computational cost while maintaining strong 

security guarantees. Recent works reinforce this direction: [5] demonstrated lightweight authentication mechanisms for IoT using ZTA, 

highlighting the necessity of resource-aware security designs. [6] explored Zero Trust models for securing smart infrastructures but noted 

that high computational demand remains a limitation. [7] presented an AI-driven Zero Trust model that combines machine learning with 

identity-aware access control for large-scale IoT, and [8] proposed a federated edge–Zero Trust framework to reduce latency in smart city 

deployments. Most recently, [9] introduced a blockchain-assisted ZTA for vehicular IoT, [10] integrated differential privacy with ZTA to 

protect IoT data sharing, and [11] applied federated learning to Zero Trust IoT, enabling collaborative anomaly detection across heteroge-

neous devices without sharing raw data. These contributions underscore the novelty of ZT-IoT in addressing both scalability and efficiency 

gaps; see Table 1 for a comparative summary of related works.  
Integrating authentication and continuous monitoring is a central theme in recent ZTA research. [12] Conducted a comprehensive review 

of Zero Trust models for access control, highlighting the lack of telemetry and dynamic policy adaptation in traditional implementations. 

[13] Furthermore, Zero Trust must evolve to account for mobile, cloud-based, and edge-computing devices—characteristics intrinsic to 

modern IoT networks. Recent industrial insights also support this shift. [14] described real-world ZTA implementations for manufacturing 

IoT environments, outlining the architectural role of Policy Decision Points (PDPs) and Policy Enforcement Points (PEPs) in establishing 

secure communication channels. [15] Micro-segmentation and identity-based routing are key enablers of intra-network resilience in Zero 

Trust IoT contexts. 

Emerging research is also exploring advanced trust mechanisms. [16] proposed dynamic trust modeling based on behavior profiling, ena-

bling adaptive policy enforcement without constant re-authentication. [17] reviewed IoT-specific trust and reputation systems, advocating 

for decentralized, feedback-driven access control to supplement ZTA principles. In parallel, the role of blockchain and cryptographic 

primitives in ZTA is gaining traction. [18] proposed zk-IoT, leveraging zero-knowledge proofs for device identity verification without 

credential exposure. [19] introduced Zero Trust Foundation Models (ZTFM), combining AI-based behavior analysis with continuous au-

thentication for AI-powered IoT infrastructures. 

These studies collectively suggest that Zero Trust for IoT is moving beyond static identity checks and toward dynamic, telemetry-driven, 

and cryptographically enforced trust validation. However, existing solutions often face scalability, latency, and integration hurdles. This 

research addresses these gaps by proposing a lightweight and adaptive Zero Trust IoT framework that balances security robustness with 

operational feasibility. 
From the comparative analysis in Table 1, it is evident that prior solutions address isolated aspects of IoT security—for instance, block-

chain-enhanced ZTA improves decentralization but incurs high latency [4], AI-driven ZTA enables anomaly detection but often lacks 

integration with constrained devices [7], and federated approaches reduce centralization but introduce high training costs [22]. However, 

none deliver a unified, resource-aware Zero Trust framework validated in real-world and large-scale simulated environments. ZT-IoT 

addresses this gap by combining lightweight cryptographic enforcement, adaptive telemetry, and scalable micro-segmentation, advancing 

beyond existing state-of-the-art models. 
 

Table 1:  Comparative analysis of related Zero Trust IoT studies and the proposed ZT-IoT framework. 

REF. CONTRIBUTION LIMITATION HOW ZT-IOT IMPROVES 

[1] Early analysis of IoT authentication weaknesses Default credentials, weak provisioning Continuous identity validation 

[2] IoT botnets (Mirai) propagation DDoS-focused only Broader defense (DDoS + lateral movement) 

[3] SDP-based IoT isolation Scalability issues Adaptive policy enforcement 

[4] Blockchain-enhanced ZTA Latency, energy overhead Lightweight design reduces cost 

[5] Lightweight ZTA authentication Limited scale testing Hybrid testbed validation 

[6] ZTA for Smart Infrastructure High computational demand Optimized for constrained devices 
[7] AI-driven ZTA No edge computing integration Edge-aware enforcement 

[8] Federated Edge–Zero Trust Limited empirical validation Hybrid lab + simulation 
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[9] Blockchain-assisted ZTA for Vehicular IoT Blockchain latency Token-based lightweight model 

[10] Differential Privacy + ZTA Computational complexity Lightweight telemetry design 

[11] Federated Learning–based ZTA Early-stage evaluation Integrated anomaly detection 

[12] Review of Zero Trust access control Limited telemetry focus Telemetry-driven enforcement 

[13] Zero Trust for cloud/edge IoT Integration challenges Unified architecture 
[14] ZTA in industrial IoT Implementation complexity Lightweight deployment model 

[15] Micro-segmentation for IoT Limited scope Combined segmentation + identity trust 

[16] Behavior-based trust modeling Reliance on profiling only Multi-factor telemetry 
[17] Trust and reputation systems Decentralized but not Zero Trust Integrates into ZT-IoT 

[18] zk-IoT with zero-knowledge proofs High cryptographic cost Lightweight crypto integration 
[19] Zero Trust Foundation Models (AI-powered IoT) Research-stage Practical, scalable IoT deployment 

3. Methodology 

This section outlines the design, implementation, and evaluation procedures used to assess the effectiveness of Zero Trust Architecture 

(ZTA) in securing IoT device ecosystems. A hybrid approach combining real-world testbed deployment and controlled attack simulations 

was adopted to validate security performance under various threat scenarios. 

 

a. System Architecture Design 

 

The proposed ZT-IoT framework is structured around the core principles of NIST’s Zero Trust Architecture model [1], integrating device-

level access control, dynamic policy enforcement, and continuous telemetry. The framework includes the following key components: 

 

• Policy Decision Point (PDP): Central entity responsible for evaluating contextual access requests and issuing access tokens based on 

identity, behavior, and session metadata. 
• Policy Enforcement Point (PEP): Deployed at gateway and device levels to enforce PDP-issued policies. It intercepts traffic and al-

lows/denies access in real time. 
• Credential Store and Certificate Authority (CA): Maintains device identities using X.509 certificates, and issues/revokes credentials 

for mutual TLS (mTLS) authentication. 
• Telemetry Engine: Captures real-time logs, monitors device behavior, and uses anomaly detection to flag policy violations or lateral 

movement. 
All communications in the ZT-IoT framework are secured through TLS 1.3 and certificate-based mutual authentication. Behavioral telem-

etry provides an additional enforcement layer, enabling adaptive, real-time responses to suspicious activities. 

The overall design of the proposed ZT-IoT framework is illustrated in Figure 1, which depicts the interaction between PDP, PEP, Creden-

tial Store & CA, Telemetry Engine, and IoT devices through secure and monitored communication flows. 

 

 
Fig 1: System Architecture Design 

 

b. Experimental Testbed Setup 

 

A physical and virtual hybrid IoT environment was created to validate the framework. The testbed consisted of: 

• Hardware: 20 IoT nodes, including: 

o 10 ESP32 microcontrollers simulating environmental sensors. 

o 5 Raspberry Pi 4B devices serving as edge computing nodes. 

o 5 virtual machines acting as cloud endpoints and control systems. 

• Network Configuration: 
o Baseline Network: A flat, perimeter-based architecture using pre-shared keys and no internal segmentation. 

o ZTA-IoT Network: Enabled mutual TLS, per-device micro segmentation, dynamic policy enforcement, and real-time behavior telem-

etry. 
• Protocols and Tools: 

o MQTT and RESTful APIs for IoT communication. 

o OpenSSL for certificate handling. 

o Suricata and Zeek are responsible for telemetry and network inspection. 

o InfluxDB and Grafana for telemetry visualization and alerting. 

 

c. Threat Simulation and Attack Scenarios 
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The system was subjected to controlled cybersecurity attacks over 14 days to assess security posture. Attacks were executed across both 

environments (baseline and ZT-IoT) using the following vectors: 
• External Attacks: 

o Unauthorized port scans 

o Credential brute-forcing 

o Replay attacks using packet sniffing tools 

Internal Attacks: 

o Lateral movement using hijacked nodes 

o Insider privilege escalation 

o Packet tampering and spoofing 

Each scenario was run during specific windows (Day 4–6 and Day 11–13), and monitored for detection, response, and mitigation outcomes. 

 

d.  Evaluation Metrics 

 

The effectiveness of the ZT-IoT framework was evaluated using quantitative and qualitative metrics, as shown in Table 1: 

 

Table 2: Description of Qualitative Metrics 
Metric Description 

Unauthorized Access Attempts Total number of failed or rejected access requests. 

Detection Time Average time to detect anomalous or malicious activity. 

Lateral Movement Scope Number of devices compromised after initial breach. 
Attack Success Rate Percentage of successful attacks (external or insider). 

Data Integrity Violations Number of tampered or replayed packets detected. 

System Resource Overhead CPU and RAM usage with/without ZT-IoT framework activation. 

 

Performance was measured under idle and active load conditions for realistic comparative benchmarking. 

 

e. Validation Criteria 

 

The framework was considered adequate if it achieved the following: 

 

• Blocked ≥90% of unauthorized access attempts. 

• Reduced lateral threat propagation to zero. 

• Detected anomalies within 3 minutes. 

• Prevented data tampering and replay attempts with minimal false positives. 

• Operated within acceptable overhead limits (<10% CPU/RAM). 

 

These thresholds are aligned with benchmarks proposed by Syed et al. [5] and Alshamrani et al. [4] for secure-by-design IoT systems. 

4. Results and Analysis 

This section evaluates the effectiveness of the proposed Zero Trust Architecture for IoT (ZT-IoT) framework across four security dimen-

sions: unauthorized access prevention, lateral threat containment, attack success mitigation, and data integrity enforcement. The ZT-IoT 

testbed was compared against a baseline perimeter-security model using 20 heterogeneous devices over a 14-day evaluation period. 

 

a. Access Control Effectiveness 

 

ZT-IoT substantially improved in reducing unauthorized access—Table 2 and Figure 2 show that the baseline allowed 124 unauthorized 

access attempts and three insider escalations. In contrast, ZT-IoT reduced this to only six unauthorized attempts and eliminated insider 

privilege escalations. 

This represents a 95% reduction in unauthorized access attempts and a 100% prevention of insider abuse. Compared with prior ZTA 

implementations in IoT environments [6], which reported ~70–80% improvement, ZT-IoT’s integration of mutual TLS with behavioral 

telemetry yielded a significantly stronger security posture. 

Practically, lateral compromise is systematically blocked even if common IoT vulnerabilities—such as weak credentials or insecure end-

points—are exploited. This finding underscores the robustness of identity-centric enforcement in heterogeneous IoT environments. 

 
Table 3: Description of Security Metric 

Security Metric Baseline Network ZTA-IoT Framework 

Unauthorized Access Attempts 124 6 
External Port Scans Blocked 45 45 

Insider Privilege Escalations 3 0 
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Fig 2: Comparison of access control metrics between baseline and ZTA-IoT configurations. 

 

Figure 2 illustrates the sharp contrast in access control effectiveness. While the baseline system recorded 124 unauthorized access attempts 

and three insider escalations, the ZT-IoT framework reduced this to only six unauthorized attempts and eliminated insider abuse. This 

represents a 95% reduction in unauthorized access, underscoring the framework’s capability to enforce identity-based policies in real time 

and aligning with recent industry reports that stress continuous authentication as essential for IoT security. 

 

b. Lateral Threat Containment 

 

Containing lateral movement is a critical security goal in IoT, where a single compromised node often serves as a gateway to others. In the 

baseline configuration, a breached device infected an average of six peers before detection, with an average detection latency of 17 minutes 

(Table 3, Figure 3). 

By contrast, ZT-IoT reduced lateral propagation to zero compromised peers and detected malicious movement in 2.7 minutes. This repre-

sents a 6× containment improvement and a 530% faster detection rate than baseline. 

These results confirm that behavioral telemetry and adaptive policy enforcement in ZT-IoT achieve the “zero lateral movement” principle 

emphasized in NIST SP 800-207 [5]. The implications for real-world smart cities or hospital networks are significant: systemic compromise 

is prevented even if one device is hijacked. 

 
Table 4: Description of Metric values 

Metric Baseline ZTA-IoT 

Avg. Detection Time (minutes) 17 2.7 
Devices Compromised 6 0 

 

 
Fig 3: Time to detect lateral movement in baseline vs. ZT-IoT deployments. 

 

Figure 3 demonstrates ZT-IoT’s superior ability to contain lateral threats. In the baseline configuration, attackers moved laterally to com-

promise six devices with an average detection delay of 17 minutes. In contrast, ZT-IoT prevented all lateral spread and reduced detection 

time to just 2.7 minutes—a six-fold improvement. This highlights the effectiveness of telemetry-driven monitoring in ensuring ‘zero lateral 

compromise,’ which is critical in environments such as hospital IoT networks where a single compromised sensor can cascade into systemic 

failure. 

 

c. Attack Success Rate Mitigation 

 

ZT-IoT substantially reduced the probability of successful external and insider attacks. In 30 intrusion attempts, the baseline environment 

suffered 27 successful breaches (90% success rate) and three insider escalations (Table 4, Figure 4). 

In contrast, ZT-IoT eliminated insider compromises and reduced external success rates to 0%, with only two attempts flagged before 

compromise. This equates to a 90% reduction in overall attack success. 

These results validate the efficacy of micro-segmentation and identity-driven access control in blocking brute-force external threats and 

insider misuse. For high-stakes IoT applications—such as connected healthcare devices or industrial control systems—this translates di-

rectly into risk elimination at scale. 
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Table 5: Description of Attack Types 

Attack Type Baseline Successes ZTA-IoT Successes 

External Intrusions 27 2 (flagged only) 
Insider Escalations 3 0 

 

 
Fig. 4: Number of successful external and internal attack attempts across both network configurations. 

 

Figure 4 highlights ZT-IoT’s resilience against data tampering and replay attacks. In the baseline model, 11 packet tampering attempts and 

six replay attacks bypassed detection, posing serious risks to data-sensitive IoT applications. ZT-IoT, however, blocked all tampering 

attempts and flagged a single replay attempt without compromise—representing a 100% improvement in data integrity enforcement. These 

results affirm that token-based TLS 1.3 handshakes offer a lightweight yet robust protection mechanism suitable for real-time smart city 

and healthcare IoT systems. 

 

d. Data Integrity and Replay Protection 

 

Figure 5 illustrates the comparative effectiveness of the baseline security model versus the proposed ZT-IoT framework in preserving data 

integrity and resisting replay attacks. As summarized in Table 5, the baseline setup allowed 11 packet tampering attempts and six replay 

attacks to bypass detection, exposing the vulnerability of static defenses in IoT environments. By contrast, ZT-IoT blocked all tampered 

packets and successfully flagged a single replay attempt without system compromise. 

This outcome translates to a 100% reduction in tampering incidents and an 83% reduction in replay attacks, underscoring ZT-IoT’s superior 

resilience. TLS 1.3 encryption combined with token-based session validation ensures that even resource-constrained IoT nodes can main-

tain end-to-end data trustworthiness. The ability to guarantee real-time integrity and attack resilience is indispensable for mission-critical 

domains such as intelligent transportation, medical telemetry, or industrial IoT. 

The ability to guarantee real-time integrity and attack resilience is indispensable for medical telemetry or industrial IoT. 

 
Table 6: Description of Attack Vector 

Attack Vector Baseline ZTA-IoT 
Tampered Data Packets 11 0 

Replay Attack Attempts 6 1 (flagged) 

 

 
Fig. 5: Integrity violations and replay attacks detected under each architecture. 

 

These findings align with prior studies [3], which emphasized the shortcomings of static detection approaches. The results presented in 

Figure 5 confirm that dynamic token verification offers a practical and lightweight yet highly robust mechanism for securing IoT commu-

nications. 

 

e. Scalability and Resource Overhead Analysis 

 

To further evaluate the scalability of the proposed ZT-IoT framework, large-scale simulations were conducted with 1,000 heterogeneous 

virtual IoT nodes. The framework consistently maintained average detection times of less than three minutes, keeping CPU utilization 

below 8% and RAM overhead under 12%. These results indicate that ZT-IoT can effectively support mid-scale IoT deployments without 

incurring significant performance degradation. Although experimental validation across millions of devices remains an open avenue for 
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future research, prior studies [20] highlight that the micro-segmentation and adaptive enforcement strategies adopted by ZT-IoT provide a 

strong foundation for large-scale scalability in distributed IoT environments. 

A detailed analysis of system resource overhead was also performed to quantify the additional computational burden introduced by ZT-

IoT. As summarized in Table 6, the framework imposes only a marginal overhead compared to the baseline configuration, with CPU usage 

increasing by 7% and RAM consumption by 11%. These values demonstrate the efficiency of ZT-IoT’s lightweight design, confirming its 

feasibility even in resource-constrained environments.  

 
Table 7: Resource overhead comparison between baseline and ZT-IoT 

METRIC BASELINE ZT-IOT OVERHEAD 

CPU USAGE (%) 21 28 +7% 

RAM Usage (MB) 310 344 +11% 

 

f. Edge Case Considerations 

 

Beyond scalability and performance overhead, the applicability of ZT-IoT was analyzed under challenging edge-case scenarios. For devices 

operating under intermittent connectivity, the framework employs cached certificates for short-term validation, ensuring continuity of 

secure communication while minimizing the risk of service disruption. In the case of ultra-constrained devices—such as low-power sensors 

with memory capacities below 64 KB—ZT-IoT replaces full TLS handshakes with lightweight identity tokens. This optimization balances 

security and efficiency, enabling secure interactions even in severely resource-limited environments. 

These mechanisms highlight the adaptability of ZT-IoT across diverse IoT deployment contexts, ensuring that the framework remains 

robust not only in typical mid-scale deployments but also in extreme operational scenarios. Similar optimizations have also been proposed 

in recent IoT resilience studies [21], [22], where lightweight cryptographic techniques and federated learning approaches significantly 

improve system stability under intermittent connectivity and constrained hardware. These results further validate ZT-IoT’s applicability in 

real-world environments such as smart cities, industrial IoT, and remote healthcare systems, where devices must remain secure despite 

fluctuating network conditions and limited computational capacity. A comparative summary of how ZT-IoT addresses edge cases versus 

prior approaches is presented in Table 7. 

 
Table 8: Comparative summary of edge-case handling in IoT security frameworks 

Approach / Study Edge Case Focus Limitation How Zt-Iot Improves 

[4] Blockchain-Enhanced Zta Decentralized Trust Latency And Energy Over-

head 

Lightweight Tokens Reduce Over-

head 

[13] Lightweight ZTA Authentication Resource-Constrained Iot Limited Scale Validation Hybrid Testbed Validation, Cached 
Certs 

[21] Blockchain + Federated Learning 

For IoT (Industry 5.0) 

Low-Power & Large-Scale IoT Training Cost, Deployment 

Complexity 

Cached Certificates For Intermittent 

Connectivity 

[22] AI + Federated Learning For 

Smart Cities 

Intermittent Networks Requires High Computing 

In Edge Nodes 

Token-Based Lightweight Model 

Zt-Iot (Proposed) Intermittent Connectivity & Ultra-
Constrained IoT 

N/A Cached Certs + Lightweight Tokens 
Ensure Adaptability 

5. Conclusion 

This study introduced and validated ZT-IoT, a Zero Trust Architecture framework specifically designed for IoT ecosystems. ZT-IoT con-

sistently outperformed traditional perimeter-based security models across all evaluated dimensions through hybrid testbed experiments and 

large-scale simulations. Key outcomes included a 95% reduction in unauthorized access, complete elimination of insider privilege escala-

tion, a six-fold improvement in lateral threat detection speed, and complete mitigation of data tampering and replay attacks. Resource 

efficiency was maintained, with only a 7% CPU and 11% RAM overhead, confirming feasibility for constrained devices. 

The novelty of ZT-IoT lies in unifying continuous authentication, behavioral telemetry, and adaptive micro-segmentation into a lightweight 

framework validated under realistic IoT deployments. Unlike prior ZTA implementations that suffered from scalability bottlenecks or high 

cryptographic costs, ZT-IoT demonstrates practical applicability for critical infrastructures such as smart cities, industrial IoT, and remote 

healthcare systems. 

Future research will extend this work in three directions: (i) integrating reinforcement learning–based adaptive policies to evolve with 

emerging threats, (ii) scaling validation to millions of IoT devices using cloud-edge federated testbeds, and (iii) embedding trust decisions 

into edge computing paradigms to minimize latency while preserving Zero Trust guarantees. These advancements will establish ZT-IoT as 

a foundational security paradigm for next-generation IoT environments. 
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