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Abstract 
 

In many organizations, cloud computing is becoming increasingly common. Distributed Denial of Service (DDoS) attacks are a concern 

that can be mitigated in several ways, but they have a noticeable impact on service performance. Most methods perform trust verification 

only at the initial stage, but malicious activities often occur at the middle or end stage. It highly affects the service performance of the user, 

and it should be monitored and stopped initially. A Multilevel Time Oriented Analysis (MLTOA) is performed to identify such malicious 

requests. The high-threat service is determined by tracking the service history in different states. Using the MLTOA scheme, the service 

history can be grouped into other states, and the user service break that occurs in any state can be identified. Then the method backtracks 

two states: one is the initial state of the request, and the second is how the malicious user starts the service request. Thus, detecting DDoS 

attacks can be performed efficiently by monitoring such states and deciding whether they are malicious or genuine. Therefore, the method 

does not allow the user to access the service. DDoS detection accuracy increases dramatically with the proposed method, reduced time 

complexity, and improved service utilization. 
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1. Introduction 

Organizations are turning to cloud computing, an emerging technology, to avoid the enormous costs associated with resource management 

and infrastructure development. The cloud environment offers a gateway for the organization to provide services through the cloud, which 

is cost-effective. A service provider offers services on behalf of the organizations to execute their jobs, and the cloud user can access the 

service by registration. Certain restrictions are maintained based on identity management and authentication mechanisms that are compli-

cated and produce more network overhead for accessing cloud users.  

The Third-Party Auditor (TPA) has been used to illustrate such methods; its purpose is to preserve the user identity. The supplier of services 

will communicate with the TPA to verify the identity when a request is received. The presentation of the TPA has introduced a set of 

problems with the security of the cloud, and exchanging user information with a third party will not be accepted in many situations. So, 

detecting unauthorized access has adapted to the service provider's latest infrastructure designs. A generic implementation of Identity 

Access and Management will lead to increased time complexity, resulting in additional network overhead.  

The Third-Party Auditor (TPA) is depicted as a mechanism primarily responsible for preserving the individual's identity. The service 

provider will communicate with the TPA to verify the identity when it receives a request. The presence of TPA has introduced a set of 

problems in the security of the cloud, and exchanging user information with a third party will not be acceptable in many situations. There-

fore, detecting such unauthorized access has been adapted with the service provider in the latest infrastructure designs. 

The cloud user, upon registration, could access the services provided by the CSP, and there is no limit or boundary for them. Sometimes, 

some malicious users generate an enormous number of requests to the service provider to stop or degrade the service. DDoS attacks will 

identify and eliminate the problem of service unavailability for the users in the cloud environment.  

Several methods are available for identity access management, but users can still engage in some malicious activities. The loosely coupled 

nature is more prone to various threats and high exposure to the attacks of DDoS. The DDoS attack is one that a different user produces 

with the focus on degrading the service quality of the environment. Any cloud service has a particular capability in accepting the user 

request. For example, if the service can handle 100 requests, then there will be some malicious users who produce 10000 requests at a time. 

It degraded the service, and the genuine user does not get access to the service. It must be identified and removed to improve the cloud 

performance. 

http://creativecommons.org/licenses/by/3.0/
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The services available in any SOA are at different levels, with the cloud SaaS always on top. Whatever service they want to access must 

be approached through the level. The software services have specific protocols for accessing them. For example, the user identity verifica-

tion service has the authentication mechanism: "Username: Password," which must be submitted to the service. If the service is not accessed 

in the correct format, then it will be identified as malicious service access. Distributed Denial of Service is also recognized in the above 

mechanism, which produces more requests. Instead of making incorrect data, the malicious user can also have a large amount of data. For 

example, for a service that requires data within the size of 20 KB, the malicious user can submit 10 MB of data. They degraded the service 

throughput. 

The DDoS attacks can be performed in different ways, producing a higher amount of data and many requests. The malicious user will spoil 

the entire service throughput and reduce the performance. In another way, the malicious user can follow the service to the final stage by 

having correct data, but at the final stage, they can break the service sequence and quit. So, a different strategic approach is required to 

handle the concern of DDoS with the SaaS architecture. 

2. Methods Explored 

The MLTOA networks the traffic according to the different time windows. The method considers the packet features with various focuses 

according to the time factor. Such techniques are discussed in this section.  

In this dissertation, Yang Xiang et al. [1] inventively propose the use of two new information metrics to differentiate low-rate DDoS attack 

activity from ordinary traffic. The results of the experiment show that the suggested information metrics can detect low-rate DDoS assaults 

with a significantly reduced false positive rate. In addition, the proposed IP traceback algorithm can identify attacks from a local area 

network (LAN) and ignore attack traffic. 

Kandula et al. [2] demonstrate the idea and implementation of Kill-Bots, a kernel plugin for DDoS defense against flash crowd-like DDoS 

attacks on Web servers.  

Compared to Xiang et al. [1], which is centered on low-rate DDoS attacks, which are limited in terms of scale, the MLTOA methodology 

proposes multilevel state analysis to detect both high-rate and low-rate attacks with dynamic cloud workloads. Equally, Kandula et al. [2] 

examine how Kill-Bots can be used to address DDoS attacks; however, their construction is also limited in scalability because it depends 

on fixed, static state checks. In its turn, MLTOA can easily change as attack patterns evolve because of its multilevel approach, which 

improves the detection in different cloud settings. In contrast to other systems that employ graphical checks for authentication, Kill-Bots 

offers this service. Kill-Bots initially uses an intermediate stage to identify the IP addresses that consistently fail the test, ignore them, and 

flood the server with requests. Because these devices aim to overload the server, they are referred to as bots. When a computer is identified 

by Kill-Bots, it blocks its requests, turns off the graphical checks, and allows access to authorized people who can't or won't pass the tests. 

Then, Kill-Bots sends a test and assesses the client's answer without allowing unauthorized clients to access sockets, TCBs, or worker 

processes. Consequently, it protects the authentication process against DDoS attacks. Thirdly, KillBots incorporates authentication and 

admission control systems. Efficient operation is achieved, irrespective of the cause of the server overload, a DDoS attack, or an actual 

Flash Crowd. 

B.Dhiyanesh& S.Sakthivel [3] in this research, a unique F2C-(Flow-Frequency-Completeness) algorithm is discussed to enhance perfor-

mance in mitigating DDoS attacks. The process generates traces about the service access and keeps track of how various users access the 

service. The service frequency is then calculated using the access trace, and the quantity of payload given for each service access is noted. 

Similarly, the number of services accessed from the service access trace results in an identified success flag to compute the completeness 

measure. The approach calculates the user's trustworthiness to reduce the harmful service requests using all these safeguards. The method 

effectively reduced the effect of DDoS and increased performance by up to 99.8%. 

 Q.He [4] This study suggests Chord4S, a decentralized approach to peer-to-peer service discovery, to address those issues. Greater data 

availability and efficient searches with little overhead are made possible by Chord4S, according to the experimental study. Decentralized 

service distribution and discovery are made possible by Chord4S, which uses the widespread Chord's data distribution and lookup features. 

Data accessibility is further increased by the dissemination of published descriptions of functionally equivalent services to different suc-

cessor nodes organized into virtual segments in the Chord4S circle. With a wildcard, Chord4S also allows service discovery. The Chord 

routing protocol has also been expanded to facilitate the quick finding of several services with a single query. This makes it possible for 

service users and several potential service providers to negotiate Service Level Agreements (SLAs) later. 

X.Wang et al. [5], to conduct a more thorough and reliable reputation evaluation, this study introduced a broad trust model termed RLM. 

The author specifically developed a complete reputation evaluation approach based on two characteristics: reputation value and reputation 

prediction variance. A quality indicator of the reputation value derived from a sum of feedback is the reputation prediction variance. For 

feedback aggregation, the author proposes the novel Kalman aggregation method, which can naturally promote trustworthy trust evaluation. 

The resistance of the RLM design to the two primary types of feedback attacks, adulating and defaming attacks, was examined theoretically. 

When it comes to accuracy and resilience against attacks, the RLM model performs better than the popular summation-based trust models. 

It can faithfully depict the development of a reputation. Specifically, under the risk of collusive harmful feedback, RLM provides enhanced 

resilience for reputation prediction and a decreased false positive rate for malicious feedback identification. 

B.Dhiyanesh & S.Sakthivel [6], the UBP-Trust model, which is discussed in this paper, keeps track of users' usage patterns in various cloud 

settings. Based on the monitoring results, a user behavior pattern is created, which includes how many times it has been accessed, how 

many times it has been successfully accessed, how much data was sent, how many false invocations were made, and any protocol variances. 

Considering all of these aspects, the technique creates a behavioral pattern and determines the user trust weight for every user under 

observation. The suggested method yields accurate DDOS detection findings with less time complexity and false classification rates. 

AlZain et al [7] evaluate the state-of-the-art research on possible solutions and single and multi-cloud security. The research community 

has shown more interest in single clouds than in multi-cloud providers when it comes to security maintenance. Because they can lower 

security threats that impact cloud computing users, multi-clouds are the focus of this initiative, which attempts to encourage their adoption. 

Xiaohuiet. Al [8] proposes a confidentiality defense device for service-oriented identity verification in this examination.  

B.Dhiyanesh et al. [9] This study surveys the potential security benefits of using several clouds simultaneously. Several novel designs are 

presented and examined in relation to their privacy and security features. 

J.Bohli et al. [10] performed a broad survey on different methods at the service and architecture levels. Furthermore, the cloud paradigm 

introduces new security approaches, techniques, architectures, and security concerns. This paper surveys how multiple distinct clouds can 

be used simultaneously to improve security. 
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Pitropakis Nikolaos. [11] This study attempts to detect co-residency and network stressing attacks by applying the Smith-Waterman genetic 

algorithm to KVM-based cloud environments. Testing the suggested strategy in a test-bed environment confirmed its efficacy. 

Sakthivel.S & Dhiyanesh. B [12] highlighted problems with data integrity related to cloud storage. Although storing and managing files 

on the cloud can reduce expenses, issues can develop if the data becomes corrupted. It will take a while for users to become aware of this 

problem unless they try to retrieve them. Somesh et al. [13] use fuzzy set theory to maintain cloud security. The method generates a trust 

chain in which the user authentication is verified.  

Yamato, Yoji. [14] propose a two-tier abstraction, in which software is grouped into software and functional groups, and test cases are 

selected based on their contents. Using Jenkins, they confirmed the feasibility of the proposed method on OpenStack. Test efforts were 

evaluated, including creating, extracting, and executing test cases. 

S.Sakthivel& B.Dhiyanesh [15] explained their paradigm, presenting several fresh difficulties for access control and data protection. Al-

most all services encrypt and store user data in a way that is concerned with security vulnerabilities. Once users outsource complicated 

tasks to a cloud server, the information shared in those servers is not inside the data owners' domain. 

A. Sahi et al. [16] suggest detection and prevention, such as SVM, KNN, and NB, in the cloud environment. Likewise, A. Aljuhani et al. 

[17] introduced Machine Learning techniques for combating DDoS attacks in modern networking circumstances.  

A. Bhardwaj et al. [18] have presented a DNN algorithm with an Auto-Encoder (AE) to identify the DDoS attack. AE and DNN techniques 

reduce the low false rate and time complexity. However, these techniques give the wrong result for attack detection. 

S. Kautish et al. [19], the SDMTA approach is used to detect DDoS. Nonetheless, due to high traffic, legitimate users cannot use these 

services, resulting in financial loss.  

M. Nadeem et al. [20] explained brute force and DDoS attack detection systems and prevention. O. A. Wahab et al. [21] study focused on 

Virtual Machine (VM) based DDoS attack detection using a Two-Fold Solution. However, the suggested solutions do not meet the require-

ment challenges. 

In N. Agrawal et al. [22], the authors seek to identify cloud-based DDoS attack vulnerabilities. Because low-volume DDoS attacks are 

stealthy and generate little bandwidth, they are challenging to detect. 

D. Erhan et al. [23] designed a Matching Pursuit Algorithm (MPA) to detect the DDoS attack. However, resource-intensive DDoS attacks 

are still challenging problems. A. Alsirhani et al. [24] performed a Fuzzy Logic (FL) based DDoS attack detection. However, the suggested 

solution is challenging to detect DDoS attacks. 

3. MLTOA Approach 

The problem of DDoS has been handled in different methods, but the impact of DDoS attacks is highly noticeable on the service perfor-

mance. The MLTOA approach is discussed in this paper to solve the issue. The users in trust can access the cloud services, and it follows 

to access multiple services in the chain. Most methods perform trust verification only at the initial stage, but the malicious ending occurs 

at the middle or end state. It highly affects the service performance and should be stopped initially. To identify such malicious requests, an 

MLTOA is performed. They monitor the service history in a different state and identify the service with a higher threat. 

The KDDcup99 dataset has become a popular one in DDoS attack detection studies and serves to test mitigation measures. Although it is 

more ancient, it has been relevant because it has offered a broad range of attack types, including DDoS. Future studies, however, consider 

examining more recent data sets, such as CICIDS2017, that present more recent attack patterns and network traffic simulations that are 

applicable to current-day cloud infrastructure. KDDcup99 was chosen in this research because it has a long track record of use in academic 

DDoS detection, and the results of this work are comparable to other previous studies. 

 

 
Fig. 1: Proposed System Framework Components. 

 

Fig. 1 defines a proposed system framework component. First, we collect the KDDcup99 dataset from the online Kaggle repository. Then, 

preprocess the dataset to reduce null values and fill missing values from the collected dataset. Then the method backtracks the initial state 

of the request and how the malicious user starts the service request. It increases the performance of cloud services and increases the 

throughput ratio. By monitoring such states, the detection of DDoS attacks will perform efficiently. 

3.1. Preprocessing 

The cloud trace contains information about the user access and the state of the user service access, the cloud trace and identifies the presence 

of all information. Incomplete traces are removed from the log. The preprocessed log is used to generate a state pattern. 

 

Algorithm: 

Input: CT 

Output: PL. 
Start 

 Go through CT. 



588 International Journal of Basic and Applied Sciences 

 
 For each log L 

  Identify the presence of all features. 

  If CT(l) ∈ ∀Features(CT) then 

   Leave the trace. 

  Else 

   Remove the log. 
  End 

 End 
Stop 

 

From the gathered KDDcup-99 dataset, the previously mentioned methodology stages produce an effective preprocessed dataset. The first 

step is to analyze each log to identify the presence of all attributes. 

 

 
Fig. 2: Flow Chart of Preprocessing. 

 

The preprocessing flow chart and list of steps are displayed in Figure 2. The preprocessing algorithm reads the cloud traces and determines 

the collection of all distinct features found in various trails. Further, each trace has been verified for the existence of each of the features. 

Verify all features in the cloud log, and if any of the logs do not contain all the features, they will be removed from the log. The logs or 

traces identified with incomplete features or missing values are eliminated from the traces. Such noise-removed logs perform pattern 

generation for distributed denial of service attack detection. 

3.2. Multi-level state pattern generation 

As part of this process, the method identifies the states through which the service request has passed. First, the list of states followed by 

the service request is determined. Then the technique generates the multilevel pattern using the states, and according to the value of the 

state, the method generates the multilevel state pattern. Generated patterns are added to the pattern set, which will be used to perform 

Distributed Denial of Service attack detection. 

 

Algorithm: 

Input: Preprocessed Log PL 

Output: Multi-Level State Pattern Set MLSPS. 

Start 
 Read Preprocessed Log PL. 

 Identify the list of levels and states. 

  Ls = ∑ Levels ∈ PL 

 Split the log into different time windows. 
 For each time window Ti 

  Identify a list of traces. 

  Tl = ∫ ∑ Pl(i). Time == Ti
size(Tw)

i=1
 

  For each log l 

   Identify a list of states ss = ∑ states ∈ tl 
   For each state, identify the status. 

   Generate pattern Pi={∑ states, Status} 

  End 

 End 
Stop. 

 

The above algorithm steps give a Multilevel State Pattern Set (Mlsps) from the preprocessed dataset. First, read the logs, then identify the 

list of levels and states to split the log into different time windows. Identify the list of traces and states, create a pattern Pi, and obtain the 

pattern set Mlsps. 
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Fig. 3: Flow Chart of Multilevel State Pattern Generation. 

 

Fig. 3 shows the flow chart of Multilevel State Pattern Generation used to perform DDoS detection. The above algorithm identifies the 

states and status of service at each level to produce the pattern. The service being accessed by the user could have been left in any state to 

generate a Distributed Denial of Service attack. Therefore, the state can be identified by generating the pattern of access, how the malicious 

user performs the attack, and in what state they leave the service at the intermediate. To achieve the method reads the logs, and from each 

log, the method finds the set of states of the service access. According to the states identified, the process generates a pattern of service 

access. This has been generated for different time stamp identification patterns to support Distributed Denial of Service attack detection. 

3.3. DDoS detection 

As part of this process, the method identifies the list of patterns broken at an intermediate state with a failure mode. Then, for each state, 

the method computes the state completeness measure. The method selects the state with a higher threat based on this measure. The same 

measure is used to identify the state that has a higher threat. Then the methodology measures the cumulative state, and if the state com-

pleteness measure is less than any specific threshold, the method identifies the user as malicious. 

 

Algorithm: 

Input: Cloud Trace CT 

Output: Boolean 
Start 

 PL = Preprocess (CT). 

 Perform multilevel pattern set generation (PL). 
 Split the pattern set into different time windows. 

 For each time window  

  For each state 
   Compute the state completeness measure Scm. 

   Scm = 
∑ States.Status==Success

Total number of States
× size of pattern set 

 End 

 End 
  Compute the cumulative state completeness measure Cscm. 

  Cscm= 
∑ Scm

size(Tw)⁄  

 If Cscm>CTh then 

   Return true 

 Else 
   Deny service. 

   Choose the state with the lowest completeness measure. 

End 
Stop. 

 

Fig. 4 illustrates the flow chart for spotting Dos. The DDoS attack detection approach reads the cloud trace and performs preprocessing to 

eliminate the incomplete records. Further, the method generates the multilevel pattern by splitting the logs into several time windows and 

access states. Such patterns generated are used to measure the state completeness measure in each time window and at each state. According 

to the value of the state completeness measure and the threshold, the presence of DDoS has been detected. 

 

 
Fig. 4: Flow Chart of DDoS Detection. 
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The 'state completeness measure' (SCM) and 'cumulative state completeness measure' (Cscm) are central to the MLTOA methodology. 

The state completeness measure quantifies the extent to which a service request follows the expected state transitions. Specifically, Scm is 

defined as the ratio of completed states to the total states within a time window. Mathematically, it is given by: 

 

Scm =
Number of successful states

Total number of states observed in a time window
   

 

The cumulative state completeness measure (Cscm) is the running total of Scm across all time windows, providing a cumulative assessment 

of service request integrity. It is defined as: 

 

Cscm =  ∑ Scmi
n
i=1  

 

Where I represents each time window in the sequence. 

4. Result and Discussion 

It has been proven to be efficient to implement the Multilevel Time Orient scheme and evaluate its effectiveness. The method has been 

assessed with different simulation setups and various services and users. All factors have been evaluated efficiently by this method. As a 

result of the technique, Distributed Denial of Service attacks can now be detected and mitigated more effectively. Table 1 below displays 

the specifics of the simulation: 

 
Table 1: Specifications of the Protocol Simulation 

Parameter Value 

Used Instrument Cloud Sim 

No of Facilities 150 

No of operators 300 
Window Time  6 Months 

Name of the dataset KDDcup99 

No of records 494021 
Tool Anaconda 

Language  Python 

 

 
Fig. 5: Accuracy of DDoS Detection Comparison. 

 

It is evident from Fig. 5 detection accuracy performance that the proposed strategy beats the other methods in accuracy. The accuracy of 

DDoS detection has risen to 99.68% with the suggested MLTOA methodology. Also, the performance in DDoS accuracy has dramatically 

increased in the ratios 14.68, 12.68, 8.68, 2.5, and 0.23 % to service-oriented, reputation-based, F2C, KVM, and UBP Trust methodologies, 

respectively. The proposed MLTOA approach produces higher performance than F2C through carrying out risk assessment at every stage 

according to the state pattern. 

 

 
Fig. 6: Comparison Graph of MLTOA False Alarm Ratio. 

 

It indicates that in the above graph, the comparison of Fig. 6 of the false alarm ratio achieved by several techniques. The suggested meth-

odology produced fewer false alarms in the MLTOA test compared with other methodologies. The proposed MLTOA algorithm reduces 

the false alarm ratio being produced up to 0.8 %, and it comparatively reduces the false alarm ratio in the range of 11.2 %, 10.2 %, 7.2 %, 
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2.8%, and 0.4% less than service-oriented, reputation-based, KVM, UBP Trust, and F2C algorithms. By detecting the threat by classifying 

the service access state in different levels, the false alarm ratio has been reduced more than the F2C algorithm. 

 

 
Fig. 7: Time Complexity Comparative Graph. 

 

Predictably, through the comparison graph of Fig. 7, the proposed method performs DDoS detection on Time Complexity. The above graph 

shows that the MLTO Approach has yielded less Time Complexity compared to alternative techniques. Up to three seconds have been 

significantly cut from the time complexity of DDoS detection by the MLTA, where it is comparatively less than the previous methods in 

the ratios of 18, 14, 9, 4, and 1 seconds toward service-oriented, reputation-based, F2C, KVM, and UBP Trust methodologies, correspond-

ingly. The time complexity has been decreased by classifying the service access in accordance with multilevel time analysis, which divides 

the service access into various levels based on success rate. Because there are chances that the service access would be classified as 

malicious in the initial state, which hugely reduces the time complexity, this produces less time complexity than the F2C approach. 

 

 
Fig. 8: Comparison Graph of Service Utilization. 

 

According to Fig. 8, the proposed MLTOA approach presented higher Service Utilization results than other methods. The proposed method, 

the MLTOA algorithm, up to 99.4 %, will improve service utilization. The service utilization performance increased by 20.4 %, 16.4 %, 

12.4 %, 2.9 %, and 0.4 %towards service-oriented, reputation-based, and KVM, UBP Trust, and F2Calgorithms, respectively. The service 

utilization improved over the F2C approach because the malicious access or threat was detected early, which supports the increase of 

genuine service access and improves service utilization. 

 

 
Fig. 9: The Latency Ratio Performance Graph. 

 

The results in Fig.9 show similarities in the various approaches used to introduce a latency ratio; the suggested method yields a lower 

latency ratio than the rest of the approaches.19% less latency than the service-oriented approach and 17% less latency than the reputation-

based method have been achieved with the suggested MLTOA, up to 4%. Correspondingly, it is 13 % and 7 % less than the KVM and 

UBP Trust approaches. The latency ratio of the MLTOA algorithm is 3 % less than the F2C algorithm. By classifying the service access 

according to the state measures, any service request has been classified with the least time complexity than other F2C approaches. 
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5. Conclusion 

This paper introduces the MLTOA technique to solve DDoS attack detection problems in the cloud environment. Initially, we collected 

the KDDcup99 dataset from the Kaggle repository and then preprocessed it to prepare the dataset from the collected dataset. Then the 

proposed MLTOA scheme, the service history can be grouped in different states, and the user service break that occurs in any form can be 

identified. Based on defined values, the process generates the state pattern. Finally, the method computes the State Completeness and 

Cumulative Measure to perform Distributed Denial of Service attack detection. Thus, detecting DDoS attacks can be performed efficiently 

by monitoring such conditions and deciding as malicious or genuine. The MLTOA has generated improved results in threat detection with 

the lowest false ratio and time complexity. 

Future Directions: The KDDcup99 dataset has become a popular one in DDoS attack detection studies and serves to test mitigation 

measures. Although it is more ancient, it has been relevant because it has offered a broad range of attack types, including DDoS. Future 

studies, however, consider examining more recent data sets such as CICIDS2017 that present more recent attack patterns and network 

traffic simulations that are applicable to current-day cloud infrastructure. KDDcup99 was chosen in this research because it has a long track 

record of use in academic DDoS detection, and the results of this work are comparable to other previous studies. 
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