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Abstract

Due to the growing cybersecurity threats, the privacy and security of modern vehicles have become increasingly significant. Cyber offenses
in vehicular networks are recognized using an Intrusion Detection System (IDS). The rapid growth of multimedia technologies has made
cybersecurity an essential concern.. Automated and internet-connected cars are exposed to spoofing and jammer attacks. GPS location
spoofing is an imminent danger to Connected and Autonomous Vehicles (CAV), threatening security and even exposing motorists and
pedestrians to risk. Because of flawed protocol design and increased interconnectivity among modern autonomous vehicles, the Controller
Area Network (CAN) bus is insecure. The identification of spoofing attacks on the CAN bus is critical. Hence, it is necessary to develop
an efficient spoofing attack detection method to address the limitations of existing models. The major phases of the developed framework
are (a) Data Collection, (b) Data Pre-processing, (c) Weighted Feature Selection, and (d) Attack Detection. At first, essential data utilized
for the validation is collected in the standard dataset. Further, the gathered time series data is given as input to the data pre-processing
phase. Later, the attained pre-processed data is utilized to collect the essential features. Further, in the weighted feature selection phase, the
Restricted Boltz-mann Machine (RBM) technique is utilized to attain the significant features. Unlike the conventional CMPA, the proposed
FE-CMPA introduces a fitness-entrenchment mechanism that improves the optimization of RBM feature weights and enhances relief score
maximization. Subsequently, the acquired weighted RBM features are provided for the attack detection phase. Fur-Furthermore, the spoof-
ing attacks are detected using the developed Hybrid Dilated and Attention-based Network (HD-ANet), which holds the Deep Temporal
Convolution Network (DTCN) and Residual Long Short Term Memory (RLSTM) network for effective validation. Hence, the imple-
mented spoofing attack detection model is more secure and achieves a comparatively higher detection rate than traditional approaches in
various experimental evaluations.

Keywords: Cybersecurity Spoofing Attack Detection; Vehicular Network; Fitness Entrenched Coronavirus Mask Protection Algorithm; Restricted Boltz-
mann Machine; Hybrid Dilated and Attention-Based Network; Deep Temporal Convolution Network, Residual Long Short Term Memory network.

1. Introduction

The automotive sector is shifting towards greater computerization and connectivity, which increases the occurrence of attacks and raises
the risk of cybersecurity intrusions. [35]. At present, modern cars are equipped with various electronic components, such as actuators,
sensors, Electronic Control Units (ECUs), and communication modules that connect through different in-vehicle networks. [22]. The CAN
bus is one of the most widely used technologies in the automobile industry [27]. The safety of the CAN bus has been thoroughly examined,
and it is widely used in the automotive field [10]. The message-based CAN bus protocol is employed to meet the unique demands of the
in-vehicle environment, including rapid processing, great durability, and affordability [8]. Broadcasting communication is deployed by
CAN bus technology to send information across ECUs that are attached to the in-vehicle network. IDS has become a widely used cyber-
security technique. It identifies uncontrolled intrusions and infrastructure-based threats [18]. In the automobile sector, the computational
competence of the business vehicle is limited, which may be used to set up the IDS [24]. Exporting the IDS to cloud-based systems with
strong computational capabilities is defined as the most important concern in recent days [30]. However, this approach needs a lot of
association to transfer the information of traffic logs from the in-vehicle system [37].

In modern automobiles, the multi-master serial CAN protocol is frequently employed for exchanging the safety data between ECUs [33].
Smart transportation research has demonstrated the need for CAN bus security. In transportation research, the security of the CAN bus is
considered the most important matter. Human safety is greatly endangered by vehicle attacks in comparison with other cybersecurity
attacks [39]. Although great efforts have been made to ensure the performance, reliability, and safety of computerized vehicles,
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comparatively less effort has been devoted to safeguarding them from malicious attacks. [28]. The attackers insert spoofing messages for
violating the CAN bus to harm a car or gain total control of the ECUs, However, most existing approaches either suffer from high compu-
tational demands (e.g., RNN-LSTM) or scalability limitations (e.g., CARAMEL), making them less practical for real-time vehicular envi-
ronments and the CAN bus is an essential part of in-vehicle services and embedded with ssecurity vulnerabilities [13]. The Information
and Communications Technology (ICT) industry is utilized to address cybersecurity problems in CAV. It is used for evaluating the risks
and effects of possible future cyber-attacks. In contrast, previous automotive cybersecurity projects strengthened the privacy of intercon-
nected vehicles. The security risk is initiated by the currently developed techniques like intelligent charging for Electric Vehicles (EV),
and autopilot, where 5G is not handled in an effective way [29].
Additionally, the CAN network's load is augmented with the implementation of authentication and encryption; this load needs to be kept
under 50% of its maximum capacity to transfer important information [5]. Thus, a successful assessment cannot alter the operating system
of the ECU and should work with the current CAN network protocol [4]. Experts have proposed ideas regarding the physical layer as well
as the data connection layer of conventional CAN protocols. Nonetheless, most of these techniques are unable to precisely evaluate the
fraudulent message [2]. The use of Deep Neural Networks (DNN), including Recurrent Neural Network (RNN) and Convolutional Neural
Network (CNN), has seen incredible success in the field of hardware security. In contrast to the widely used CNN, the basic RNN's repet-
itive design provides strength for training the time series data [43], [44]. When training an RNN, vanishing gradient problems are frequently
encountered, particularly if the data includes a large step size. RNN can overcome these training challenges and achieve outstanding effi-
ciency along with excellent detection accuracy because of the long-term storage units [44], [46]. Additionally, deep learning has been
recently applied to IDS for in-vehicle networks, achieving more accurate outcomes than inadequate machine learning. However, deep
learning necessitates an extensive amount of processing power, which is not found in a vehicle installed in a cloud system. During a
spoofing attack in the network, saved data of sensitive information like personal details and financial details is stolen by the attacker. Data
loss is an incident where hackers delete and corrupt data in software applications. Poor security and improper storage cause data loss issues,
which can lead to unreadable, reputational, and network damage. Recognizing and identifying spoofing attacks is critical, as attackers can
mask their identity and cause delays in data transmission. This research work designs an effective deep model for identifying the spoofing
attack in vehicular networks.

The most beneficial contributions of the deep model-based cyber security spoofing attack recognition structure are listed below.

e To build a deep learning model for spoofing attack detection in vehicular networks to identify false data generated by attackers. This
ensures better management of the transportation system with reduced traffic congestion and enables early attack minimization..

e To propose a feature extraction process using the RBM method for removing unnecessary or redundant data. By multiplying optimized
weights with selected features, a weighted fused feature is obtained, which increases the relief score value and maximizes spoofing
detection accuracy

e To design the FE-CMPA algorithm, inspired by CMPA, for optimal feature selection. The developed FE-CMPA can effectively handle
complex and high-dimensional problems, significantly enhancing the precision and accuracy of cybersecurity attack detection and
mitigation.

e To design an HD-ANet classifier for identifying spoofing attacks. The HD-ANet integrates DTCN and Residual LSTM with dilation
and attention mechanisms to reduce parameter usage and improve detection accuracy. It also helps filter unnecessary data in vehicular
networks, reducing congestion and enhancing detection performance.

The structure of the paper is as follows: Section II reviews conventional spoofing attack detection methods along with their advantages and
limitations. Section III presents the system model of vehicular networks, the motivation behind the work, and the architecture of the pro-
posed spoofing attack detection model. Section IV describes the preprocessing of the collected time series dataset and optimal weighted
feature selection using the developed heuristic strategy. Section V explains the intelligent spoofing attack detection framework based on
dilation and attention-based hybrid deep learning networks. Section VI discusses the experimental results, and Section VII concludes the
paper with key findings.

2. Literature survey

2.1. Related works

Baldini (2022) proposed an innovative IDS method using Recurrence Quantification Analysis (RQA) and an adaptive window based on
the CAN bus communication arrival time data [1]. This method has been evaluated via machine learning techniques utilizing two publicly
available datasets. In general, a spoofing assault was hard to recognize. This approach was compared with entropy metrics for attack
detection. The outcomes demonstrated that the RQA-based approach outperformed current frameworks in terms of accuracy in detection
and consistency over an assortment of sliding windows in both datasets when compared with entropy measurements. The influence of the
sliding window size and hyperparameters used in the RQA and machine learning algorithms was thoroughly evaluated [1].

Vitale et al. (2021) created the CARAMEL model for enhancing communication privacy and security for interconnected and self-driving
vehicles [38]. This architecture consisted of the following components: (a) A communication infrastructure that allowed simultaneous
802.11p and LTE-U connectivity for multi-radio access; (b) the MEC structure containing detection and mitigation algorithms; (c) the
automated on-board section that included anti-hacking characteristics within the vehicle; and (d) an external key infrastructure that checked
the authenticity of data transmissions in the vehicle. The CARAMEL model’s entity-to-entity connections have been demonstrated using
a GPS spoofing attack model. Suggested attack detection procedures utilized the advantages of reliable in-vehicle and collaborative ap-
proaches that depend on observations provided by the CARAMEL architecture rather than encrypted GPS signals [38].

Dasgupta et al. (2022a) established a GNSS-based sensor fusion framework for spoofing attack identification in Autonomous Vehicles
(AVs) [6]. [7]. This framework encompassed two approaches, including (i) contrasting predicted location shifts, also (ii) identifying and
categorizing shifts in combination with vehicle motion state recognition. The initial approach involved merging and feeding data to the
LSTM neural network using low-cost in-vehicle inertial sensors. The subsequent method used the angle of steering sensor data to identify
left and right shifts using a combination of Dynamic Time Warping (DTW) algorithms and K-Nearest Neighbors (k-NN). To increase the
framework's efficacy, the speed determined by the GNSS was compared to the speedometer output of both techniques. The sensor fusion-
based detection system could identify every type of spoofing attack under the threshold. However, this approach requires large memory
resources and can suffer from overfitting, limiting its scalability in real vehicular systems [6].

Yang et al. (2020) presented a sender identity verification approach based on biometric signal features using RNN-LSTM. Due to its high
computational complexity, the suggested RNN-LSTM model has been simplified to support a detection performance in real-time [40]. The
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potential of the suggested RNN-LSTM model for in-vehicle CAN bus security has been showcased through experimental findings in most
of the recent research. Although effective, the high computational complexity of RNN-LSTM makes it unsuitable for real-time vehicular
environments, motivating the hybrid approach in our work[4].

Dasgupta et al. (2022b) have utilized inexpensive in-vehicle sensor data for establishing a deep Reinforcement Learning (RL)-based turn-
by-turn spoofing attack detection technique [41]. The effectiveness of the deep RL-based attack identification system was assessed. In
general, the deep RL model has acquired high precision and recall. Turn-by-turn spoof identification of attacks was effectively carried out
by the reinforcement learning model [7].

In 2020, Sanders and Wang (Sanders and Wang 2020) proposed vehicle-to-vehicle communications to identify and pinpoint GPS spoofing
incidents on vehicles. Linking Doppler shift data with commercial GPS devices was the primary focus of this work. It could be established
with mobile spoofers that might be installed in a vehicle. To confirm the efficacy of the suggested method, experimental and numerical
simulations were carried out [32].

Shabbir et al. (2023) proposed an innovative strategy for safeguarding Connected and Autonomous Vehicles (CAVs) against GPS position
spoofing attacks by utilizing machine learning models like Support Vector Machines (SVM) and deep models like CNN. The recommended
approach was verified by the CARLA simulator and several learning algorithms. GPS coordinates, spoof supervises, and localization
system values have been included in training and testing datasets. Higher precision was achieved in both the best and worst-case scenarios
via the recommended machine learning approach. Deep learning produced better results in both the ideal and worst-case scenarios [34].
Li et al. (2020) have created an area-oriented confidentiality model to offer a first authentication by eliminating the need for multiple
reference vectors. The standard deviation of the real user, or spoofer, would be properly noticed at any place within a particular area and
statistically analyzed. The results have shown that the developed system delivered helpful information for network administrators, so they
can implement the best preventative steps. Lastly, simulations were used to validate analytical results and demonstrate the characteristics
of the system [21].

Theyazn et al. (2022) have developed a hybrid Convolution Neural Network Long Short-Term Memory (CNN-LSTM) method with the
help of a real automatic vehicle network dataset for determining the attack messages in earlier stages. The developed method could produce
better results by evaluating several measures like, F1 score, recall, precision, and accuracy. Thus, it has reached a higher 97.30% accuracy
compared to other conventional approaches [36].

Jannu and Vanambathina (2023a) have investigated several deep-learning techniques for speech improvement. For further processing,
diverse frameworks were utilized to maximize the system performance. Also, various methods such as Gammatone Frequency Cepstral
Coefficients (GFCCs), Logarithmic Power Spectrum (LPS), and Mel-Frequency Cepstral Coefficients (MFCCs)have attained essential
features [15].

Jannu and Vanambathina (2023b) have developed a time-domain hybrid system for utilizing U-Net with attention-based skip links to
enhance the temporal context aggregation. The detailed information was generated by context aggregation and dense connections through
diverse layers at different dilation rates. Extensive experimental outcomes have demonstrated that the developed approach has outper-
formed traditional methods [15].

Dora and Naga Lakshmi (2024) have developed an ensemble learning model for detecting and mitigating DDoS attacks using a hybrid
optimization algorithm to enhance the detection performance. The pre-processed data was given to the process of feature extraction by
autoencoder approaches for acquiring deep features. The attack detection was employed through the Improved Ensemble learning (IEL)
framework. Finally, the experiments were used to establish the best detection efficacy of the developed attack mitigation and detection
method [9].

Kumari and Babu (2024) have developed the hybrid Quantum Dilated Convolutional Neural Network fused Deep-Stacked Auto Encoder
(QDCNN-F-DSAE) model with a Genetic Fuzzy System (GFS) method for network protection. The developed method can easily classify
and analyze attacks with the help of GFS and firewall tuning, and alert the users. The developed model was examined in terms of accuracy,
sensitivity, and specificity measures to provide better outcomes, such as 0.915, 0.908, and 0.920 [20].

2.2. Problem statement

Presently, enormous developments are being achieved in multimedia technology and systems. But these advanced technologies face dif-
ferent security issues due to jamming and spoofing. Here, the spoofing attacks generate more complications in the vehicular network and
create more trouble for the user. Several advancements and issues given in the existing cybersecurity spoofing attack detection models are
tabulated in Table 1. RQA [1] offers an effectively higher accuracy rate than the entropy metrics with various sliding window sizes.
However, it reduces the pattern detection rate in the presence of noisy data. CARAMEL [38] attains a superior end-to-end verification rate
while transmitting the data between the CAV entities. However, it suffers from network traffic overhead and scalability limitations. LSTM
[6] achieves a higher performance rate in overshoot, stop, and wrong turn conditions, and it has a good computational latency threshold
rate. However, it requires high memory to save the details, and it easily falls into overfitting issues. RNN-LSTM (Yang et al. 2020) easily
identifies the malicious spoofing in the EUC nodes, and it handles the enormous data and attains accurate outcomes. Moreover, its imple-
mentation procedure is complicated, and the training procedure takes more time. Deep reinforcement learning [7] implementation cost is
low, and it effectively resolves complex tasks. Yet, it attains poor outcomes in some cases due to overload issues. Static spoofer case [32]
effectively minimizes the localization errors and has a higher robustness rate. But it utilized a limited number of antennas in the moving
space. CNN and SVM [34] work efficiently in the higher-dimensional spaces, and also resolve the non-linearity issues. Still, it requires
resolving the overlapping issues, and training time is higher due to more complications. The two-dimensional space model [21] effectively
minimizes the false detection rate, and the security rate of the system is increased. Yet, it needs to reduce the silent probability rate between
the destination and the spoofer. Thus, it is essential to tackle different complications attained in the conventional cybersecurity spoofing
attack detection model by designing an effective spoofing attack identification mechanism with deep learning approaches [47, [48]. To
address these challenges—such as computational overhead in RNN-LSTM, scalability in CARAMEL, and noisy data limitations in RQA—
our work introduces a hybrid HD-ANet model combined with FE-CMPA for optimized feature selection, designed specifically for real-
time vehicular networks.
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Table 1: Advantages and Disadvantages of Existing Cybersecurity Spoofing Attack Detection Systems in Vehicular Networks
Q;f]lor 15125 Methodology Advantages Disadvantages
(Baldini 2022)  RQA . It offers an effectively higher accuracy rate than e It minimizes the pattern detection
the entropy metrics with various sliding window sizes. rate due to noisy data.
(Vitale et al N L 56189 0 PSR G- Ho-et iRt s i.ssue in theI;éf\?ngrl:irrai%O:\ﬁ)I;% %Zt?’l}{)igzid
' CARAMEL while transmitting the information between the CAV enti- o
2021) s . It needs to overcome the scalability
’ issues.
. It achieves a higher performance rate in over- . It requires a large memory to save
(Dasgupta et shoot, stop, and wrong turn conditions. . 4 & Ty
LSTM . the details.
al. 2022a) . It has a good computational latency threshold . . .
rate . It easily falls into overfitting issues.
. It easily identifies the malicious spoofing in the . Its implementation procedure is
(Yang et al. RNN-LSTM EUC nodes. complicated.
2020) . It handles enormous data and attains accurate . The training procedure takes more
outcomes. time.
(Dasgupta et Deep reinforce- . Its implementation cost is low. . It attains poor outcomes in some
al. 2022b) ment learning . It effectively resolves the complex tasks. cases due to overloading issues.
(Sanders and Static spoofer . It effectively minimizes localization errors. . It utilized a limited number of an-
Wang 2020) case . It has a higher robustness rate. tennae in the moving space.
. . It works proficiently in higher-dimensionality ° TS I I OO E T
(Shabbir et al. issues.
CNN and SVM spaces. T
2023) . T . Its training time is higher due to
. It resolves the non-linearity issues. 8o
more complications.
. T_wo—dlmen- . It successfully reduces the false detection rate. ° 185010 reduge the silsit o=
(Lietal. 2020)  sional space . .. bility rate between the destination and the
. The security rate of the system is increased.
model spoofer.

3. A Novel Cybersecurity Spoofing Attack Detection Scheme with The Support of An Advanced
Deep Learning Network

3.1. System model of vehicular networks

In the vehicular network, each vehicle is considered an important entity and functions as a node. The server, vehicles, and Roadside Units
(RSU) are the three most significant requirements of the vehicular network. In the vehicular network, the vehicles are considered the most
important components. The onboard unit is attached to the individual vehicle in the vehicular network. Here, the wireless communication
is employed to transfer and receive the messages. Vehicle-to-Infrastructure (V2I) and Vehicle-to-Vehicle (V2V) communications are the
most common methods used in vehicular networks. On the roadside of the vehicular network, the RSU is placed to perform communication
between the sensors and vehicles. The server in the network grasps the environmental data that is gathered by the vehicles. The sensed
reports are transferred by the RSU and the remaining vehicles of the network. The system model of the vehicular network is presented in

Fig. 1.
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Fig. 1: System Model of the Vehicular Network.
3.2. The motivation behind the work

In recent days, the occurrence of cybersecurity attacks in modern vehicles has greatly increased. The likelihood of cyber-attacks in vehicular
networks has increased due to the growing complexity of modern vehicles. In the vehicular network, the moving vehicles are considered
as nodes that are used to form the autonomous network. The efficiency of data transportation is highly increased by the networks. The
direction and location mapping information is provided with the aid of the vehicular networks. The vehicular network is affected by the
spoofing attack and is quite difficult to identify. The safety of human life is greatly affected by the cybersecurity threats on the vehicular
network. The spoofer injects the spoofing messages into the control unit of the vehicle so that the vehicle can be fully controlled by the
spoofer. Due to the spoofing messages, the communication between the RSU and the sensor of the vehicle is damaged so which leads to a
collision risk during transportation. The spoofing attack may affect the GPS of the vehicle, and it confuses the driver by providing a false
signal. This false signal can guide the driver into false path. Due to this action, the congestion in the road network increases and it can
result in a collision between the two vehicles. For this reason, the researcher developed numerous spoofing attack detection techniques for
detecting the spoofing attack in the vehicular network. However, they did not identify the falsified data in the signal received at the sensor
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of the network. In addition, the existing approach does not recognize the messages from the attacker and the genuine vehicle. So it is
necessary to develop the spoofing attack detection model in vehicular communication using deep learning techniques. Moreover, practical
deployment of spoofing detection systems must consider constraints such as limited computational resources in vehicle ECUs and com-
patibility with existing CAN bus protocols, which motivated the design of our lightweight HD-ANet framework.

3.3. Architectural explanation of developed spoofing attack detection model

A deep learning-assisted spoofing attack recognition approach is designed to identify spoofing messages received at vehicular network
nodes in real time, thereby reducing traffic congestion and preventing accidents. Likewise, the suggested cyber spoofing assault discovery
approach identifies the attack in the vehicular network with high throughput as well as low false negative and positive rates. The imple-
mented approach increases the sensing and communication capability of the vehicles by identifying the spoofing attack with high accuracy.
This work is commenced by accumulating the data from the standard dataset. Simultaneously, the gathered data is given through the pre-
processing technique. Here, the data filling, data cleaning, replacement of NaN value, and outlier removal are employed in the collected
data. So, the consistency and the exactness of the spoofing attack recognition are increased. Further, the RBM is utilized to extract the
features in the preprocessed data. From the extracted feature, some specific features are optimally selected by the FE-CMPA. In addition
to this process, the weight is also optimized by the FE-CMPA. This optimized weight and features are multiplied to form the weighted
fused feature. The weighted feature fusion is executed to lower the prediction error in the developed model. Because of the optimization
process, the relief score value is highly augmented. Consequently, the weighted feature is passed to the HD-ANet model to get the final
detected outcome. The dilation mechanism incorporated into the model reduces the number of parameters required for spoofing attack
detection. Further, the attention mechanism in the developed approach concentrates on extracting the important features for the attack
detection process. Finally, the predicted result in the DTCN and residual LSTM is averaged to attain the final detected result. The HD-
ANet effectively identifies spoofed data in vehicular networks and helps prevent traffic congestion, ensuring efficient transportation..
Finally, the result from the implemented method is analyzed with the conventional frameworks to verify the effectuality of the offered
spoofing attack detection model. The detailed model of the deep network-based spoofing attack detection method in the vehicular network

is indicated in Fig. 2.
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Fig. 2: Detailed Model of the Deep Network-Based Spoofing Attack Detection Method.
3.4. Time series dataset representation
The datasets used for spoofing attack detection are listed in Table 2.

Table 2: Dataset Employed for the Deep Learning-Based Spoofing Attack Detection Process

Num-

ber Link Description

The name of the first dataset used in the spoofing attack detection process is APA-DDoS
Dataset and it was accessed on 2023-11-13. The identification of malicious connections is
quite difficult to perform due to the increase in connected devices. For identifying the ma-
licious activities, the IDS are used. The type of attack and the traffic patterns are analyzed
by the IDS.

The second dataset used in this work is the WUSTL-IIOT-2018 dataset and it is accessed
on 2023-11-13. The SCADA system is used to build this dataset. The real-world industrial
system is emulated using SCADA. The development of the future attack is also identified
by scanning this network. The vulnerabilities of the device in the network are also identi-
fied for securing the network.

“https://www.kaggle.com/da-
tasets/yashwanthkumbam/apaddos-dataset”

“https://www.cse.wustl.edu/~jain/iiot/in-
dex.html”

The data collected for the spoofing attack detection in vehicular networks using the three datasets and it is indicated asS, herel = 1,2...L,
and Lis the total amount of data collected from the standard resources. The APA-DDoS dataset contains XX instances with features such
as traffic patterns and attack types including DDoS and spoofing scenarios. The WUSTL-I10T-2018 dataset includes YY records from a
SCADA-based industrial IoT environment with both normal and malicious traffic. These datasets are relevant to vehicular networks as
they reflect time-series traffic patterns and spoofing/jamming behaviors similar to those occurring in CAN bus environments.
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4. Preprocessing Over Collected Time Series Dataset and Optimal Weighted Feature Selection
Using Developed Heuristic Strategy

4.1. Data pre-processing

In the spoofing attack recognition process, preprocessing is a crucial step. Inconsistent information in the collected data is removed during
preprocessing. This can lead to the occurrence of errors in the attack detection process. The main preprocessing steps used in spoofing
attack detection are as follows.

Data filling: The collected data SPis passed to the data filling process. The quality of the gathered data is improved by the data-filling
process since it fills the missing characters in the collected data. The collected dataS} are not processed by the developed structure. The
data can be filled by global constant values like 0 and NA to enhance the prediction process accuracy rate. The filled data from this step is
represented asSPF .

Data cleaning: The data filledSP is agreed to this process for the purpose of maximizing the data quality. Here, the error and the discrepancy
in the data are recognized by the data-cleaning process. The invalid data in the filled data is also identified by the data cleaning process. In
preprocessing, data cleaning is the most important step and it is patiently carried out to increase the superiority of the information. The
cleaned information of this process is denoted asSf .

NaN value replacement: The cleaned dataSfis given in this step for replacing the NaN values. Here, the (Not available) NA values in the
cleaned data are substituted with zeros. In the data-filling process, some undefined values are used to fill the gaps in the composed data S
and these undefined values are replaced with zero to improve the prediction accuracy. The Nan value replaced data is signified asSV4N
Outlier removal: The outlier removal process takes NaN value replaced data is considered as an inputSN¥4V . Before executing the attack
detection process, outliers must be removed from the data. Because it greatly affects the training process of the developed spoofing attack
discovery model. In the given data, the attributes are considerably away from the other attributes (lonely manner), and this attribute is
removed from the data. The outlier removed data is represented asS2YT.

4.2. Proposed FE-CMPA

The FE-CMPA is a new optimization algorithm, modeled on the conventional CMPA (Yuan et al. 2023). Considering the traditional CMPA
algorithm, it can provide optimal solutions for optimizing complex structures and problems. The CMPA is a bionic-based algorithm and it
has the ability to solve nonlinear high dimensional difficulties. Especially, it is designed to solve engineering design issues. Yet, the high-
design optimization problems are not resolved by the CMPA and it is stuck with high-dimensional optimization issues. The linear issues
are not solved by the CMPA. To solve these problems, the FE-CMPA is recommended. Unlike the original CMPA, which often struggles
with high-dimensional optimization and noisy data, FE-CMPA introduces a fitness-entrenchment mechanism in the random number update
(Eq. 1). This modification helps the algorithm escape local optima, achieve better convergence, and maximize the relief score more effec-
tively for feature selection.

Novelty of the implemented FE-CMPA algorithm: The FE-CMPA is suggested to get the maximized the relief score value in the deep
model-based spoofing attack detection process. In the cyber security spoofing attack detection process, the relief score value is maximized
by the developed FE-CMPA since it optimally selects the feature and weight values. The FE-CMPA is designed to optimize the weight
values and features obtained from the RBM structure for creating the weighted fused feature. The weight optimization process helps to
solve high dimensional issues in the spoofing attack framework. The FE-CMPA is executed by identifying the random number. This
random number is calculated using the best, worst, and current fitness values and expressed in Eq. (1). Here, the random number s is
calculated using the best, worst, current, and mean fitness values, as shown in Eq. (1). This ensures balanced exploration and exploitation
during optimization

b
(w+m)+c)

)

S =

Where, the best fitness is denoted asb, worst fitness is expressed asw, current fitness is pinpointed asc, mean fitness is termed asm, and
the random number calculated in the developed FE-CMPA is indicated ass, in the traditional CMPA, this random number is updated in
Eq. (2). As a result of the updated random number, ultra-high design optimization issues can be easily solved and also the value of relief
score is maximized in the spoofing attack detection process.

Coronavirus Mask Protection Algorithm (CMPA) (Yuan et al. 2023): The CMPA is the bionic-based optimization algorithm used to solve
high dimensional difficulties. The CMPA is designed on the basis of the self-protecting characteristics of the human.

Motivation: In December 2019, the COVID-19 epidemic has initiated. At the initial stage of the COVID, there is no treatment procedures
are developed to defeat the disease. So many people die from this dangerous infection. To reduce the dispersion of the COVID-19 infection,
people are advised to wear masks in the epidemic situation. Further, the vaccine research is carried out by the developing nation to lower
the effects of the COVID-19 infection. The droplets produced by the sneezing and coughing action of the COVID-affected person that may
lead to the dissemination of COVID-19 to healthier people who are not wearing masks in the epidemic situation.

The immune, suspected and the infected individual considerably affects the efficacy and the robustness of the CMPA. The people who
improperly wearing the mask are easily affected by the COVID. COVID-19 is easily dispersed when the two people make close commu-
nication with each other. The infected person does not have any symptoms regarding the COVID at the initial stage. Moreover, social
distancing is considered the most important factor for preventing the dispersion of COVID to others. The sickness phase, transmission
phase, and invulnerable phase are the three important phases of the sickness and exemption process. The infected person is identified by
the communal distancing factor and it is agreed in Eq. (2).

y]-(u)s > s,
](y]-(u))O <s< istsickness

yiu+1) = @

1 2 L
T(y]- (u) 35t < s < Ssitransmission

lS(yj (u)%st < s < sginvlunerable
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Here, the communal space is represented ass, this is also considered as the random number in the region of[0,2], this random number is
upgraded in Eq. (1), the safe social distance is termed ass;, at the social communication(u + 1), and physical condition of j* person is
elucidated asy;(u + 1).

Sickness phase: The healthier person is affected by the disease if the communal space between the infected person and the healthier person

is too small that is0 < s < gst. The expression involved in the sickness phase is offered in Eq. (3).

yiw+1) =J(y;w) 3)
J(yiw) = yj(w) + ;W) * s() * ||y;(w) — y,WI| )

Thus, at the communal interactionu, the spot of the infected person is represented asy, (u), and the protection factor of the j*person is
indicated asw; (u).

Transmission phase: The unaffected person enhances their communal space from the infected person to avoid the occurrence of COVID-
19 infection. The symptoms of the COVID are not produced immediately once affected so the person is requested to quarantine for a
particular time period.

yiu+1) =T(y;w) Q)

T(y,w)) = <yf () + &) » s o) S“”) o ©

* llyj(@) = y- @Il

o—-1

Here, the time of the communal behavior and the dispersion of the virus are represented as€, and{p correspondingly, the infection factor is

represented asO. In social interactionU, the confrontation of the person ] is denoted as¢;(u) and the location of the invulnerable person

sy, (w).
Invulnerable stage: The communal distance is the most important factor since the person can be easily affected by the COVID-19 infection.

The autoimmune system of the human body lowers the impact of the virus if the communal distance stumbles in the region of(g St st).
The immune condition of the human body is elucidated in Eq. (7).

yiw+1) = S(y;w) (7
S(yj) = y;w) + wj W) * s(w) * ||y;(w) = y@)|| * pe” ®)
Here, the happiness index is represented asv, and the physical coefficient index is represented asp. At the explore space, the arbitrary
individual is selected to maintain the population in a stable manner.

The random individual is used instead of the dead individual and it is presented in Eq. (9).

yj(u+ 1) = bol + rndn * (uol — bol) O]

Here, the lower bound is indicated asbol, and the upper bound is indicated asuol. The replacement of the dead individual is done using Eq.

(10).
yiu+1)=—(1—rndn) e (yj(u) —medi(Y)) + y.(uw) (10)
Here, for the existing iteration, the excellent solution is elucidated asy, (1), the usual distribution is developed by the random numberrndn,

and for the present population, the median is denoted asmedi(Y).
Algorithm 1 elucidates the pseudocode of the explored FE-CMPA.

Algorithm 1: Explored FE-CMPA
Fix the required attributes such as number of populationO and maximum iteration itermxi
Fix the lower and the upper limit values
While the termination condition is not satisfied
Update the random number using the developed concept in Eq. (1)
For individual populations do
fo<s< %stthen

Find y;(u + 1) = J (v;(w))
Else ifist <s< zst
Calculate y;(u + 1) = T(yj (u))
Else ifzst <s<s;
3
Findy;(u +1) = S(yj (u))
Else
Evaluate y;(u + 1) = (y]- (u))
End if
End for
If the individual surpasses the explore space, the fresh individual is arbitrarily developed
Upgrade the size of the population using Eq. (10).
Else
Verify and correct the new position using the borders of variables
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End
u=u+1
End while

4.3. Feature extraction using RBM

The preprocessed dataS?VTis given to the RBM for retrieving the features. The RBM (Cai et al. 2012) is an energy-based neural network
that uses unsupervised learning to extract features by analyzing the distribution of input data. The RBM is sometimes described as an
energy-aided stochastic neural network. In the conventional artificial neural network, arbitrary variations are introduced to develop the
stochastic neural network. The hidden and the visible units are available in the RBM. The data distribution is done by the hidden unit of
the RBM and the inputs are given to the discernible units of the RBM. The Gibbs sampling is used as the transition operator and it is used
to scamper the Monte Carlo Markov Chain (MCMC) towards the direction of union. This process may be used to obtain the samples of the
RBM. The visible units of the RBM are not dependent on each other. Further, in each layer of the RBM, the Gibbs sampling is executed.
In the RBM, the energy function is illustrated in Eq. (11).

F(w,i|2) =%(WTXi+cTw+dTL') (11)
E=X,cd) (12)
Here, the hidden units of the RBM are represented asi, the visible units are elucidated asw, the bias of the invisible and the visible unit is
offered asd, and ¢ correspondingly, the visible and the invisible units are attached by the weightX.

The partition function A(Z) is signified in Eq. (13).

A(X) = Xy EXP[-F (y|2)] (13)
For the statey, the probability value is indicated in Eq. (14).

X
A®)

QWw, i|8) = = exp{-F(w,i|5)} (14

For the visible unit and the hidden unit, the restricted probability is signified in Eq. (15) and Eq. (16).

a(w; = 110) = o(¢; + X;i) (15)

a(w; = 1lw) = o(d; + Xw) (16)
1

°0) = e a7

Here, for the weight matrixX, the k™ column vector is represented asX,, jt"row vector is denoted asX;. The features retrieved from the
RBM are indicated asGR5M .

4.4. Optimal weighted feature selection

The optimal weighted feature selection is carried out by FE-CMPA. Here, the FE-CMPA is initially used to optimally pick the specific set
of features retrieved from the RBM. Similarly, the weight values in related to the features are optimized by the same FE-CMPA. These
optimized features and the weights are multiplied with each other in the weighed fused feature and it is given in Eq. (18).

GEW = GIPT x WOPT (18)
Here, the weighted fused feature is represented asG;"W, the optimally selected feature is indicated asGQFT
weight is signified asW °FT .

As aresult of the optimization approach, the relief score value is significantly maximized. The optimal weighted feature selection is adopted
to reduce the prediction error in the attack detection process. Additionally, irrelevant data is removed during the optimal weighted feature

selection process. The objective function of the FE-CMPA-HD-AN is examined in Eq. (19). The objective function (Eq. 19) defines how
optimal features (f opt) and weights (w_e) are selected to maximize the relief score (R_relf), thereby minimizing prediction error.

(1
hoo= 19
ar‘%’f}j}m[rebfj (19)

Here, the optimally chosen feature is indicated asfo,; in[1£0200], the optimized weight is termed aswe and it lies in between[0.01,0.99]
and the term relfindicates the relief score. The weighted fused feature is represented asG5" . The relief score (Eq. 20) measures how well
a feature distinguishes between different classes by comparing its values in similar vs. dissimilar instances.

Relief score: The relief score is identified using Eq. (20).

, and the optimally selected

Relf = R(EB|D) — Q(EBIS) (20)

Here, the relief score is indicated asRe [ f, the diverse value of feature is expressed asEB, the adjacent instance of the same and diverse
class are elucidated asS, and Drespectively. The pictorial illustration of the optimal weighted feature selection is signified in Fig. 3.
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Fig. 3: Pictorial Representation of the Optimal Weighted Feature Selection.

5. An Intelligent Spoofing Attack Detection Framework Using Dilation and Attention-Based Hy-
brid Deep Learning Network

5.1. DTCN model

The temporal associations in the data are captured by the convolutional layers of the DTCN (Pham et al. 2021). The final layer of the
DTCN takes the sequence of data as the input. Some of the layers of DTCN have a high dilation rate so it leads to the expansion of the
receptive field of the higher layer. The depth of the network is increased to enlarge the receptive field of higher layers. The zero padding
is applied to achieve the usual constraint in the DTCN. The padding dimension in the DTCN is identified by Eq. (21).

padd(j) = (I - 1) x e(j) 21)

Here, the layer index is denoted asj, the dilation is signified ase, and the size of the kernel is specified asl.
The time step of the input data is covered if the receptive field of the layer is large. The DTCN is composed of a residual block in which
the convolutional layers are available. In the DTCN, the amenable field is identified using Eq. (22).

recpfield =1+ 0e (1 —1)« (26 —1) (22)

Here, the number of convolutional layers is represented asO, the kernel size of all layers is illustrated asl, and the total number of the
residual block is portrayed asC.

5.2. Residual LSTM model

Recently, the development of deep learning models has emerged to detect spoofing attacks effectively. CNNs cannot effectively identify
unknown attack types and patterns, and thus fail when handling larger or more diverse attack datasets. Also, it requires a larger amount of
labeled network traffic data and it takes more time during the implementation process. Real-time attack detection using CNN consumes
high computational and more processing power. On the other hand, the traditional DTCNN is difficult to effectively recognize the attacks
in real-world scenarios especially when dealing with several changes in attack types. Also, the gradient vanishing and imbalance issues are
generated in existing classifier models. To address these issues, a Residual LSTM [19] is incorporated into our framework. It has the ability
to effectively identify and solve the complex and long-term dependencies attacks in earlier stages and provides better generalization per-
formance in unseen attack data. The vanishing issue is solved by the residual LSTM, which helps to enhance performance in the detection
model. In the residual LSTM, the output layer i}'is amalgamated with the shortcut lane, and the internal memory cell of residual LSTM is
indicated asd])'. The forget gategy;'is regularly maintained to control the temporal flow of the gradient usingd;}*. The protrusion outputnyis
incorporated with the shortcut lanei* =1, which is developed from the (I — 1) output layer. The expression involved in the residual LSTM
is offered as follows.

1T=)((X},’}yu + X[t + xgidye 1+cm) (23)
gt = x(XJpyi + X[y + xfydit, + c) (24)
At =gitedlt +jite tanh( dyu Xpim .+ cg ) (25)
pit = x(Xppya + Xpiiy + XDik, + ) (26)
sit = tanh(di) 27)
ny =X e sy (28)
o =pi ey + X"y 29

Here, the input gate is represented asjy;;*, the forget gate is signified asg;}*, and the layer index is illustrated asm, the output gate is elucidated
asp™. The input given to the residual LSTM is signified asy/™, the internal cells of the residual LSTM is showcased asd™ ,, the m*output
layer is represented asiy* ;, and the protuberance matrix is acted asX7".
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If the size of y;i* seems like ail}’, then the identity matrix is replaced instead of X{™and it is offered in Eq. (30).
= pat e (' + ") (30)
Thus, the result of the LSTM is scaled using the protuberance matrixXg".

5.3. Detection of spoofing attacks using proposed HD-AN

The traditional DTCN method can effectively capture and analyze the complex attack patterns to enhance the detection accuracy with low
false positive values. Additionally, the prescribed field of DTCN is enlarged through the structure of dilation. So, the precision of the
spoofing attack detection is greatly increased. Yet, it needs large labeled attack datasets for the process of training and it impacts the
model’s performance. The residual LSTM method can significantly improve evaluation performance in long-range attack patterns with
network traffic. The training process of the residual LSTM is very simple to provide better accurate results. Yet, it fails to identify attack
types effectively and it requires larger training data. It takes more time for processing performance and needs high computational resources.
To overcome these challenges, DTCN and Residual LSTM are integrated to form the proposed HD-ANet model. Further, the detection
value in the DTCN and the residual LSTM are employed to generate the final detected result. The implemented HD-ANet-based structure
is used to identify falsely data inserted by the spoofer on the signal of the vehicular network. Here, the attention mechanism is used to
analyze huge amounts of input data with low memory space and the dilation structure reduces the cost required for the spoofing attack
detection process. Therefore, traffic congestion can be effectively prevented using the developed model. The developed FE-CMPA-HD-
ANet model also prevents spoofing attacks that mislead drivers by providing false navigation signals, since the attack can be identified at
an early stage. From the weighted fused feature, the most important feature is processed by the attention mechanism and the dilation model
requires a very minimal amount of parameter in the attack detection process. The weighted fused featureG5"Wis given to the HD-ANet for
the spoofing attack detection process. Moreover, the lightweight design of HD-ANet with dilation and attention mechanisms makes it more
suitable for real-time deployment in vehicular environments where ECUs have limited computational resources and strict latency require-
ments.

Dilation (Zhang et al. 2019): The dilation is designed to be managed with the convolution mechanism. The extension of the amenable field
does impact the amount of parameters in the network. The dilation rate is used to restrict the prescribed field of the dilated structure. The
down-sampling process is used by most of the network to increase the receptive field. Moreover, the loss of pixel-level data can be pre-
vented by the dilation network. The dilation network is used to confine the feature maps from the several receptive fields. The dilation
structure may reduce the cost of the spoofing attack detection process because it enlarges the receptive field so the accuracy of the spoofing
attack detection is maximized [42].

Attention (Fazil et al. 2021): The attention mechanism is used in the HD-ANet to effectively analyze the weighted fused feature. Here, the
features are ranked based on their significance. The attention weight, context vector, and alliance layers are present in the attention structure.
The alliance score between the summit vectorwand fixed vector i = {iy, i,...[,} is identified by the alliance layer. The intact elements of
the fixed vector are normalized to find the prospect distributionk;, here [11]j = {j;, j,... 0}. The prospect distribution is identified by Eq.

31).

exp(ijw)
K=o
Yh=1 exp(tjw)

(€3]
The summation of weighted essentials in the fixed vectorw is measured as output of the attention mechanism and it is denoted by Eq. (32).
Here, the output of the attention network is represented asPand the most important information is passed to the summit vectorwwith the

fixed vectori;. This can be done if the value of prospect distributionk;is high. The attention system is used to handle a huge number of
input data with minimal memory space. The semantic view of the HD-ANet for the spoofing attack detection is indicated in Fig. 4.
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Fig. 4: Detailed View of the HD-Anet for the Spoofing Attack Detection Result and Discussion.
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5.4. Experimental settings

Python software was utilized to test the explored HD-ANet-based cyber security spoofing attack detection framework. The process of
experimentation was executed by considering the amount of population as 10, the total iteration as 50, and the chromosome length as 200.
Conventional algorithms like Eurasian Oystercatcher Optimization (EOO), Water Strider Algorithm (WSA), Garter Snake Optimization
(GSO), CMPA, and traditional prediction techniques like MobileNet, LSTM, DTCN and Bi-LSTM were taken to examine the efficacy of
the HD-ANet-based cyber security spoofing attack discovery framework. Table 3 shows the parameters used in the developed FE-CMPA
Technique.

Table 3: Parameters Used in This Developed ICMPA Method

Parameters Values

No. of population 10

Chromosome Length 200

First100 features 1- no. of extracted features
Second 100 weights 0.01-0.99

Maximum Iteration 50

Proposed (ICMPA) parameters

Safe Social Distance 1.0

Physical Fitness Coefficient 0.8

Happiness Index 0.7

5.5. Performance indices

In this research, diverse positive and negative measures are used to validate the overall performance These evaluation metrics provide
accurate outcomes that enhance decision-making and security management performance. Also, these metrics allow for tracking and ana-
lysing the attack detection at an earlier stage based on its effective outcomes in the developed model. The performance enhancement in
attack detection can easily mitigate the occurrence of falsely outcomes that can be used to fine-tune the detection process to enhance its
accuracy and efficiency. This helps to identify the particular areas for improvement and potential attacks earlier stage to minimize the
system damage. The below performance indices are used in the HD-ANet-based cyber security spoofing attack detection framework for
validating the effectiveness of the planned scheme.

_ mi+m2
accureay = matmiimz G3)
.. m2
precision = ——— (34)
mlsm2-m3*m4
Mcc = J(m1+m3)(m1+m4)(m2+m3)(m2+ma) G5
FNR = 22 (36)
m2+m4
FDR = =2 (37)
m3+m2
FPR = % (38)
m3+m2
NPV = 22 (39)
m2+m4
e oml
sensitivity = ——— (40)
e m2
specificity = " 41)
Flscore = - 42)
2m1l+m3+m4

Thus, the true negative and true positive are represented asm2, and m1 respectively, the false negative and false positive are indicated
asm4, and m3correspondingly.

5.6. Roc curve analysis for two datasets over conventional techniques

The developed spoofing attack detection model analyzed using the ROC curve is revealed in Fig. 5. For the first dataset, the HD-ANet-
based cyber security spoofing attack detection approach achieves higher true positive rates of 11.11%, 9.75%, 8.43%, and 4.65% for
MobileNet, LSTM, DTCN, and Bi-LSTM when the false positive is taken as 0.4. These results confirm that the proposed HD-ANet-based
spoofing attack detection approach outperforms traditional methods.
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Fig. 5: ROC Curve Investigation of the Deep Model-Based Cyber Security Spoofing Attack Detection Model Over Various Techniques for (A) Dataset 1,
(B) Dataset 2

5.7. Convergence analysis for two datasets over various algorithms

The convergence analysis of the HD-ANet-based cyber security spoofing attack detection framework among diverse frameworks is por-
trayed in Fig. 6. From the Fig. 5 (b), the convergence of the HD-ANet-based cyber security spoofing attack detection framework is reduced
than the EOO, WSO, GSO, and CMPAS with 60%, 80%, 68% and 60% at the 20" iteration. Thus, the graphical results showed that the
convergence function of the HD-ANet-based cyber security spoofing attack discovery framework is considerably reduced than the con-
ventional models.
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Fig. 6: ROC Curve Investigation of the Deep Model-Based Cyber Security Spoofing Attack Detection Over Various Algorithms for (A) Dataset 1, (B)
Dataset 2.

5.8. Performance judgment of the implemented method using k-fold metrics

The performance comparison of the explored HD-ANet-based cyber security spoofing attack recognition model using the K-fold metrics
is indicated in Fig. 7. The suggested HD-ANet-based cyber security spoofing attack discovery model obtains 8.23% enhanced accuracy
than the MobileNet, 6.97% enhanced than the DTCN, 12.19% enhanced than the LSTM and 5.74% enhanced than the Bi-LSTM for the
1% dataset. So, the performance of the HD-ANet-based cyber security spoofing assault detection is better over the conventional techniques.
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Fig. 7: Performance Investigation of the Deep Model-Based Cyber Security Spoofing Attack Detection Over Diverse Techniques for (A) Accuracy, (B)
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5.9. Performance assessment on various feature approaches

The performance comparison of the FE-CMPA-RBM-based feature selection approach is given in Table 4. From the table results, the
accuracy of the FE-CMPA-RBM-based feature selection approach is better than the Mobile Net, LSTM, DTCN, and RBM with 6.11%,
11.67%, 3.18%, and 2.22% for the first dataset. Thus, the feature selection performance of the RBM with optimization is superior to the
without optimization techniques.

Table 4: Performance Analysis on Deep Model-Baed Feature Selection Over Ditferent Techniques

Dataset 1
TERMS MobileNet (Li et al. LSTM (Gers et al. DTCN (Pham et al. RBM (Without optimi- FE-CMPA-RBM (with optimi-
2022) 2002) 2021) zation) zation)
Accuracy  88.77249 84.35538 91.29101 92.1552 94.20899
is‘;“smv' 88.77513 84.16402 91.54762 92.19841 94,2328
istgec‘ﬁc' 88.77116 84.45106 91.1627 92.1336 94.19709
Precision  79.81021 73.01981 83.81776 85.42331 89.03442
FPR 11.22884 15.54894 8.837302 7.866402 5.80291
FNR 11.22487 15.83598 8.452381 7.801587 5767196
NPV 94.05359 91.42788 95.56951 95.93813 97.02969
FDR 20.18979 26.98019 16.18224 14.57669 10.96558
Fl-Score  84.0543 78.19686 87.51233 88.68165 91.55989
MCC 75.68265 66.49874 81.03176 82.83341 87.23898
Dataset 2
Accuracy  88.628 84.347 91.09 92.094 94.062
is‘t‘;“s““" 88.624 84.222 91.108 92.044 94.06
istsec‘ﬁc' 88.632 84.472 91.072 92.144 94.064
Precision  88.63109 84.43308 91.07521 92.13614 94.06376
FPR 11.368 15.528 8.928 7.856 5.936
FNR 11.376 15.778 8.892 7.956 5.94
NPV 88.62491 84.26135 91.1048 92.05195 94.06024
FDR 11.36891 15.56692 8.924787 7.863864 5936237
Fl-Score  88.62755 84.32741 91.0916 92.09005 94.06188
MCC 77.256 68.69421 82.18001 84.18804 88.124

5.10. Statistical results over various algorithms

Table 5 indicates the statistical outcome of the developed HD-ANet-based cyber security spoofing attack detection model. When consid-
ering the first dataset, the best statistical measure of the HD-ANet-based cyber security spoofing attack discovery model is increased than
the EOO, WSO, GSO, and CMPAS with 11.05%, 16.84%, 6.84%, and 10.52%. Hence, the performance of the HD-ANet-based cyber
security spoofing attack discovery model is better compared to other conventional techniques.

Table 5: Statistical Analysis on Deep Model-Based Cybersecurity Spoofing Attack Detection Model Over Different Algorithms

Dataset 1
TERMS EOO (Salim et al. WSO (Kaveh and Eslamlou GSO (Naghdiani et al. CMPAS (Yuan et al. HD-
2022) 2020) 2023) 2023) ANet

BEST 2.114435 2.229939 2.032005 2.105529 1.960964
.?,?SIE]DARD DEVIA- 0.346989 0.164473 0.139023 0.187093 0.282598
MEAN 2.408413 2.301953 2.131549 2276166 2.048776
WORST 3.082415 2.840482 2.332396 3.154449 3.858832
MEDIAN 2.261225 2.231731 2.032005 2.252637 1.960964
Dataset 2

BEST 2.018517 2.142208 2.04007 2.010289 1.901316
%FSIEIDARD DEVIA- 0.201755 0.071424 0.342472 0.393814 0.228247
MEAN 2.139993 2213852 2251227 2.148764 1.968378
WORST 2.59043 2.285276 3.477595 3.673704 2.797339
MEDIAN 2.018517 2.213857 2.224808 2.010289 1.901316

5.11. Performance analysis over several approaches

The performance assessment of the HD-ANet-based cyber security spoofing attack detection model over numerous techniques is presented
in Table 6. For the initial dataset, the specificity of the HD-ANet-based cyber security with spoofing attack detection model is increased
than MobileNet, LSTM, and DTCN with 6.16%, 11.49%, 3.14%, and 2.21%. Finally, the specificity of the HA-ANet-based cyber security
spoofing attack detection process is superior to the existing techniques.
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Table 6: Performance Analysis on Deep Model-Baed Cybersecurity Spoofing Attack Detection Model Over Various Techniques

TERMS MobileNet (Li et al. 2022) LSTM (Gers et al. 2002) DTCN (Pham et al. 2021) Bi-LSTM (Jang et al. 2020) HA-ANet
Accuracy 88.6358 84.47002 91.18783 92.05996 94.07055
Sensitivity 88.67725 84.65344 91.1455 92.11905 94.05556
Specificity  88.61508 84.37831 91.20899 92.03042 94.07804
Precision 79.56892 73.04207 83.82929 85.24947 88.81589
FPR 11.38492 15.62169 8.791005 7.969577 5.921958
FNR 11.32275 15.34656 8.854497 7.880952 5.944444
NPV 93.99492 91.66415 95.37074 95.89409 96.93744
FDR 20.43108 26.95793 16.17071 14.75053 11.18411
F1-Score 83.87654 78.42027 87.33444 88.55123 91.36066
MCC 75.40504 66.834 80.76186 82.63285 86.93532
Dataset 2

Accuracy 88.717 84.007 91.193 92.061 94.145
Sensitivity 88.786 83.904 91.15 92.202 94.226
Specificity 88.648 84.11 91.236 91.92 94.064
Precision 88.66364 84.0772 91.22846 91.94272 94.0736
FPR 11.352 15.89 8.764 8.08 5.936
FNR 11.214 16.096 8.85 7.798 5.774
NPV 88.7705 83.93709 91.1576 92.17995 94.21663
FDR 11.33636 15.9228 8.771544 8.057278 5.926399
F1-Score 88.72478 83.99051 91.18921 92.07218 94.14974
MCC 77.43407 68.01414 82.38603 84.12233 88.29012

5.12. Computational time analysis of the developed method

Table 7 shows the computational time analysis of the implemented method over existing algorithms and classifiers. Considering Table 7,
the traditional GSO algorithm shows a high time as 19.9343 (secs). This maximum computation time potentially degrades the system
performance and fails to detect the attacks at an earlier stage. Also, it fails to detect complex anomalies in network events. The developed
HD-ANet model shows a minimum computational time of 14.0021 (secs) than the other traditional models. It has the ability to identify a
spoofing attack very quickly with limited time. The implemented approach can significantly enhance the detection process effectively to
maximize the developed framework.

Table 7: Computational Time Analysis: Proposed Model vs. Traditional Algorithms and Classifiers

Algorithms Time (seconds)
EOO (Salim et al. 2022) 16.9655
WSO (Kaveh and Eslamlou 2020) 17.65694
GSO (Naghdiani et al. 2023) 19.9343
CMPAS (Yuan et al. 2023) 16.9494
Developed HD-ANet 14.002160
Classifier analysis

MobileNet (Li et al. 2022) 15.6495
DTCN (Pham et al. 2021) 17.5956
LSTM (Gers et al. 2002) 19.4657
Bi-LSTM (Jang et al. 2020) 15.6254
Proposed FE-CMPA-RBM 14.002160

5.13. Sensitivity analysis of the developed framework

Table 8 shows the sensitivity analysis of the developed model with diverse performance parameters such as safe social distance, physical
fitness, and happiness index. By analyzing safe social distance, the various distance such as 0.25, 0.35, 0.50, 0.75, and 1.0 are validated
using statistical measures like worst, best, mean, median, and standard deviation. The physical fitness coefficient has analyzed with differ-
ent values like, 0.15, 0.3, 0.45, 0.6, and 0.75. Also, the happiness index has been evaluated with diverse interval of 0.12, 0.25, 0.35, 0.55,
0.65 values. Utilizing the sensitivity analysis helps the developed model to provide better performance in spoofing attack detection model.

Table 8: Sensitivity Analysis of the Implemented Method

Variations by Safe Social Distance

TERMS 0.25 0.35 0.50 0.75 1.0
Worst 0.4498 0.4706 0.4933 0.5237 0.3941
Best 0.3989 0.3925 0.3951 0. 4029 0. 3832
Mean 0. 4094 0.4047 0.4051 0.4146 0.3840
Median 0.3987 0.3925 0.3951 0. 4092 0. 3832
Standard deviation 0.0201 0.0207 0. 0204 0.0199 0.0025
Variations by Physical Fitness Coefficient

TERMS 0.15 0.3 0.45 0.6 0.75
Worst 0. 4744 0. 4477 0.5317 0. 4330 0.4146
Best 0.3906 0.3916 0.3903 0.3924 0.3797
Mean 0.3986 0.3967 0.3994 0.3975 0.3825
Median 0.3906 0.3916 0.3935 0.3925 0.3797
Standard deviation 0.0134 0. 0088 0.0243 0.0116 0. 0054
Variations by Happiness Index

TERMS 0.12 0.25 0.35 0.55 0.65
Worst 0.4564 0.4532 0.497 0.4654 0.4133
Best 0.4031 0.3975 0.3908 0.3936 0.3804
Mean 0.4174 0.4088 0.4052 0.3950 0.3827
Median 0.4154 0.3994 0.4082 0.3936 0.3804

Standard deviation 0.0151 0.0128 0.0175 0.0100 0.0057
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6. Conclusion

In this paper, the novel spoofing attack detection model was developed by combining FE-CMPA with the HD-ANet model. The FE-CMPA
was applied for the optimal weighted feature selection process, reducing dimensionality and maximizing the relief score. Next, the HD-
ANet model was utilized for effective spoofing attack recognition by integrating DTCN and Residual LSTM with dilation and attention
mechanisms. The proposed FE-CMPA-HD-ANet model exhibited better outcomes than other conventional techniques in terms of classifi-
cation accuracy, recall, precision, F-measure, training loss, and execution time. These improvements confirm that the fitness-entrenchment
strategy in FE-CMPA provides more robust feature optimization than conventional CMPA, while the hybrid HD-ANet framework en-
hances temporal pattern learning and improves overall detection performance. Importantly, the lightweight design of the proposed frame-
work makes it suitable for real-time deployment in vehicular environments where ECUs have limited computational resources and CAN
bus compatibility must be maintained. In the future, this work can be extended by validating the model on larger vehicular datasets and
testing under diverse attack scenarios to further strengthen its robustness.
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