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Abstract

Nowadays, with the widespread use of numerous sensors in vehicular data platforms/networks to enhance communication and support
systems, a substantial amount of data is generated. The information gathered through this data is not secure, and it is necessary to apply
security and privacy measures to vehicular data platforms/networks. This paper proposes the use of the ECC (Elliptic Curve Cryptog-
raphy) method to achieve security and privacy. The large amount of vehicular data is divided into different types, such as live status data,
vehicle details data, insurance data, maintenance data, etc. The proposed method categorizes this data into high-level, medium-level, and
low-level categories to apply the appropriate cryptographic methods, thereby enhancing security and ensuring privacy for end-users. The
ECC is implemented and analyzed on data of different sizes and compared its performance with a private key (symmetric) algorithm,
DES (Data Encryption Standard), and AES (Advanced Encryption Standard), as well as the public-key (asymmetric) algorithm RSA
(Rivest-Shamir-Adleman). The result shows that the use of ECC is effective and efficient for the security of vehicular data plat-
forms/networks, compared with other traditional cryptographic algorithms.
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1. Introduction

The vehicular data security has become more and more important, as all recent vehicles are equipped with a lot of sensors and electronic
devices used to facilitate different kinds of vehicular information to the end users. The data generated and received through these sensors
is not secure and raises security and privacy issues [1][2].

To deal with the lack of security concerns, the adaptive security mechanism was proposed to provide security and privacy to vehicular
data platforms/networks. The traditional and standard private key that is symmetric cryptographic methods (DES, AES) and public key
that is asymmetric cryptographic methods (RSA) are implemented to provide the security and privacy to vehicular data [7]. The time
requirement of encryption and decryption using DES, AES, and RSA algorithms is comparatively higher and introduces a delay for real-
time applications. The proposed method uses the Elliptic Curve Cryptography (ECC) to deal with a minimum time requirement for real-
time scenarios and applications [6].

A good privacy protection mechanism selects the degree of privacy based on the vehicular data received. The proposed method divides
the privacy degree into high level, medium level, and low level as per the importance of data and user demand. The user who is least
worried about security and pays little attention to vehicular data security can select the low-level privacy degree, whereas the person of
high importance, who is a Very Important Person (VIP), having very high concern, requires a high level of privacy to protect vehicular
data from hackers/intruders.

The standard vehicular data is categorized into Vehicle Identification & configuration data, running status data, Maintenance data, Insur-
ance Data, Driving Safety data, etc.

Table 1 indicates the different vehicular data categories based on the input data received through sensors and electronic devices or a da-
tabase server that maintains the vehicular information.
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Table 1: Vehicular Data Categories and Recommended Security Level

& Vehicular Data Category Data Parameters NespmirEm el 25T

No. rity Level

1 Identification and Con- Vehicle Authenticated Number given by RTO, Chassis/Engine number, Size and Shape of Vehicle, Medium
figuration data Fuel type (CNG, diesel, petrol, or electric), Vehicle Type, etc.

2 Live Location data Current location of vehicle on map, Latitude and Longitude, etc. High

3 Running Status Data Vehicle speed, Seat Belt status, Fuel indicator, Light status, etc. High

4 Vehicle Maintenance ~ Number of Kilometers, Engine Oil level, Clutch status, Break status, Power/Battery status, Tire con- Low
data ditions, etc.

5 Safety Data Airbag sFatus, ABS(Anti-Breaking System), Speed Limit, Seat belt status, Door Lock, Child Lock, Medium

Electronic Stability Control,
. Vehicle Insurance Number, Vehicle Insurance Type, Term/Duration of Insurance, Insured Name,
6 Vehicle Insurance data Low

Vehicle ID, etc

As illustrated by the vehicular data categories and recommended security level in Table 1, data received through sensors, vehicular moni-
toring systems, or Intelligent Driver Assistant Systems is analyzed using the proposed model of Vehicular Data Analysis to categorize it
according to Table 1. The security level of data is identified as per the category of vehicular data, and appropriate lightweight crypto-
graphic algorithms are applied to provide the degree of privacy.

The details of the vehicular data analysis model, which is used to collect, process, and categorize the data, are given in Section 2. The
experimental setup and its details are mentioned in Section 3; Section 4 provides the ECC algorithm and its working; Section 5 further
showcases the results and analysis of the proposed method. Section 6 puts remarks in the conclusion and future scope.

2. Vehicular data analysis model

The data collected or received from Inertial Measurement Unit (IMU) sensors, Advanced Driver Assistant Systems (ADAS), etc, are
given to the Data Acquisition System.

Data Acquisition is a process of collecting and analyzing data from physical phenomena and converting it into a digital format that can
be processed by a computer. A block diagram of the same is shown in Figure 1.

The sensors detect and measure various characteristics and then make the measured signal suitable for storage and digitization. The ana-
log-to-digital converters are used to convert the analog signals from the sensors into digital values that can be processed by a computer.
Therefore, the block of Data Acquisition is used for converting analog or real-world signals coming from sensors into a digital form used
to store, display, and analyze.
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Fig. 1: Block Diagram of Vehicular Data Processing and Analysis Model.

After the transformation of information, the processing of information is carried out to determine the category of data by analyzing the
various parameters and dividing the data into appropriate categories. The processed data is then given to the Data Management unit to
distribute and apply the private-key, public-key, and ECC algorithms as per the recommended security levels.

3. Experimental setup

The modern era of vehicles uses many ECUs (Electronic Control Units) that use different ways of communication to connect with the
CAN (Controller Area Network) protocol, which is the most widely used. However, several vulnerabilities, such as a lack of authentica-
tion and a lack of data encryption, have been pointed out by several authors [4][19].

The main component of the design is the vehicular simulator, the vehicle instrument cluster, and the rogue devices, which are all con-
nected using the CAN_H and CAN_L wires, as shown in Figure 2, which indicates the block diagram. The instrument cluster was chosen
as the vehicle dashboard that the driver interacts with and displays information related to the vehicle in a meaningful and useful way.

The simulation of remaining vehicle information is the responsibility of the Vehicular Simulator by sending the useful and relevant CAN
messages over the network as if the cluster were installed in a real vehicle or car. The setup for the vehicle simulator consists of a CAN
bus attached to an Arduino. The data inside the CAN message changes accordingly to the status of the car. It makes it easier to build a
user interface for the simulator.
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Fig. 2: A Block Diagram of the Research Experimental Setup.

The rogue device acts as a man-in-the-middle device between the instrument cluster and the vehicle simulator. The data transmitted by
sensors can be modified by the rogue device, indicating a security attack and the lack of built-in security. It indicates the lack of security
in the CAN bus protocol, a lack of authentication, and a lack of data encryption.

The AC/DC adapter is used to power up the instrument cluster, and the battery power supply is applied to the rogue device.

Fig. 3: Photo of Instrument Cluster.

Due to the lack of security measures implemented in the CAN Bus protocol, and to overcome the need for confidentiality and authentica-
tion, the proposed method implements the use of the ECC cryptographic algorithm to provide confidentiality, which makes the vehicular
data secure. The use of the ECC algorithm helps data to be converted into an encrypted form and overcome attacks by unauthorized users
who are using devices like rogue devices. In the implementation of ECC using Java, the data transmitted is in encrypted form, and the
rogue device used for a man-in-the-middle attack cannot recognize the data, so we can overcome this attack. The testing of data of differ-
ent categories as mentioned in Table 1, with different sizes (10KB to 100MB), was performed to calculate the performance of ECC to
analyze its time complexity with other cryptographic algorithms. After taking more than 100 test cases/trials and their respective time
values, the average value of all the test cases is used in the result analysis.

4. Elliptic curve cryptography

Elliptic Curve Cryptography (ECC) uses the algebraic elliptic curves architecture with finite fields and is an asymmetric encryption algo-
rithm.

e  Elliptic Curve Cryptography (ECC) is an asymmetric (public key) encryption technology like the RSA public key algorithm.

e While RSA’s security is dependent on huge prime numbers, ECC leverages the mathematical theory of elliptic curves to achieve
the same level of security with considerably smaller keys.
e The elliptic curve ciphers were proposed separately by Neal Koblitz and Victor Miller. These are like public-key cryptography,
where arithmetic can be replaced by elliptic curve operations.
Different blocks of Elliptic Curve Cryptography are as follows:
1) ECC uses a pair keys {Private key, Public Key}:
The Private Key of ECC is generated similarly to the generation of a random integer number between a given range. In ECC, the private
key is any integer number in the field. Public keys are generated using Elliptic Curve points that are a pair of integer coordinates (X, y) on
a curve. Due to the characteristics of Elliptic Curve points, it can be compressed into a single coordinate. The compressed point is used as
a public key of 256 bits.
2) Generator Point:
A base point G is a pre-defined point generated by ECC to establish elliptic curves over finite fields. This base point G is useful for the
generation of subgroup position points over the elliptic curve by multiplying base point G with some integer in the range of [0..r]. The
ordering of a cyclic subgroup is known as r. Now the subgroups contain various generator points. The cryptologist then selects one of
them to generate the complete subgroup. This procedure is known as the G Generator.
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Fig. 4: Elliptic Curve Picture.
Consider Elliptic Curve E: y2 =x3 —x +1

We can define P2 = P1 + P2 if P1 and P2 are on E, as mentioned in the above diagram.
Now we need addition in affine coordinates:

Y=m(X-X,)+y,

y?=x3+Ax+B
Fig. 5: Additions in Affine Coordinates.

P=(xLyl), Q=(x2,y2)R = (P+Q) = (x3,y3)

Let,P!=Q

M=y2-yl %x2-x1

To find the intersection with,

(m (x-x1)+yl)2=x3 + Ax + Bor0 =x3 —x1 —x2 + .....

So,x3=m2 —x1 —x2

Therefore, y3 =m (x1 - x2) -yl

Encryption algorithms:

A public-key (PU) is used in an encryption algorithm for authentication purposes, which uses a key-derivation function, a special key
referred to as the Medium Access Control(MAC) key. The private key (PR) generated from it is kept as a secure (secret) key.

A public-key cryptography, which is equivalent to ElGamal encryption, is referred to as Elliptic Curve-based ElGamal ECC. It is an
asymmetric (two-key/public key) algorithm that is useful for sending messages over a long distance in a secure manner. The algorithm is
vulnerable to a man-in-the-middle attack if the encrypted message is short, so padding is used to avoid sending short messages over a
long distance.

5. Result and analysis

5.1. Merits and demerits of the ECC algorithm

Merits:
e The main advantage of ECC is that it works purely on an elliptic curve mathematical model.
e ECC gives significant bandwidth savings as compared to RSA.

e The encryption time required for ECC is less compared to other algorithms.
Demerit:

e Though the encryption time requirement is less, it takes more time for decryption.
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5.2. Performance analysis of algorithms

The vehicular data are categorized using the proposed vehicular data analysis model. The category where a High-Security level is needed
is encrypted using ECC. The ECC provides the same type of security as provided by DES, AES, and RSA. The use of ECC for high-
importance of data makes it suitable as well, and the encryption time required is less compared to traditional DES, AES, and RSA.

To evaluate the performance of the ECC compared with the Data Encryption Standard (DES), the Advanced Encryption Standard (AES),
and the RSA on vehicular data of different categories, the vehicular data of different sizes are considered, evaluated, and analyzed.

The following Table 2 indicates the encryption time required for DES, AES, RSA, and ECC, based on the different vehicular data sizes:

Table 2: Encryption Time Comparisons of AES, RSA, and ECC Based on Encryption Time

Algorithm/Data or File Size DES AES RSA ECC
Encryption time in ms Encryption Time inms ~ Encryption Time in ms Encryption Time in ms
10 KB 6 600 956 421
1 MB 115 747 1260 726
10 MB 993 1083 2120 972
50 MB 3174 2001 6650 2360
100 MB 6838 4220 26033 11350

Comparison based on Encryption time
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Fig. 6: A Bar Chart Indicating the Encryption Time Comparison of DES, AES, RSA, and ECC.

After analyzing the values of the above Table 2 and its subsequent graph represented in Figure 6, it indicates that ECC takes less time
compared to AES and RSA for the vehicular data of size up to 10 MB. Generally, the size of vehicular data ranges from 1 KB to 1 MB;
the encryption time required using ECC is less than 1000ms, which makes it faster compared to AES and RSA. The DES algorithm takes
less time compared to the ECC for the file size of 10KB to IMB, but ECC is comparatively more secure as compared to DES. The ECC
time requirement is superior to DES, AES, and RSA for files of size 10MB to SOMB.

The ECC time requirement increases as the size of the file is larger than 50MB, due to the complexity of the algorithm as compared to
DES and AES. On the other hand, it is more secure as compared to others. So there is a tradeoff between the time required for encryption
and decryption versus the security level. The ECC proved to be more effective and efficient, considering the vehicular data ranges from
10MB to 50MB in size. The comparison of the ECC algorithm with AES and the RSA based on the key size is analyzed and presented in
Table 3 below. The size of the key used for encryption varied from 6 bits to a maximum of 128 bits.

Table 3:Encryption Time Comparison of AES, RSA, and ECC Based on Key Size

Ry S0 Ot Encryption time required in ms

AES RSA ECC
6 1000 800 400
25 850 500 250
48 1100 720 300
102 2500 1200 650
128 250 120 70

The subsequent graph of Table 3 is shown below in Figure 7:
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Fig. 7:A Graph Indicating the Encryption Time Comparison of DES, AES, RSA, and ECC Based on Key Size.
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In Figure 7, the x-axis indicates the key size, and the y-axis indicates the time required for encryption in milliseconds. The analysis
shows that the encryption time requirement of ECC is less for all key sizes compared to AES and RSA. Therefore, the use of ECC is
effective for real-time applications such as autonomous driving, connected cars, and vehicle-to-vehicle communication, with the high-
level security merits of ECC. For a key size of 128 bits, AES takes 250ms, RSA takes 120ms, whereas the proposed ECC algorithm takes
only 70ms.

6. Conclusion and future scope

The proposed method of Elliptic Curve Cryptography (ECC) is an effective and efficient method for privacy and security of vehicular
data. The experimental setup and implementation of the ECC were applied to different types of vehicular data. It divides the data into
different categories and suggests/a suitable algorithm considering the high-level, medium-level, and low-level security demands.

The experimental results show that ECC is suitable and recommended for high-security applications as it provides similar security fea-
tures compared to AES and RSA. The encryption time required for ECC is less and recommended for vehicular data up to 10 MB to
50MB. The results show that ECC proved to be faster and secure compared to DES, AES, and RSA. The ECC algorithm is more suitable
for the privacy and security of vehicular data platforms.

In the future, it can be applied to a wide range of cryptographic algorithms, such as 3DES, Crypto, IDEA, etc., to analyze their perfor-
mance with existing/proposed approaches. The existing work is useful in providing the security measures in a variety of applications,
such as autonomous driving cars, vehicle-to-vehicle (V2V), and Vehicle to Everything (V2X) secure communication. Though the appli-
cations that demand less security and fast processing can use lightweight cryptographic protocols, the ECC proves to be more efficient
and effective in achieving a very good security level.
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