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Abstract

Container security became a particularly key problem with the widespread use of containerized architecture in organizations. Current ap-
approaches typically focus on isolated security dimensions, creating gaps in detection and leading to both false positives and false negatives.
This paper introduces ContextFuse, an integrated container security system that combines vulnerability assessment, behavioral analysis,
and contextual intelligence to provide comprehensive security evaluation. ContextFuse implements a novel weighted consensus algorithm
for vulnerability assessment, applies transfer learning for behavioral analysis, and uses a graph-based approach for modeling security
relationships, while incorporating an adaptive learning framework that continuously improves based on feedback. Our evaluation using a
dataset of 1,000 containers demonstrates significant improvements over existing security tools, with 51.8% higher accuracy, 4.2% higher
precision, and 18.0% higher recall than baseline approaches. The system successfully identified 85% of simulated attacks with a false
positive rate of only 10%, and improved security assessment accuracy from 70% to 85% after processing just 10 feedback instances.
ContextFuse effectively identifies complex security risks that would be missed by conventional tools while providing explainable security
scores and actionable recommendations, demonstrating that an integrated, context-aware approach can significantly improve container
security practices.
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1. Introduction

Containerization is now the de facto standard for application deployment within cloud and enterprise environments, giving unparalleled
flexibility, scalability, and resource efficiency. The extensive application of container technologies has transformed application develop-
ment and deployment cycles, with over 85% of enterprises utilizing containers in production environments, according to recent industry
surveys [1]. The large-scale usage has accelerated development cycles and improved resource utilization, but, in the process, also intro-
duced critical security issues that traditional approaches are unable to efficiently address. Container security [2], [25] is defined by problems
that differ from traditional application security paradigms. The ephemeral nature of containers, designed to be short-lived and disposable-
-differs from traditional security monitoring approaches based on establishing long-term behavioral baselines. Modern containerized ap-
plications are composed of multiple interdependent containers, leading to complex dependency graphs that expand the attack surface and
complicate security analysis. Fig. 1 illustrates the multi-layered nature of container security, highlighting how vulnerabilities can exist at
any layer of the container stack. Each layer, from infrastructure to application, represents a potential attack surface that must be secured.
A single microservice application may be composed of dozens of containers with each having its own vulnerabilities and security config-
urations. Moreover, container behavior is extremely variable depending on the application type, deployment environment, and runtime
environment, complicating the distinction between normal variability and true security anomalies. Existing container security tools have
focused on specific aspects of this complex landscape: vulnerability scanning tools [3] like Clair, Trivy, and Anchore focus on identifying
known vulnerabilities in container images; runtime behavioral analysis tools [4] such as Falco and Sysdig Secure monitor container activity
for suspicious patterns; and configuration analysis tools including Docker Bench and Kube-bench evaluate against security best practices.
While valuable individually, these tools operate largely in isolation from each other, creating several critical gaps in container security
coverage. By focusing on a single security dimension, these siloed approaches miss the interactions between vulnerabilities, behaviors, and
container context. A vulnerability that might be unexploitable in one container context could represent a critical risk in another, yet existing
tools lack this contextual intelligence [5]. Most security tools treat all containers with the same security model regardless of the application
type or deployment environment, leading to inappropriate security baselines and thresholds. This context blindness contributes to high
false positive rates, overwhelming security teams with alerts that lack prioritization or contextual explanation. Furthermore, existing tools
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typically employ static detection models that fail to adapt to the evolving nature of containerized applications and their security require-
ments, missing the benefits of adaptive learning [6] capabilities. These limitations highlight the need for a fundamentally new approach to
container security--one that integrates multiple security dimensions, incorporates application context, and adapts to evolving container
environments through continuous learning. This paper introduces ContextFuse, a comprehensive security framework that implements se-
curity integration [7] by combining vulnerability assessment, behavioral analysis, and contextual risk evaluation into a unified security
model. The system leverages transfer learning [6] to adapt security models to specific application contexts while maintaining detection
efficacy.
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Fig. 1: Multi-Layered Container Security Architecture Showing Security Components Across the Container Stack.

Our key contributions include a novel weighted consensus algorithm for vulnerability assessment that combines results from multiple
scanning tools with statistical validation. The algorithm weights findings based on tool accuracy for specific vulnerability types, tool
confidence in each finding, and statistical significance, reducing false positives while improving detection coverage. We implement a
context-aware behavioral analysis approach using transfer learning to adapt detection models to specific application types, recognizing that
normal behavior varies significantly across different container workloads. Our graph-based container modeling approach represents con-
tainers, their components, and relationships as a directed graph, enabling sophisticated analysis of security implications across the container
structure. ContextFuse also incorporates an adaptive security policy framework that learns from operational feedback to improve detection
accuracy over time. The framework adjusts component weights, detection thresholds, and risk assessments based on validated feedback,
demonstrating continuous improvement in accuracy, precision, and recall.

The remainder of this paper is organized as follows: Section 2 presents the Method in container security, highlighting the related work of
existing approaches and detailing the architecture and key components. Section 3 presents the result of ContextFuse. Section 4 concludes
the paper with a summary of contributions and future work directions.

2. Method

2.1. Related work

Container security research encompasses three key areas: vulnerability assessment, behavioral analysis, and configuration security, with
limited progress in integration approaches. Vulnerability scanning tools analyze container images for known security vulnerabilities. Clair
[3] pioneered container vulnerability scanning through static analysis of image layers, while Trivy [8] expanded coverage to include lan-
guage-specific package managers. Anchore Engine [9] implemented policy-based vulnerability scanning. While valuable, these tools op-
erate without validation of exploitability in specific container contexts and lack integration with behavioral monitoring [28], [32]. Behav-
ioral analysis approaches monitor container runtime activity. Falco [4] monitors system calls at the kernel level using rule-based detection,
while Tracee [10] offers eBPF-based runtime security. Academic research has explored machine learning approaches for container anomaly
detection, including unsupervised learning [11] and federated learning [12]. Most approaches apply generic detection models across all
container types, ignoring application-specific behavioral patterns [31], [35], [36]. Configuration security tools evaluate container and or-
chestration settings against best practices. Docker Bench [13] checks Docker configurations against CIS benchmarks, while Kubeaudit [14]
focuses on specific Kubernetes security concerns. Academic research has explored graph-based models [15] and formal verification [7] for
configuration analysis, but these approaches typically operate separately from vulnerability and behavioral monitoring [25], [30], [40].
Integrated security approaches remain limited, with most commercial platforms focusing on platform-level integration rather than algo-
rithmic integration across security dimensions. Most approaches lack context awareness, require manual correlation of findings, use static
security models, and provide limited explanation for security findings or their interactions [30], [34]. Recent research has emphasized
Kubernetes-native security mechanisms and container supply chain risks. Mehta et al. [41] proposed KubeSec++, an LSTM-autoencoder-
based framework for real-time anomaly detection in Kubernetes clusters, addressing limitations of static rule engines. Oliva et al. [42]
introduced SecChain, a blockchain-based framework that ensures container provenance and tamper resistance in multi-tenant CI/CD pipe-
lines, which is critical in detecting early-stage supply chain attacks. Rana et al. [43] designed a policy-driven admission control system that
mitigates container image injection by validating metadata at runtime. Yamazaki and Enomoto [44] presented KubeGraphShield, leverag-
ing Graph Neural Networks (GNNs) to model Kubernetes security contexts and detect misconfigurations at scale. These contributions
highlight a shift toward explainable, Al-driven, and platform-integrated security techniques. Our approach aligns with this trajectory by
combining contextual graph modeling with adaptive learning, but uniquely integrates cross-dimensional signals for unified risk scoring.

2.2. System architecture

ContextFuse implements a multi-layered architecture that integrates three primary security components within a unified framework, as
illustrated in Fig. 2.
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1) Container Graph Analysis: Models containers as directed graphs to analyze security relationships [7], [29].

2) Vulnerability Assessment: Implements a weighted consensus approach combining multiple scanning tools [3].

3) Behavioral Analysis: Uses transfer learning to adapt anomaly detection to specific application types [6], [26], [39].

These components feed into an integration layer that calculates context-aware security scores, generates explainable security assessments,
provides prioritized recommendations, and implements adaptive learning from feedback [33], [37], [38]. The system incorporates contin-
uous learning capabilities that process feedback on security assessments, adjust policy parameters and detection thresholds, and track
performance metrics to measure improvement.

CONTEXTFUSE SYSTEM ARCHITECTURE

ntegrated Vulnerability ent & Behavioral Analysis Framework

REPORT IHG & APL EHDPOLNTS

Fig. 2: Contextfuse Model Illustrating the Integration of Vulnerability Assessment, Behavioral Analysis, and Contextual Risk Evaluation Components.

Figure 2 shows how vulnerability assessment, behavioral analysis, and contextual modeling are interconnected within the ContextFuse
architecture. The outputs of each component are not isolated but converge into the integration layer, where composite security scores are
calculated. For instance, a detected vulnerability may have higher risk weighting if the container’s behavior exhibits anomalous patterns
or if the graph analysis reveals exposure to external interfaces. The integration module not only fuses these signals but also adjusts its
scoring and recommendations based on adaptive learning feedback, ensuring the system evolves as the container environment changes.

2.3. Container graph modeling

The container graph model represents containers and their components as a directed graph G = (V, E)

Where:

e Vertices V represent containers, images, packages, vulnerabilities, network endpoints, and volumes

e FEdges E represent relationships (contains, uses, vulnerable to, exposes, mounts) [15]

Key security metrics derived from the graph include vulnerability path length (distance from entry points to vulnerabilities), component
centrality (identifies critical security components), attack surface metrics (quantifies external exposure), and dependency complexity
(measures structural security risk).

This graph representation enables analysis of vulnerability propagation paths, identification of critical components based on centrality,
calculation of network exposure and isolation metrics, and quantification of dependency complexity and risk [15].

2.4. Vulnerability consensus algorithm

The weighted consensus algorithm combines results from multiple vulnerability scanning tools with statistical validation. The algorithm is
described in Eq. (1):

ConcernScore =X [ (E_tool) x (R_s x C_i) x (1 + ((|MaxToolTotal|/|R _sTotal| )" a))*x W _sc xS sp] 1)

Where:

e Y (t € Tools) represents summation over all tools t in the set Tools

e W _trepresents the weight for tool t

e C_trepresents the confidence of tool t

e |DetectionTools| represents the cardinality (size) of the DetectionTools set

e |AllTools| represents the cardinality (size) of the AllTools set

e V DB represents the database verification factor

e S sigrepresents the signature score

This algorithm incorporates tool-specific accuracy for different vulnerability types [9], tool confidence in each finding, agreement bonus
for vulnerabilities detected by multiple tools, validation against reference databases, and statistical significance testing to reduce false
positives [16].

The resulting vulnerability risk score combines base severity (CVSS score), exploitability factors, contextual relevance to the container
[17], and consensus score (detection confidence).

2.5. Contextual behavioral analysis

ContextFuse implements a transfer learning approach to behavioral analysis. Fig. 3 illustrates the architecture of container behavioral
analysis, showing data collection, processing, and anomaly detection components.

The system pre-trains models for different application types (WordPress, Django, Spring) using data from multiple containers of each type
[19], then adapts these base models to specific containers through transfer learning, as described in Eq. (2):
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M_metric = Transformation (M_appType , ConcernScore) 2)

Where:

e M _container is the container-specific model

e M appType is the pre-trained application type model
e D container is the container-specific data

e o is the adaptation rate
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Fig. 3: Architecture of Container Behavioral Analysis Systems Showing Data Collection, Processing, and Anomaly Detection Components.

Alert Generation

The system extracts comprehensive behavioral features including system call patterns, resource utilization metrics, and derived features
[20]. It detects anomalies using container-specific thresholds and explains anomalies by calculating feature contributions using Eq. (3):

Contribution(f;) = AnomalyScore(F) — AnomalyScore(F_;) 3)

Where:

e { irepresents feature i

e F represents the full feature set

e F -irepresents the feature set without feature i

This approach enables application-specific detection with less training data [6], adaptability to container-specific behavior patterns, ex-
plainable anomaly detection with feature contributions, and dynamic thresholds adapted to each container [18], [19].

2.6. Security score integration

ContextFuse calculates an integrated security score that combines component scores (vulnerability, behavioral, context, and graph) using
a weighted integration approach. The integration is performed using Eq. (4):

IntegrationScore = ( X (E_component) W ¢ xS ¢)/ (X (E component) W ¢ ) x (1 -L ci) @)
Where:

e Components represent a set of components

e W _crepresents the weight for component ¢

e S crepresents the score for component ¢

e [ adj represents an adjustment factor

The system models interactions between security dimensions, recognizing that security issues across different dimensions can compound
each other's impact. This enables context-aware security assessment, recognition of interaction effects between security dimensions, adapt-
able security evaluation based on policy parameters, and classification into risk levels (Low, Medium, High, Critical) [20], [21], [22].

2.7. Adaptive learning framework

ContextFuse implements an adaptive learning framework that continuously improves through feedback [6]. The framework processes
feedback on security assessments, adjusts policy parameters including detection thresholds, component weights, and scoring algorithms,
and maintains performance metrics to track improvements [17], [19], [23].

The adaptive learning mechanism is formalized in Eq. (5):

W_c=W_c +n x Performance / SW_c (5)

Where:

e W' crepresents the updated weight for component ¢

e 7 represents a learning rate

e 0 Performance / 0 W_c represents the partial derivative of Performance with respect to W_c

This adaptive framework enables continuous improvement through operational feedback, optimization of detection parameters based on
error patterns, tracking of performance metrics over time, and adaptation to specific environments and threat landscapes [24].
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2.8. Dataset

For this study, we generated a synthetic dataset modeling realistic container environments with security challenges. The dataset consists
of:

1,000 container configurations spanning 12 application types (WordPress, Django, Spring, etc.)

Realistic package dependencies based on application types

1,000 vulnerability records with realistic severity distributions

200 attack traces simulating different attack patterns

300 detailed system call and resource metric traces

Each container includes application type and base image information, package inventory with versions, security context (privileges, capa-
bilities), network configuration, port mappings, volume mounts, and resource constraints.

2.8.1. Limitations and future validation

While the synthetic dataset enables controlled testing across diverse container environments and attack patterns, it inherently lacks the
unpredictable variability and heterogeneity of real-world production environments. As such, the current evaluation may not fully capture
operational noise, cross-container dependencies, or dynamic orchestration behaviors present in platforms like Kubernetes. To address this,
future work will involve deploying ContextFuse in real-world Kubernetes clusters using representative workloads. This will allow us to
validate detection robustness, policy adaptability, and contextual scoring under realistic operational conditions, and to refine the model
based on runtime feedback from real users and container logs.

2.9. Evaluation methodology

Our evaluation methodology comprised:

1) Component-level evaluation: vulnerability detection accuracy, anomaly detection precision and recall, graph-based risk metric corre-
lation [3], [7], [19].

2) Integrated evaluation: overall security score accuracy, recommendation quality assessment, false positive/negative rate analysis [5],
[9].

3) Adaptive learning assessment: learning curve analysis, policy adaptation effectiveness, performance improvement over time [20], [22].

4) Comparative analysis: benchmarking against baseline security tools, relative improvement measurement, complementary capability
assessment [11], [15], [27].

We simulated five types of attacks in the dataset: execute arbitrary code, gain privilege, disclose credential information, authentication

bypass, and denial of service. Each attack type was characterized by distinctive patterns in system calls, resource utilization, and network

activity, providing ground truth for evaluating detection capabilities.

3. Result

3.1. Overall performance

ContextFuse demonstrated significant performance improvements over baseline security tools, as shown in Fig. 4 and Table 1. The system
achieved 51.8% higher accuracy than the average baseline tools, 4.2% higher precision than the best baseline vulnerability scanner, 18.0%
higher recall than the average baseline, and 4.6% higher F1 score than the integrated baseline.
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Fig. 4: Contextfuse Performance Improvements Over Baseline Tools and Comparison with Tools Like Clair, Trivy, Falco, Docker Bench.

Table 1: Performance Comparison between Contextfuse and Baseline Security Tools.

Metric ContextFuse % Best Baseline % Avg. Base line % Improvement %
Accuracy 85.00 56.00 33.20 51.80
Precision 67.00 62.80 41.20 4.20

Recall 67.00 49.00 49.00 18.00

F1 Score 67.00 62.40 44.70 4.60

Analysis of 10 diverse containers showed security scores ranging from 56.2 to 86.8 (average 73.6), distributed across risk categories as
shown in Fig. 5:

e (ritical Risk (0-50): 0 containers

e High Risk (50-60): 1 container

e Medium Risk (60-85): 8 containers

e Low Risk (85-100): 1 container
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Fig. 5: Container Security Score Distribution Showing the Distribution of Security Scores Across Risk Categories.
3.2. Behavioral analysis performance

Transfer learning significantly improved anomaly detection performance, supporting findings from prior research [6]. Application-specific
adaptation showed 32-47% improved detection accuracy compared to generic models. The system successfully detected anomalies in
multiple containers, with varying confidence levels based on the consistency and severity of anomalous patterns [18], [19].

In containers with simulated attacks, the system successfully identified 85% of attack periods with a false positive rate of 10%, significantly
outperforming conventional threshold-based approaches. Fig. 6 shows the key performance metrics for ContextFuse's detection model.
The system achieved an accuracy of 0.85 while maintaining identical precision, recall, and F1 scores of 0.67, demonstrating balanced
performance between detecting true positives and avoiding false detections. The false positive rate was notably low at 0.10, while the false
negative rate was 0.33, indicating the system is somewhat conservative in its detections.
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Fig. 6: Contextfuse Balanced Model Performance Metrics Showing Accuracy, Precision, Recall, F1 Score, False Positive Rate, and False Negative Rate.
3.3. Contextual integration performance

The integration of multiple security dimensions showed clear benefits. Fig. 7 illustrates how a container's security score is progressively
adjusted through the ContextFuse analysis process. As shown, the security score for each container is computed through a stepwise deduc-
tion from a theoretical perfect score of 100. This visual representation highlights how each component—contextual impact, graph-based
risk, vulnerabilities, and behavioral anomalies—contributes incrementally to the final risk classification. For example, a vulnerability with
a low CVSS score may still lead to a major deduction if it is exposed through critical graph links or paired with anomalous container
behavior. This score breakdown also directly informs remediation: if the graph impact is dominant, restructuring inter-container depend-
encies may be more effective than patching individual vulnerabilities.

Starting with a perfect base score of 100, the chart shows sequential deductions for each security factor: context impact (-12.5), graph
impact (-20.0), vulnerability impact (-9.4), and anomaly impact (-5.7). A final interaction impact adjustment is applied, resulting in a final
security score of 61.3, which falls in the medium risk category.

Context-aware risk assessment produced accurate security assessments for containers even with similar vulnerability profiles but different
contexts. By prioritizing findings based on integrated risk, ContextFuse reduced security alerts by 61.3% while maintaining comprehensive
coverage. The system identified security risks arising from interactions between vulnerabilities, configurations, and behavioral patterns
that would be missed by siloed approaches.
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3.4. Adaptive learning performance

The adaptive learning component demonstrated progressive improvement over feedback iterations, as shown in Fig. 8. Security assessment
accuracy improved from an initial 70% to 85% after processing just 12 feedback instances. Policy parameters adjusted appropriately to
reduce false positives while maintaining detection sensitivity.

The system achieved an effective balance between precision (67%) and recall (67%) after learning, compared to the initial imbalanced
state. The learning curve showed rapid initial improvement followed by stabilization, with optimal policy parameters converging after
approximately 7-8 feedback instances.
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Fig. 8: Contextfuse Adaptive Learning Performance Metrics Over Feedback Iterations Showing Improvement in Accuracy, Precision, and Recall as Feed-
back Is Processed.

3.5. Case studies
We conducted detailed case studies on two containers with contrasting security profiles, as summarized in Table 2.

Table 2: Case Study Comparison between High-Risk and Low-Risk Containers.

Attribute Container 7e1f7b46 (High Risk) Container c459¢b47 (Low Risk)

. 56.2/100 (initial
Security Score 61.3/100 Ea fier l)earning) 86.8/100
Vulnerabilities 6 vulnerabilities of varying severity 1 non-critical vulnerability
Security Context Dangerous network capabilities (NET RAW, NET ADMIN) Properly configured security context
Behavioral Analysis 3 anomalies consistent with network scanning 4 minor anomalies with low attack probability
Key Finding Combined vulnerabilities and network capabilities created a high risk Anomalies correctly identified as likely benign
Primary Recommendation  Remove unnecessary network capabilities Continue monitoring with existing controls

Container 7e1f7b46 initially received a security score of 56.2/100, placing it in the high-risk category. ContextFuse correctly identified
that the combination of vulnerabilities and network capabilities created a high-risk scenario despite none of the individual vulnerabilities
being critical. After applying the adaptive learning process, the security assessment became more precise, with the score adjusted to
61.3/100 and a clearer prioritization of remediation steps.

Container c459eb47 received a score of 86.8/100, correctly classifying it as low-risk. The system accurately determined that the anomalies
were likely benign based on their pattern and context, avoiding false alarms while still providing appropriate monitoring recommendations.

3.6. Scalability and ethical considerations

ContextFuse was designed with modular components and parallelizable pipelines to support scalability in real-world environments. The
behavioral analysis module leverages lightweight transfer learning models that can be incrementally updated, reducing the need for full
retraining. Similarly, the vulnerability consensus engine is built on stateless tool aggregation, enabling distributed scanning across large-
scale container registries. However, deploying ContextFuse in massive orchestrated environments such as multi-cluster Kubernetes or
serverless workloads may require optimization through GPU acceleration or stream-based telemetry ingestion, which we plan to explore
in future work. From an ethical and privacy standpoint, ContextFuse respects container-specific operational privacy by avoiding raw log
aggregation and by computing feature vectors in-memory before transfer. This limits data exposure and supports GDPR-aligned practices.
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Moreover, the adaptive learning component maintains feedback anonymization and restricts model updates to non-sensitive metadata (e.g.,
anomaly scores, detection outcomes) rather than raw application data. Fairness in anomaly detection is another critical concern. By using
application-specific baselines and transfer learning, ContextFuse avoids generic thresholds that could penalize resource-intensive or non-
standard workloads. Still, care must be taken to avoid overfitting to normal behaviors of privileged containers, which may bias detection
against lightweight or short-lived containers. Future work will include formal fairness testing and privacy-preserving federated learning
extensions to ensure ethical deployment in regulated environments.

4. Conclusion

This study aimed to develop an integrated container security system that combines vulnerability assessment, behavioral analysis, and
contextual intelligence to provide comprehensive security evaluation. The result showed that ContextFuse achieved 51.8% higher accuracy,
4.2% higher precision, and 18.0% higher recall than baseline approaches. The system successfully identified 85% of simulated attacks with
a false positive rate of only 10%, substantially outperforming conventional threshold-based methods.

The weighted consensus algorithm for vulnerability assessment effectively combined results from multiple scanning tools, reducing false
positives while improving detection coverage. The transfer learning approach to behavioral analysis adapted detection models to specific
application types, achieving 32-47% improved detection accuracy compared to generic models. The graph-based container modeling ap-
proach enabled sophisticated analysis of security implications across container structures, identifying critical components and vulnerability
propagation paths.

The adaptive learning framework demonstrated continuous improvement capabilities, with security assessment accuracy improving from
70% to 85% after processing just 10 feedback instances. This confirms the value of incorporating operational feedback into security models,
particularly in dynamic container environments.

In conclusion, ContextFuse effectively identifies complex security risks that would be missed by conventional tools while providing ex-
plainable security scores and actionable recommendations. The integrated, context-aware approach significantly improves container secu-
rity practices by considering the interactions between vulnerabilities, behaviors, and container contexts.

Future work should focus on extended real-world validation in production environments, scalability improvements for large-scale container
orchestration, deeper integration with orchestration platforms like Kubernetes, cross-container attack modeling for microservices architec-
tures, application-layer security integration, and automated remediation capabilities based on security assessments.
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