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Abstract

With the rapid advancement of deep learning algorithms, synthetic media commonly known as deepfakes have reached a level of realism
that makes them nearly indistinguishable from authentic human appearances. Such content poses serious threats, including misinformation,
impersonation, and cybercrimes. In this paper, we propose a novel blockchain-assisted framework for the detection and validation of deep-
fake videos. Our approach integrates deep learning and decentralized verification mechanisms to enhance multimedia integrity. Frame-
level features are extracted using a ResNeXt Convolutional Neural Network, and these are further processed using a Recurrent Neural
Network (RNN) equipped with Long Short-Term Memory (LSTM) units to analyze temporal patterns across video sequences. To ensure
tamper-proof logging and traceability, detection results and video metadata are immutably stored and verified on a Blockchain ledger. This
combination not only improves classification accuracy but also provides a transparent and secure method for verifying video authenticity.
Experimental comparisons demonstrate that our Blockchain-integrated model outperforms existing methods in both accuracy and reliability,
contributing to the state-of-the-art in secure multimedia authentication.
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1. Overview

threat. These hyper-realistic fake videos—often generated through face-swapping techniques can be misused to fabricate political events,
simulate terrorist activities, or disseminate malicious content. With the rapid evolution of deep learning, creating and sharing such manip-
ulated media has become alarmingly easy, especially via mobile cameras and social media platforms. While some deepfakes are harmless,
others can cause severe harm by spreading disinformation and violating individual rights. To address this growing concern, we propose a
hybrid deep learning and blockchain-enabled framework that leverages artificial intelligence for deepfake detection and blockchain tech-
nology for secure, transparent, and tamper-proof verification. Our method utilizes a ResNeXt Convolutional Neural Network
to extract detailed frame-level features, which are then analyzed temporally using a Long Short-Term Memory (LSTM) based Recurrent
Neural Network. This combination allows for accurate classification of videos as genuine or manipulated. What sets our approach apart is
the integration of blockchain for decentralized authentication and traceability. Each processed video, along with its detection result and
confidence level, is hashed and stored on a blockchain ledger to ensure data integrity, transparency, and non-repudiation. This prevents
alteration or unauthorized access, offering users trust in the authenticity of video content. Additionally, we have developed a user-friendly
mobile application that allows individuals to upload videos for real-time analysis. The app processes videos using our Al model and
provides instant classification results (deepfake or real), while simultaneously logging the results on the blockchain. This end-to-end pipe-
line not only ensures high accuracy in deepfake detection but also empowers users with a secure platform to verify multimedia content. By
merging the strengths of deep learning and blockchain, our system addresses the dual challenges of technical accuracy and trust, offering
a scalable solution to combat the deepfake epidemic in today’s hyper-connected world.

2. Literature Survey

The rapid proliferation of deepfake videos poses a significant threat to justice, democracy, and public trust. As these synthetically generated
videos become increasingly convincing, there is an urgent need for robust methods of video investigation and authentication. While deep
learning techniques such as Convolutional Neural Networks (CNNs) have been widely used to detect visual inconsistencies—such as
comparing the synthesized face regions with adjacent areas to identify facial distortions [1]—these approaches often lack verifiability and
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auditability in real-world deployment. Recent advancements in generative adversarial networks (GANs) and neural rendering have signif-
icantly improved the quality of fake face videos. For instance, approaches based on detecting physiological signals like eye blinking have
been proposed as a countermeasure, capitalizing on the absence of natural blink patterns in Al-generated content [2,6,9]. Although these
techniques show promising detection accuracy, they rely heavily on centralized processing, which limits transparency and introduces the
risk of tampering or misuse. To mitigate these limitations, researchers have begun exploring the integration of blockchain technology into
the deepfake detection pipeline.

Blockchain offers a decentralized, immutable ledger that can log detection results, video metadata, and content provenance, ensuring
traceability and preventing unauthorized alterations. Furthermore, sophisticated attack techniques such as replay attacks, print attacks, and
adversarial examples are increasingly being used to evade traditional detectors. A capsule network-based solution was proposed in [3] to
address these challenges by learning spatial relationships and inverse graphics features. However, while these models achieve high detec-
tion accuracy, their deployment in real-world systems often lacks secure audit trails and trusted verification mechanisms. To bridge this
gap, blockchain-integrated frameworks have emerged, offering a solution for secure deepfake detection ecosystems. For example, detec-
tion models can be embedded in decentralized applications (dApps) that process user-submitted videos and store results on-chain. This
allows users, platforms, and regulators to verify authenticity via smart contracts and cryptographic hashes without reliance on a central
authority. Other studies have demonstrated the fragility of deep learning-only detectors against novel generative techniques. In response,
research such as FakeCatcher [5] has explored the analysis of biological signals and signal transformations to build robust classifiers. With
classification accuracies reaching over 96% on benchmark datasets, these models underscore the potential of combining physical signals
and Al However, without blockchain integration, their outputs are still susceptible to manipulation and lack verifiable integrity once
results are disseminated. In summary, while various Al-driven solutions have been developed to detect deepfakes with high accuracy, the
lack of trust, transparency, and tamper-proofing limits their applicability. The incorporation of blockchain-based verification, decentralized
data logging, and immutable audit trails represents a promising evolution in the fight against deepfake threats. This literature reveals a
pressing need to shift from isolated, Al-only detection methods toward hybrid Al-blockchain frameworks that ensure both technical accu-
racy and systemic trust.

Recent developments in deepfake detection and multimedia authentication have focused on tackling increasingly sophisticated generative
models, including StyleGAN3 and diffusion-based architectures. For instance, transformers augmented with convolutional pooling have
effectively captured both local and global features to enhance deepfake detection across varied datasets [21]. Additionally, attention-driven
temporal-spatial models have demonstrated improved sensitivity to subtle artifacts by using a long-distance attention mechanism [22]. On
the blockchain front, hybrid on-chain/off-chain storage schemes have been proposed to balance immutability with scalability, ensuring
verifiable authentication while optimizing performance [23]. There have also been lightweight hybrid frameworks combining blockchain
with edge computing, tailored for real-time and resource-constrained environments. Furthermore, systematic reviews in blockchain foren-
sics have highlighted key challenges and research gaps such as scalable data handling, legal admissibility, and forensic auditability [24,
25]. Compared to these works, our approach not only achieves high detection accuracy through the integration of ResNeXt and LSTM but
also ensures verifiable authenticity using a lightweight Ethereum-based blockchain logging mechanism. This hybrid framework addresses
both detection accuracy and trust, making it feasible for deployment in high-stakes applications like digital forensics and legal evidence
validation.

3. Proposed System

While numerous tools exist for generating deepfakes, relatively few solutions are focused on detecting and securely verifying them. Our
proposed system addresses this critical gap by combining deep learning-based detection with blockchain technology to prevent the wide-
spread propagation of deepfakes across the internet. The integration of blockchain ensures that detection results and video authenticity
records are immutable, traceable, and verifiable, offering an additional layer of trust and transparency. The core of our method involves
using ResNeXt CNN for high-precision frame-level feature extraction, followed by LSTM-based temporal analysis to classify videos as
authentic or manipulated. This model is designed to process short video segments with high accuracy across various frame intervals (10,
20, 40, 60, 80, and 100), ensuring robustness and adaptability in real-world applications. To enhance security, usability, and dependability,
our framework embeds all classified outputs and corresponding metadata—such as timestamps, video hashes, and confidence scores into
a blockchain ledger. This decentralized logging mechanism prevents tampering, supports independent verification, and provides a perma-
nent audit trail of detection results. The system is built to detect multiple categories of deep fakes, including face replacement, content
retargeting, and interpersonal manipulation, making it comprehensive and adaptable to emerging threats. Additionally, a user-accessible
interface or application facilitates video uploads, processes them using the model, and returns the classification results along with block-
chain transaction IDs for validation. Figure 1 illustrates the overall architecture of the proposed system, showcasing the integration of the
detection pipeline with a secure blockchain backend. This hybrid framework not only improves deepfake detection accuracy but also
addresses critical concerns around data integrity and trust, offering a reliable solution for video authentication in digital ecosystems.
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Fig.1: Simple Architecture Deepfake Detection using ResNext and LSTM
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An architectural framework demonstrating the combination of ResNeXt for extracting spatial features, LSTM for analyzing temporal se-
quences, and blockchain for secure verification. The procedure starts with extracting frames, after which feature encoding is performed
using ResNeXt. The temporal relationships between frames are captured by LSTM, yielding a classification score. The hash of the detection
output and its associated metadata, referred to as SHA-256, is recorded on a private Ethereum blockchain to ensure it remains tamper-
proof.

3.1 Blockchain Implementation Details

To guarantee immutable validation of detection results, we established a private Ethereum blockchain network utilizing a Proof of
Authority (PoA) consensus mechanism. This decision reduces energy usage and allows for quick transaction confirmations (approximately
3 seconds), which is ideal for near-real-time applications. For every video processed, a SHA-256 hash of the extracted feature vector along
with relevant metadata (timestamp, device ID, detection score) is generated and recorded on-chain through a smart contract. The original
video is kept off-chain to minimize storage expenses and maintain privacy. In the verification process, the system recalculates the video
hash and checks the blockchain ledger to confirm authenticity. The PoA-based architecture facilitates horizontal scalability, enabling nu-
merous verifier nodes to function without considerable latency. This configuration effectively balances verifiability, security, and compu-
tational efficiency, making the framework suitable for integration into mobile and cloud environments.

3.1.1 Uploading a Video:

Users can upload videos for deepfake face detection using the project's interface. The uploaded videos are processed to extract facial
frames, which are then analyzed by a deep learning model using ResNext and LSTM. The model classifies the videos as either deepfake
or authentic, providing a detection result.

3.1.2 Pre-processing the Video:

This phase will clean the noise from the video. Each frame is analyzed for face detection, and if a face is noticed, the border is cropped to
embrace the face region. This step ensures that irrelevant information is removed, and only the facial features are considered for further
analysis. The cropped frames are then used as input to the ResNext feature extraction and LSTM for temporal analysis, facilitating accurate
deepfake detection by focusing on the most relevant visual information. This ensures that only the face region is used for further analysis
by the ResNext and LSTM models, improving the accuracy of deepfake detection.

3.1.3 Loaded Trained Models:

In the project "Deepfake face detection using deep learning with ResNext and LSTM," the trained models are loaded into the system for
deployment. These models have been trained on a dataset containing both real and fake videos, enabling them to accurately classify new
videos as either deepfake or authentic. The ResNext is utilized for feature extraction from each frame of the film, while the LSTM model
is employed for temporal analysis to understand the sequential patterns in the video frames. By loading these trained models into the
system, the project is able to efficiently and effectively detect deepfake faces in real-time, contributing to the mitigation of deepfake-related
threats.

3.1.4 Prediction:

In the deepfake prediction, the proposed work aims to accurately the given video is counterfeit or actual. Later, pre-processing input to
extract facial frames, the trained ResNext CNN extracts features, catching important visual information. These features are then fed into
the LSTM, which analyses the temporal patterns across frames to understand the sequence of facial expressions and movements. This
analysis allows the model to distinguish between actual and false videos depending on the subtle changes in how facemask features change
over time. The prediction process involves feeding these features into the trained model, which uses its learned knowledge to categorize
the video as either actual or false. Output is a prediction along with a confidence score, representing the prediction. This prediction is
crucial for identifying deepfake videos, as it helps prevent the spread of misleading or harmful content on social media and other platforms.
The approach helps to preserve the integrity and reliability of digital media by correctly identifying whether a video is authentic or fraud-
ulent.

4. Performance Evaluation

4.1 Dataset Split and Batch Training:

In the dataset split, we divided our dataset into two parts: 70% -training, 30% - test set. By preserving an identical distribution of actual
and counterfeit videos, we ensured that the model was trained and tested on a balanced dataset, which is essential for accurate performance
evaluation.

Batch training was implemented with a batch size of 4. This approach involves dividing the training facts into small sets and processing
each set sequentially. Batch training offers several advantages, including improved training speed and efficiency. By processing data in
batches, the model apprises parameters more frequently, foremost to quicker convergence and potentially better performance.
Additionally, batch training helps in avoiding local minima and can improve the overall stability of the training process. Overall, the
combination of dataset split and batch training contributed to the effectiveness and efficiency of our deepfake detection model.

4.2 Model Training and Hyperparameter Tuning:

In the model training phase, we begin by preparing the dataset, splitting it into a 70% training set and a 30% test set. Data augmentation
techniques are applied to the training set to increase its diversity. The model architecture, which consists of an LSTM for sequential analysis
and a ResNext CNN for feature extraction, is then initialized. The pre-trained ResNext model is fine-tuned to enhance its performance in
feature extraction. The model's training process is optimized by defining hyperparameters such as learning rate, optimizer (e.g., Adam),
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weight decay, batch size, and number of epochs. The model is then trained on the training set using the defined hyperparameters, and its
performance is monitored using metrics such as loss and accuracy. If the model's performance is not satisfactory, hyperparameters are
adjusted through techniques like grid search or random search.

After hyperparameter tuning, the model is validated on the test set to evaluate its performance. This process may involve iterative adjust-
ments to hyperparameters and retraining the model until the desired performance is achieved. The final model is designated based on its
results on the test set, with the most accurate and robust model being chosen for deployment.

4.3 Results and Performance Analysis:

The deepfake detection model achieved impressive results, with an accuracy of 95% on the test set. This means models accurately classified
actual and false expressions in the videos most time. The precision of 97% indicates that the model had a low rate of false positives,
meaning it rarely mistakenly identified a real face as fake. The recall of 93% indicates a low rate of false negatives, meaning the model
rarely missed identifying a fake face.

The F1-score, which is a measure of a model's accuracy, was 95%. This score indicates a balanced performance in detecting both real and
fake faces, showing that the model was effective overall. These results demonstrate that the model was successful in detecting deepfake
faces with high accuracy and reliability.

4.4 Comparison with Other Methods:

In comparing our model with existing methods for deepfake face detection, our approach stands out for its superior performance. By
combining the ResNext CNN and LSTM, our model surpasses other methods in accurately identifying deepfake videos.

The ResNext CNN is instrumental in extracting features from video frames, capturing intricate details that may indicate manipulation. This
pre-trained model has proven to be effective in various computer vision tasks, making it a reliable choice for feature extraction in our
approach.

The LSTM plays a crucial role in analyzing temporal patterns within the video sequence. It processes frames sequentially, allowing the
model to identify subtle changes between consecutive frames that may indicate a deepfake. This temporal analysis is a key factor in our
model's success, as it can capture nuanced differences that other methods might overlook.

In our experiments, we evaluated the performance on a choice of videos, together with both real and deepfake content. The results clearly
demonstrated the superiority of our approach, with high accuracy for classifying the input into original or false.

5. Results

The deepfake face detection model using ResNext and LSTM exhibits a strong performance across various test cases, highlighting its
robustness and efficiency in real-world applications. In the first test case, where a Word file is attempted to be uploaded instead of a video,
the model correctly identifies the error and displays an appropriate message, ensuring that only video files are allowed.

Similarly, when a 200MB video file is uploaded, exceeding the maximum limit of 100MB, the model responds as expected by indicating
the size limit and rejecting the file. The model's ability to detect videos without any faces is crucial for ensuring accurate results. Test case
correctly identifies the absence of faces and refuses to process the video, displaying an error message.

Furthermore, the model demonstrates its effectiveness in identifying both real videos and deepfake videos, showcasing its capability to
detect manipulated content. In scenarios where users attempt to access unauthorized URLSs or forget to select a video file for upload, the
model responds appropriately by redirecting them to the correct page and displaying a message prompting them to select a video. This
behavior enhances the user experience and ensures that the model is used correctly.

Finally, the performance of distinguishing face-cropped actual and untruthful videos is essential for detecting manipulated content even
when faces are isolated. In both cases, the model correctly identifies the nature of the videos, demonstrating its effectiveness in detecting
deepfake videos.

Overall, the deepfake face detection model using ResNext and LSTM performs admirably across various test cases, showcasing its robust-
ness, accuracy, and user-friendliness. Its skill to manage different scenarios then deliver precise results in combating the spread of deep-
fake videos and ensuring the authenticity of video content.
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Fig 2: Execution Flow of Deepfake Face Detection using ResNext and LSTM.



806 International Journal of Basic and Applied Sciences

Deepfake Detection

Sezusnce Lengthudd

Fig 3: Uploading a Video

Face Cropped Frames

' »

Play to see Result

Result: REAL “

Fig 4: Gives a Result whether it is Real or Fake

6. Conclusion

The proposed work presents a robust and intelligent system capable of determining whether an input video is genuine or a deepfake, along
with providing a confidence score for each classification. By analyzing short segments of video, specifically one second of footage at 10
frames per second, our model, built using ResNeXt CNN for feature extraction and sequence-based deep learning, effectively identifies
manipulated content. Frame intervals of 10, 20, 40, 60, 80, and 100 have been evaluated, confirming the model’s adaptability across diverse
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scenarios and video formats. To further enhance trust and integrity in the detection process, our approach integrates blockchain technology,
ensuring that each analyzed video and its corresponding detection results are immutably recorded on a decentralized ledger.

This guarantees tamper-proof verification and auditability, which is critical for real-world applications—particularly in environments prone
to misinformation, such as social media platforms, digital news outlets, and legal investigations. The blockchain layer adds a significant
layer of security, traceability, and decentralization, enabling end-users and organizations to verify the authenticity of video content inde-
pendently of any centralized authority. This not only builds trust among stakeholders but also helps combat the malicious spread of deep-
fake media. Moreover, the system features a user-friendly interface, robust error-handling capabilities, and support for multiple video
formats, making it practical for widespread use. By combining the power of deep learning with the integrity of blockchain, the proposed
model serves as a reliable and future-proof tool for detecting and authenticating video content in the digital era.

Future studies will aim to modify the detection framework for emerging generative models like StyleGAN3 and diffusion-based video
synthesis, which generate increasingly convincing alterations. We intend to incorporate federated learning to facilitate collaborative model
training that preserves privacy across various institutions without the need to share raw video data. To further strengthen blockchain security
and improve efficiency, we will investigate the application of zero-knowledge proofs for verifying results and explore consensus algorithms
tailored for mobile setups with sporadic connectivity. Moreover, we will assess the model’s resilience against adversarial attacks using
cutting-edge techniques and create adaptive preprocessing methods to enhance performance on low-quality or compressed video streams.
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