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Abstract

E-voting, also known as electronic voting, is the practice of casting a ballot or voting using digital technology. Verifiability and anonymity
are two important considerations in this situation. The study aims to find the optimal balance between these two crucial concepts, specifi-
cally the method of value range area (trade-oft) between anonymity and verifiability in e-voting protocols. High levels of e-voting verifia-
bility and anonymity are combined in this value range. The result should be an electronic voting system that protects voters' rights to
privacy while promoting confidence in and transparency surrounding election outcomes. This study evaluated several current e-voting
protocols to see which ones came closest to the ideal harmony between anonymity and verifiability, utilizing verifiability calculation
metrics and anonymity calculation metrics. The balancing area was divided into 4 areas in this investigation. The study's area of balance
between verifiability and anonymity can demonstrate that the e-voting protocol is in the ideal category region for such a protocol. After
examining numerous e-voting procedures, some issues have finally been identified. The e-voting protocol is ideal because Area 2 is the
area where anonymity and verifiability have ideal degree values. E-voting enhancement verifiability protocols are examples of protocols
that achieve the perfect balance between anonymity and verifiability.
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1. Introduction

E-voting, often known as electronic voting, is the practice of casting a ballot or casting a vote using digital technology. Verifiability and
anonymity are two important considerations in this situation. Both are essential components of a reliable and secure e-voting system. An
essential element of elections is anonymity, which guarantees that each voter can cast a ballot in confidence. An essential element of
elections is anonymity, which guarantees that each voter can cast a ballot in confidence. The voter must have faith that his or her choice
cannot be linked to them personally. This rule safeguards individual suffrage and forbids force, manipulation, or intimidation during the
voting process. Using cryptographic technology and protocols, it is possible to provide voter anonymity in an electronic voting system.
This enables voters to cast ballots without immediately disclosing their identities. To ensure that voters stay anonymous during the data
transmission process, wireless cryptographic devices can be employed to encrypt voter data before it is transferred to an e-voting server.
The importance of anonymity is preventing coercion and intimidation: If voters' ballots can be tracked, they run the risk of being threatened
or subjected to compulsion by parties, protecting the privacy of choice: Protecting the privacy of voters' choices, which is a fundamental
human right in elections, includes protecting their anonymity.

Verifiability is the capacity of an electronic voting system to confirm the legitimacy and impartiality of votes cast by voters. Voters need
to be confident that their ballots are accurately counted and not changed or influenced throughout the voting process. Transparency is
crucial in the context of verifiability because it allows each voter to confirm that their vote is counted according to their intentions. In
electronic voting, several strategies can be applied to provide verifiability. One such technique is "proof of correctness,”" in which an
electronic voting system must offer a mathematical justification that the outcome accurately reflects the voters' ballots.

How crucial is verifiability?
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e Voters will be more inclined to believe that the election results are correct and that there was no fraud or manipulation if the e-voting
technology can be independently confirmed.
o Identify errors and fraud: Verifiability enables impartial examinations of the electoral process’s integrity, enabling the identification
and correction of faults and fraud.
It is crucial to keep in mind that there must be a careful balance between verifiability and anonymity. Any of the variables could be
jeopardized by improper e-voting technology installation, endangering the credibility and trust of election outcomes. Overall, the design
and implementation of a safe and reliable e-voting system must consider two crucial factors: anonymity and verifiability. In electronic
voting systems, combining anonymity and verifiability is a difficult technological and security challenge. Voters' rights can be upheld by
maintaining complete anonymity, and public confidence in the voting process can be preserved by meticulous verification. E-voting sys-
tems must strike a balance between anonymity and verifiability to maintain the honesty, security, and confidence of voters in the electronic
voting process.
Based on the concept of the range of verifiability degree values [1], the maximum verifiability degree is 1. If an e-voting protocol reaches
the value of verifiability degree = 1, then the e-voting protocol is verified. If based on the concept of the range of anonymity degree values,
then the maximum anonymity degree is 1, so the e-voting protocol with the anonymity degree value = 1 is the e-voting protocol is ano-
nymity [2]. The description of the degree of verifiability and the degree of maximum/best anonymity is shown in Fig. 1, where the x-axis
shows the degree of anonymity, and the y-axis shows the degree of verifiability. The ideal point is indicated by the X mark with an
anonymity value = 1 and a verifiability value = 1.
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Fig. 1: The Ideal Degree of Verifiability and Anonymity.

The requirements for anonymity and verifiability in e-voting protocols have been the subject of numerous studies, but most of these studies
have not calculated the degree of verifiability or degree of anonymity, nor have they identified or evaluated the e-voting protocol's require-
ments for the ideal degree of verifiability and needs. The initial study focused on developing a blockchain-based framework for fully
verified online electronic voting. The cryptographic primitives used in our electronic voting protocol, known as VYV for Verify-Your-
Vote, include pairings, identity-based encryption, and elliptic-curve cryptography (ECC). It guarantees the following security and privacy
features: only eligible voters may cast ballots; voter authentication; vote privacy; receipt-free voting; fairness; and individual and global
verifiability. Additionally, we use the ProVerif tool to explicitly demonstrate the security of our protocol [3]. The research that follows
suggests AvecVoting, a blockchain-based electronic voting system that is anonymous and verifiable, offers high performance and excellent
security and employs threshold encryption and one-time ring markings to safeguard voter privacy and ballot confidentiality. In addition,
we added the idea of a "counter" for counting votes to enhance performance. The reputation-based PayOff algorithm, based on smart
contracts and a carefully crafted RandomSortition, allows AvecVoting to achieve accurate counting even when some counters cannot be
trusted. Our research on the security and performance of AvecVoting reveals that it offers robust security features like anonymity, non-
repeatability, secrecy, and verifiability while also addressing the performance challenges brought on by blockchain and offering good
efficiency during the voting and counting stages [4]. The following study introduces the TrustedEVoting (TeV) framework, a blockchain-
based strategy that includes not only the essential components needed for secure and verifiable e-Voting but also extra features like support
for re-voting, post-election vote checking, and channel preference voting. The latter is crucial because TeV's framework offers a multi-
channel approach to voting, and the switch from traditional physical voting to electronic voting is not immediate [5]. Future research
suggests an Internet e-voting system that uses double signatures to satisfy fundamental requirements, including anonymity, verification,
eligibility, privacy, free receipts, and fairness. Using formal methods, we demonstrate the efficiency and validity of our system. Thorough
performance tests reveal that our method performs better than the currently used advanced signature blind e-voting internet protocols [6].
The PVPBC voting system was suggested in a different study. It is an electronic voting system that ensures privacy and verification without
impairing voter use. The PVPBC voting system makes use of a distributed authorization technique that is efficient and based on irrevocable
anonymity. It also makes use of smart contracts and legally distributed ledgers. Additionally, employing the Selene voting scheme, the
PVPBC voting system passes election verification requirements. A verifiable e-voting protocol is the Selene Protocol. It posts audio files
in plain text along with a tracking number. This enables voters to verify that the system has accurately recorded their votes. The PVPBC
scale is also a function of voter and candidate turnout, according to numerical experiments. Specifically, the PVPBC authorization time
grows linearly with population size. With the number of the voting population, there is a linear increase in the average access latency as
well. When a valid authentication transaction is made and sent through a DLT network, there is a 6.275 ms latency [7]. The following
study suggests a novel e-voting system based on secret sharing and k-anonymity that not only achieves fundamental security goals like
non-cheating, universal verification, confidentiality, and anonymity but also additional properties like coercive resilience and unconditional
security because the proposed system's security is independent of any computationally challenging problems [8]. The research that follows
focuses on a verifiable E2E internet voting system that gives voters mobility and enables them to covertly cast their votes on public
computers while enjoying the advantages of early voting. The suggested method uses the individual identity and biometric characteristics
of voters to support the electoral process globally. We suggest a brand-new anonymous voting-based blind signature system. We used the
Boneh-Lynn-Shacham short signature approach, which provides the greatest degree of ballot size secrecy.

The technology gives each voter a digital witness so they can verify their vote was recorded as intended, and the public may verify that all
recorded ballots have been appropriately counted. Under the discrete logarithm of the well-known elliptic curve and the Diffie-Hellman
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gap assumption, the suggested system's privacy is attained [9]. Next, examine potential threats to voting privacy under each model and
conduct a study on the framework of the opposing model concerning electronic voting systems. Based on our analysis, we contend that
voting procedures based on secret sharing provide a more organic and elegant privacy-preserving solution than those based on encryption.
As aresult, we created and put into place the Koinonia voting system, which offers long-term privacy against strong adversaries and enables
anyone to check that every ballot has been properly formed, and the counting is carried out. Our tests demonstrate that Koinonia protects
voting privacy effectively [10]. Following an investigation, the Ordinos end-to-end counting concealment e-voting system was offered as
the first to be verified secure and verifiable. We designed our system using the MPC protocol and the proper cryptographic primitives for
increased testing, deployment, and performance evaluation, proving the system's viability. Additionally, our research contributes to a
greater knowledge of tally concealment in general, specifically how much it impacts the degree of privacy and verification of electronic
voting systems [11]. The analysis of e-voting needs and protocol model design stages for verifiability requirements has been done as
follows. Voters, Officers, Witnesses, or General Election Commissions are a few of the parties involved in meeting verification needs.
These commissions allow multiple parties to verify voters' ballots before, during, and after the counting of votes in elections. Traditional
simulation modeling and voting testing have been done in comparison with simulation modeling and testing of e-voting protocols to meet
the verifiability requirements of this e-voting system. Before performing simulated protocol modeling and testing, formal notation author-
ing using Communicating Sequential Processes (CSP) notation was carried out. With formal verification demonstrating that the protocol
specification complies with predefined integrity properties, protocol testing will be carried out. The verification tool, SPIN (Simple Promela
Interpreter), is based on reference modeling and can assess the logical coherence of specifications and report proven attributes. The verified
system speaks PROMELA, a translation of CSP's formal notation, which stands for MEta LANguage Process [12]. Fig. 2 provides a
summary of numerous e-voting protocol settings with varying degrees of verifiability and anonymity.
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Fig. 2: Overview of the E-Voting Protocol’s State, Degree of Verifiability, and Degree of Anonymity.

In Fig. 2, there are various verifiability and anonymity conditions in the e-voting protocol, which make it very difficult to see that the e-
voting protocol is included in the category of the ideal area of balance between the degree of anonymity and verifiability, where the x-axis
shows the degree of anonymity, and the y-axis shows the degree of verifiability. The ideal point is indicated by the X mark with an
anonymity value = 1 and a verifiability value = 1. This study on the method of value range area (trade-off) between anonymity and verifi-
ability in e-voting protocols aims to find the ideal balance point between these two important principles. This value range area includes a
combination of high anonymity and high verifiability of e-voting. The goal is to produce an e-voting protocol that secures voters' privacy
rights while ensuring trust and transparency in election results. This study assessed several existing e-voting protocols to see which e-
voting protocols approached the ideal balance between anonymity and verifiability using anonymity calculation metrics from the study [2]
(as follows:

d=1-p @)

Based on formula (1), the level of anonymity is further defined as, where p is the likelihood that a specific user will be identified by the
attacker. In this approach, the value of the anonymity level is significantly determined by the number of voters or messages. The value of
the voter anonymity level is 1/2, or 50% if there are 2 (two) voters in a system. The level of anonymity is 1 - 0.001 or 0.999 when there are
1,000 votes. In the meantime, each voter's probability value is 0.001. Calculation of the degree of verifiability using metrics from the study
is as follows [1]:

vy = T @)

d=1-p )

Based on formula (2), Vg is the degree of verifiability, v; is the value of verifiability requirements, and n is the total of verifiability require-
ments.

2. Ease of use

The procedures are followed as described in Fig. 3. below to see if a protocol achieves the appropriate balance between anonymity and
verifiability.
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Fig. 3: How to Evaluate the E-Voting Protocol’s Position in Terms of Balancing Verifiability and Anonymity.

The stages for setting the electronic voting system to strike a balance between anonymity and verifiability are shown in Figure 3:

e Determine the e-voting protocol to be assessed.

Based on several existing e-voting protocols, we assess to see which protocols enter which balance area.

e Calculate the degree of verifiability.

To calculate the degree of verifiability using formula (2) with the need for verifiability that has been determined from the study [13] [12].
The verifiability requirements and the value of the verifiability needs of each e-voting protocol for the verification needs are filled with a
value of 1, which means verified, and a value of 0, which means not verified, for the verification needs, as in Table 1.

Table 1: Examples of Requirements and Verifiability Values in E-Voting Protocols

Code Requirement Verifiability Mot

Verifiability

KV1 Voters can confirm that they did not cast their ballots before the election 1

KV2 Officers can confirm that voters did not cast their ballots before the election 1

KV3 Witnesses can attest that voters did not decide who they would support before the election 1

KV4 After casting their ballots, voters can confirm that their decision has not been altered and that it has been 1
counted

KV5 After the vote count has been completed, voters can confirm that their choice of votes has not been altered 0
and has been counted
After voters have cast a ballot, officers can confirm that their selection of votes has not been altered and is

KVé6 . . 1
included in the vote total

KV7 After voters have cast a ballot, witnesses can confirm that their selection of votes has not been altered and 1
has been included in the vote total
After voters have cast a ballot, the General Election Commissions can confirm that their selection of votes

KV38 . 1
has not been altered and that it has been counted

KV9 After the vote count, officers can confirm that the voter's choice of voters has not changed and is included 0
in the vote count

KV10 After the vote is coqnted, witnesses can confirm that the voters' vote choices have not changed and that 1
they were included in the vote count

KVI1 General Election Commissions may check, following the vote count, if voters' ballot choices have not al- 1
tered and are still counted

KV12 Voters may make sure their preferences don't change throughout the election 1

e (Calculate the degree of anonymity

Based on formula (1), the degree of verifiability is calculated by looking at how likely a ballot can be seen.
e Determine the position of the e-voting protocol in anonymity balance with verifiability

The proposed anonymity balance area with verifiability for the e-voting protocol is shown in Fig. 4.
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Fig. 4: How to Evaluate the E-Voting Protocol’s Position in Terms of Balancing Verifiability and Anonymity.

Based on Fig. 4, the x-axis shows the degree of anonymity, and the y-axis shows the degree of verifiability. The ideal point is indicated by

the X mark with an anonymity value = 1 and a verifiability value = 1.

Determination of the balance area into 4 areas with the following value range provisions:

e Area 1 is a non-ideal anonymity category with a range of anonymity degree values >= 0 to <= 0.5 and the ideal verifiability category
with a verifiability degree value range of > 0.5 to <= 1.
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e Area 2: ideal anonymity and verifiability degree value range > 0.5 s to <= 1 and the range of verifiability degree values > 0.5 to <= 1.

e Area 3: the anonymity category is not ideal with a range of anonymity degree values >= 0 to <= 0.5, and verifiability is not ideal with
a range of verifiability degree values >=0 to <=0.5.

e Area4: ideal anonymity category with anonymity degree value range > 0.5 to <= 1, verifiability is not ideal with a range of verifiability
degree values >= 0 to <=0.5.

Flowchart to determine the anonymity and verifiability balance category areas for e-voting protocols, as in Fig. 5.

(ot = 0.5 e =)
an (0 2o S Uy L1y T

-

~

~ ™~
-
—

4 calegon=-Anonymity
“and {

and gem0.8) Sy T Riow e
TRSATITOS, o L
2 o

~— -
\Y/

’/}\
’// .
/’ (> 0.5 and de=1) S
and (v, > T

e Yo
e

v Output caregory

o o

Fig. 5: Flowchart to Determine the Anon;m?y- énd Verifiability Balance Category Areas for E-Voting Protocols.

Pseudocode to determine the balance category area of anonymity and verifiability for e-voting protocols exists as in Fig. 6.

Input  :d,V;
Output  : category

if (>d=0and <=d0.5) and (>0V;.5and <=V;1)

category = “Anonymity is Not Ideal, Verifiability is Ideal”
felse

if (>0.5and <=1) and (>0ddVy.5and, Vy <=1)

J category = “Anonymity is Ideal, Verifiability is Ideal”
Ise

if (>d=0and <=d0.5) and (>=0and Vy, V; <=0.5)

‘ category = “Anonymity is Not Ideal, Verifiability is Not Ideal”

else

if (>0.5and <=1) and (>=0 and ddVy, Vy <=0.5)
category = “Anonymity is Ideal, Verifiability is Not Ideal”
ndif
ndif
endif

endif

Fig. 6: Pseudocode to Define Anonymity and Verifiability Balance Category Areas for E-Voting Protocols.

Based on The flowchart in Figure 5 and the Pseudocode in Figure 6 can be explained as follows.

e Input the value of degree Amomity (d).

o Input the value of degree Verifiability (VT).

e Selection of Anomity degree value (d) and Verifiability degree value (VT):

e If the range of anonymity degree values is >=0 to <= 0.5 and the range of verifiability degree values >0.5 to <=1, then the categories
are anonymity is not ideal and verifiability is ideal.

e [f the range of anonymity degree values >0.5 to <=1 and the range of verifiability degree values >0.5 s to <=1, then the category is
ideal for anonymity and verifiability.

e [fthe range of anonymity degree values >=0 to <= 0.5 and the range of verifiability degree values >=0 to <= 0.5, then the category is
anonymity is not ideal and verifiability is not ideal.

e [f the range of anonymity degree values >0.5 to <=1 and the range of verifiability degree values >=0 to <= 0.5, then the category is
ideal anonymity and verifiability is not ideal.

e The output is the category area for the e-voting protocol

3. Result and Analysis

Several e-voting protocols are chosen to determine the area of balance between anonymity and verifiability of the e-voting protocol. The
next step is to analyze and calculate the degree of anonymity based on formula (1) for these e-voting protocols, as in Table 2. For Example,

Verify-Your-Vote [3] has several Anonymity Possibilities (p) = 0, then value d =1 (d =1-0).
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Table 2: Anonymity Degree Calculation Result
Number of Anonymity
Possibilities

Z
o

E-voting Protocol

Verify-Your-Vote [3]
Ordinos [11]
Koinonia [10]
Identity-Based Blind Signature [9]
Secret Sharing and K-anonymity [8]
PVPBC [7]
Anonymous and formally verified dual signature (AAFVDS) [6]
For you [5]
AvecVoting [4]
0 Improvement Verifiability Requirements (IVR) [12]

Value of d

(=]

— 0001 WA WN —
QOO OO O~ O —
— O = O —

Then also analyzed and calculated the degree of verifiability of the e-voting protocols based on formula (2) in Table 3. For Example,
Verify-Your-Vote [3] has a value of v; = 7, n = 12, then the value of V =7/12 is 0.58.

Table 3: Anonymity Degree Calculation Result

N R Verifiability Requirements v v v Value of
o protocol Kvl KV2 KV3 KV4 KV5 KV6 KV7 KV8 KV9 10 1 12 Vi

Verify-Your-

1 Vote [3] 0 1 0 1 1 1 1 0 1 0 0 1 0.58

2 Ordinos [11] 1 1 1 1 1 1 1 1 1 1 1 0 0.92

3 Koinonia [10] 0 1 0 1 1 1 1 1 1 1 1 0 0.75
Identity-Based

4 Blind Signature 0 0 0 1 1 1 0 0 1 0 0 1 0.42
[91
Secret Sharing

5 and K-anonym- 0 0 0 1 1 1 0 1 0 0 0 1 0.42
ity [8]

6 PVPBC [7] 1 1 1 1 1 1 1 1 1 1 1 0 0.92
Anonymous
and formally

7 verified dual 1 1 1 1 1 1 1 1 1 1 1 0 0.92
signature
(AAFVDS) [6]

8 For you [5] 1 1 1 1 1 1 1 1 1 1 1 0 0.92

9 AvecVoting [4] 1 1 1 1 1 1 1 1 1 1 1 0 0.92
Improvement

10 Vet 1 1 1 1 1 1 1 1 1 1 1 0 0.92
Requirements
(IVR) [12]

Based on Table 4, Fig. 4 illustrates the balance between anonymity and verifiability for several e-voting systems.
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Fig. 7: Electronic Voting Protocol Balance Graph.

Table 4 and Figure 4's graph led to the following conclusion about the protocols' calculations of the degree of anonymity and verifiability

based on the flowchart in Fig. 5 and pseudocode in Fig. 6:

e Area | has the Ordinos e-voting protocol [11].

e Area 2 has a protocol e-voting Improvement Verifiability Requirements (IVR) [12], AvecVoting [4], TeV [5], Anonymous and for-
mally verified dual signature (AAFVDS) [6], PVPBC [7], Koinonia [10], Verify-Your-Vote [3].

e Area 3 has an Identity-Based Blind Signature e-voting protocol [9].

e Area 4 has Secret Sharing and K-anonymity e-voting protocols [8].

For protocols that are not included in area 2, it is recommended that, for anonymity (p) and verifiability (KV) requirements that are still at

0, it is recommended to improve the protocol so that it can meet the anonymity and verifiability requirements to a value of 1. These

requirements can be adjusted to those listed in Table 1 so that they will be ideal (Area 2).
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4. Conclusion

Two essential criteria for e-voting systems are anonymity and verifiability, which are opposed. It is possible to classify an electronic voting
protocol as perfect if it satisfies both needs. An area of balance between verifiability and anonymity has been created in the study to
demonstrate where the e-voting protocol stands in the optimum category area for an e-voting protocol. Several electronic voting protocols
have been examined, and finally, some of them can be classified. The e-voting protocol is ideal because Area 2 is the area where anonymity
and verifiability have ideal degree values. E-voting enhancement verifiability protocols are examples of protocols that achieve the perfect
balance between anonymity and verifiability.
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