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Abstract 
 

The blockchain skillset is one of the most emerging skill sets that brings the world into the hands of the self. The number of industrial 

applications depends on this new technology just because of its decentralized, transparent, and secure nature. This enables a new way for 

the next generation of computing environments like cloud computing and edge computing. By keeping this in mind, this work develops a 

new disruptive method using adaptive learning model to address the security issues in a data sharing environment with decentralized access 

control. The developed framework has been executed and tested utilizing Python, and the results have been presented. A performance study 

comparison between the existing RSA algorithm, AES algorithm, and the proposed algorithm (ALM) has been done, and the various 

parameters taken for the study and their values are presented in this paper. Results obtained show that the algorithm presented is proven to 

be efficient in terms of security, scalability and time. 
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1. Introduction 

In the past few years, blockchain technology has explosively come into widespread prominence and recognition in various fields, from 

cryptocurrencies to business applications [1], [2]. Its advancement is driving a transformative era in financial services and more, revolu-

tionizing sectors like finance [3], energy [4], and citizen-centric organizations [5]. Originally launched as the technology behind Bitcoin, 

a digital, decentralized currency, blockchain is a distributed ledger technology that can process secure, clear, and tamper-proof transactions 

without reliance on a central authority [6], [7]. The power of blockchain is its decentralized design, in which transaction information is 

recorded throughout a network of participants to enhance transparency and security by use of cryptographic validation. This architecture 

supports decentralization, responsibility, and increased security, lowering the cost of operations and organizational effectiveness. These 

traits have contributed to the rapid growth of blockchain usage across different applications, and it has become the center of ongoing studies 

and development. In parallel, the accelerated evolution of communications and data technologies has also propelled the evolution of trend-

setting technologies such as the Internet of Things (IoT) and cloud computing. IoT has revolutionized numerous industrial, consumer, and 

business uses by enabling it to bring physically different objects together to be controlled, monitored, and managed through ubiquitous 

electronic systems [8], [9]. Primarily, due to the low processing capabilities of IoT devices, the majority of IoT applications offload com-

puting to cloud environments, and thus was born the name Cloud of Things (CoT) [10], [11]. CoT provides a robust and reliable distributed 

computing platform for managing IoT networks, improving system performance and network efficiency significantly [12]. However, tra-

ditional CoT architectures are prone to reliance on centralized communication models, such as cloud-based systems, that do not scale well 

with increasing IoT deployments [13]. In addition, the utilization of third-party cloud providers has attendant data privacy and security 

concerns, while the centralized paradigm promotes more communication latency and power consumption—concerns that compromise the 
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sustainability and scalability of CoT systems in real-world applications [14]. It calls for the development of decentralized, adaptive systems 

that combine the benefits of blockchain and CoT. Combining the two holds out the possibility for enhanced security, scalability, and 

efficiency and unveils next-generation IoT infrastructures. This helps the future direction to modify the centralized computing models used 

in present applications, as shown in Figure 1. 

 

 
Fig. 1: Past, Present, and Future of Decentralized Access System. 

2. Related work 

Various assessments in CoT, blockchain, and other related difficulties and issues have been explored throughout the progression a very 

long time in a wide range of specific points. Various undertakings have been made to give overview articles on this investigation region in 

different degrees. The combination of the Cloud of Things (CoT) and blockchain technology has drawn significant interest over the past 

few years due to its potential to provide secure, decentralized, and transparent solutions for data sharing. The present section presents a 

review of recent studies in blockchain-based access control, adaptive learning models, and their applications in CoT settings. A few re-

searchers have explored the use of blockchain to secure cloud and IoT ecosystems. Blockchain enables decentralized data management 

and the prevention of unauthorized access through immutable records. For example, Wang et al. (2021) proposed a blockchain-based secure 

data sharing model for IoT systems with a focus on traceability and data integrity. Similarly, Aloqaily et al. (2022) introduced BCoT 

(Blockchain for Cloud of Things), a scalable smart city resource architecture using blockchain to manage data exchange between IoT 

devices. These systems are prone to scalability and real-time access control, especially in large networks with dynamic nodes and large 

data sizes. Adaptive learning patterns have been used in dynamic security systems to support decision-making with success. The patterns 

can adjust encryption behavior from observed input patterns, thereby making systems more context-aware and intelligent. Li et al. (2020) 

noted the benefits of federated learning in decentralized networks where edge learning is conducted without central coordination. While 

they are good, most of the current systems do not integrate blockchain with adaptive learning for access control, leaving a gap in real-time 

encryption and auto-tuning key generation mechanisms. There have been a variety of access control models through blockchain, including: 

Role-Based Access Control (RBAC) using smart contracts, Attribute-Based Encryption (ABE) to restrict data access, and Permissioned 

blockchains for organizational inner control. For instance, Sharma et al. (2021) presented a survey of blockchain-based access control 

systems as having the ability to decentralize power and improve data clarity. Zhang et al. (2020) presented a blockchain platform for IoT 

that can support lightweight cryptographic processing. These frameworks are primarily fixed-access-rule-based and static-encryption-al-

gorithm based such as RSA and AES, which cannot scale well at all and are not adaptive under dynamic conditions. From the above 

overview, it is clear that: Existing models that are blockchain-driven do not use adaptive learning for encryption. The majority of the 

models utilize static cryptographic functions, which increase complexity in decentralized settings. There has been limited study on real-

time access control using blockchain and learning-based techniques. This paper proposes a novel Adaptive Learning Model (ALM) that 

combines the transparency of blockchain and the agility of machine learning. ALM utilizes prime number-based key generation and learn-

ing weights to establish a dynamic encryption mechanism that evolves and improves both security and scalability in decentralized envi-

ronments. Figure 2 shows the Cyber physical creation framework. 

 

 
Fig. 2: Cyber Physical Creation Framework 

 

Blockchain technology has emerged as a suitable option for secure data sharing across distributed networks due to its decentralized and 

immutable ledger aspect. It was made popular by Bitcoin [6], and since then it has been used in a variety of disciplines, including healthcare 

to supply chain management and protection of IoT data [15], [16]. Dai et al. (2020) have helped solve the scalability issues of blockchain 

systems through the introduction of methods such as shading and optimized consensus protocols, which offer higher transaction throughput 
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and system performance [17]. Permissioned blockchains such as Hyperledger Fabric have also supported controlled access and enhanced 

privacy for sensitive data use cases [18]. Despite these advancements, the inherent latency, power usage, and scalability of blockchain pose 

significant challenges, especially in large-area IoT networks [19]. Hybrid models that combine blockchain with edge and cloud computing 

have been proposed to address these constraints by offloading computation workloads and reducing network bottlenecks [20], [21]. Adap-

tive learning models (ALMs) play a critical role in enabling systems to dynamically adapt to varying data and network conditions, and 

improve robustness and performance. In secure data sharing settings, ALMs facilitate maximum resource optimization, anomaly detection, 

and adaptive cryptographic countermeasures that react to evolving threat environments [22]. To give an example, intrusion detection sys-

tems based on machine learning complemented with blockchain technology have been shown to boost security in IoT networks [23]. Zhang 

et al. (2021) envisioned a dynamic adaptive blockchain consensus protocol that self-regulates operational parameters as functions of net-

work states, enhancing throughput and fault tolerance [24]. Nevertheless, learning adaptation wholesale into blockchain is a future direction 

of research in which finding trade-offs between adaptability and computational overheads is a critical issue [25]. IoT and Cloud of Things 

(CoT) networks are defined by unique security challenges due to resource-constrained devices and the sheer magnitude of heterogeneous 

networks. CoT architectures leverage cloud capabilities for IoT but tend to be based on centralized data management, which is a source of 

concern for privacy and trust [26]. Blockchain technology provides a decentralized trust model that can impose data integrity and secure 

communication on CoT systems [27]. Blockchain-based identity management models and lightweight cryptographic schemes have been 

proposed to fit the limitations of IoT devices with preserving security [28], [29]. Existing work emphasizes the importance of incorporating 

blockchain with adaptive security functions to enable real-time threat detection and reaction, providing continuous protection in dynamic 

IoT settings [30]. Scalability remains a persistent issue in blockchain-based data sharing technologies, particularly for IoT and CoT sce-

narios. Traditional consensus protocols such as Proof-of-Work (PoW) are energy-intensive and not suitable for low-resource devices [31]. 

Other consensus mechanisms, e.g., Proof-of-Stake (PoS) and Practical Byzantine Fault Tolerance (PBFT), have been discussed to reduce 

latency and energy consumption [32]. Moreover, hybrid architectures combining blockchain with fog and edge computing frameworks are 

discussed to offload processing and relieve network loading [33], [34]. Adaptive learning approaches are increasingly implemented to 

enhance the assignment of network resources and dynamically adapt blockchain configurations based on workload and threat discovery 

parameters [35]. Overall, while great advancements have been made in utilizing blockchain for secure data sharing and incorporating 

adaptive learning to enhance system responsiveness, employing these two technologies to address both security and scalability constraints 

within massive-scale IoT and CoT systems is not been explored [36], [37]. This work attempts to bridge this gap by introducing a block-

chain-based adaptive learning model to facilitate secure, scalable, and effective data sharing [38], [39]. 

3. System framework 

Literature survey reveals that existing systems primarily employ sharing schemes tailored for decentralized storage, but not many of them 

contain an entire access policy for users. Further, most existing techniques require separate algorithms for decryption and encryption, which 

is quite cumbersome to make decentralized access control systems secure. To combat these limitations, an independent attribute and ci-

phertext-based system must be employed to minimize complexity in access control with enhanced security [40], [41]. The system design 

framework introduced in the Figure shows the Pseudocode: Adaptive Learning Encryption. The framework consists of access points, 

microservices, a blockchain cluster, an internal repository of users, and a multi-organization environment. Each organization possesses its 

access point to manage user permissions, either granting or revoking access [42], [43]. The cluster of blockchains acts as a system of 

distributed ledgers, spreading data across nodes and setting access controls based on pre-programmed rules of blockchain. It also holds 

shared data and stores access control history [44], [45]. Microservices, however, offer intrinsic modular features that are embedded in the 

system for facilitating efficient and scalable processes. The internal user repository is used to manage user credentials locally for facilitating 

the decentralized aspect of the blockchain [46], [47]. 

4. Implementation and results 

Blockchain technology is at the center of the above system architecture. At the center of the blockchain infrastructure is the node. The node 

can either be a computer or a user that possesses a full replica of the blockchain ledger, which is essentially a data structure holding 

transactions. These nodes combined form the blockchain network, which it is their responsibility to hold, spread, and keep all the blockchain 

data. It is to be understood that the blockchain virtually resides in all nodes of the network. Processing transactions is one of the primary 

operations carried out by nodes [48,49]. Figure 4 is a block diagram explaining the process of a blockchain transaction via node-to-node 

communication to show how information is securely passed and authenticated in the network [50], [51]. When a request for making a 

transaction is received, the system creates a new block to signify that the transaction process is initiating. The newly created block is sent 

to other nodes active within the network to inform them of its status. The nodes later confirm the transaction [52], [53]. Upon confirmation, 

the nodes are rewarded as proof of work. Block is subsequently added to the existing blockchain, and thereby the transaction gets com-

pleted. Following the end of each transaction, the adaptive learning system analyzes its advantages and disadvantages, recording the out-

come of learning accordingly. This way, security is continuously enhanced through the proposed Adaptive Learning Model (ALM) algo-

rithm. The encryption and decryption method employed in the present system is shown in Figure 5. Whenever plaintext input data is input, 

it gets converted to ciphertext through a data key and an encryption procedure. The master key and the data key are first generated, followed 

by the encrypted data key being used to produce the encrypted message. The adaptive learning model adapts this process to dynamically 

create encrypted outputs. The algorithm that has been used employs prime numbers as a central element of the encryption and decryption 

process, thereby adding security. When blocks are created and added to the chain, the AI model gathers input data, processes the data, and 

adjusts the encryption parameters accordingly. This adjustment in real-time guarantees that, even in a decentralized access network, the 

blocks remain encrypted by unpredictable and untraceable processes, thereby reducing the risk of hacking significantly. The algorithm is 

effective in encrypting massive bodies of text data, such as Word documents, and can handle more than 10,000 words per session. Below 

is a clip from the algorithm as a reference. The algorithm primarily relies on weights within the learning model. A prime number is used 

as an input for the first block when the algorithm is run for the first time. As these weights shift with time, the algorithm gives an anonymous 

encryption and decryption mechanism, thus ensuring robust security for decentralized access control. The adaptive learning model algo-

rithm iterates in linear time complexity using a single while loop and incrementally updates. Its time complexity is therefore O(n). The 

appearance of the notation '?' in the algorithm is an asymptotic notation, and it reflects the linear scaling behavior of the learning rate. The 

iterative step-by-step improvement of the learning process is captured by the adaptive learning paradigm. For clarity, the algorithm sample 
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input and output data are shown in Figures 6a and 6b, respectively. The performance of the ALM algorithm is also compared with standard 

encryption algorithms such as RSA and AES. This comparison is represented in Table 1 to show the new method's encryption efficiency. 

 
Fig. 3: Pseudocode: Adaptive Learning Encryption. 

 

The Adaptive Learning Model (ALM) is a novel encryption framework designed to enhance security and scalability in decentralized envi-

ronments such as Blockchain-enabled Cloud of Things (BCoT) systems. The algorithm introduces a learning-based dynamic key generation 

approach, where encryption keys evolve based on previous interactions, weights, and prime-number-based initializations. The goal is to 

eliminate key predictability, enhance resistance to pattern analysis, and reduce encryption time through lightweight operations. 

 

 
Fig. 4: An Example Blockchain Transaction. 

 

 
Fig. 5: Methodology Used for Encryption and Decryption. 

 

Table 1 provides a comprehensive feature comparison of the AES, RSA, and proposed ALM encryption algorithms. It highlights key 

aspects such as algorithm type, key length, encryption speed, security level, scalability, and adaptability. The table illustrates how ALM 

combines the strengths of both symmetric and asymmetric approaches while introducing adaptive learning to enhance security in decen-

tralized environments. Table 2 compares the time taken by AES, RSA, and ALM algorithms to complete encryption across different data 

sizes. The results demonstrate AES’s efficiency for bulk data, RSA’s slower performance due to computational complexity, and ALM’s 

linear scalability, which offers a balanced solution suitable for secure, large-scale data sharing in blockchain-enabled systems. 

 



International Journal of Basic and Applied Sciences 233 

 

 
Fig. 6: A) Sample Input for Algorithm Testing. 

 

 
Fig. 6: B) Sample Encrypted Output. 

 
Table 1: Feature Comparison of AES Vs RSA vs ALM Algorithms 

Feature AES RSA ALM (Adaptive Learning Model) 

Type of Algorithm Symmetric key encryption Asymmetric key encryption Adaptive learning-based encryption 

Key Length 128, 192, or 256 bits Typically 1024 to 4096 bits Uses prime numbers and dynamic weights 

Encryption Speed Fast Slower due to complex math Moderate, with linear time complexity (O(n)) 
Security Level High, widely trusted High, but depends on key length High, with dynamic, untraceable encryption 

Scalability 
Suitable for large data vol-

umes 
Less suitable for large data Designed for scalable decentralized systems 

Computational Complex-

ity 
Low to moderate High Linear time complexity, efficient 

Key Management 
Requires secure key distribu-
tion 

Public/private key pair Dynamic key setup via adaptive learning 

Resistance to Attacks Strong against brute force Vulnerable to quantum attacks Designed to adapt and resist evolving threats 

Use Case Bulk data encryption 
Secure key exchange, digital signa-
tures 

Secure decentralized data sharing 

Adaptability Static keys Static keys 
Adaptive encryption process that evolves over 

time 

 
Table 2: Comparison of AES, RSA and ALM Algorithms -Time Taken to Complete Encryption 

Data Size AES Encryption Time (ms) RSA Encryption Time (ms) ALM Encryption Time (ms) 

1 KB 1 15 5 

10 KB 5 120 50 

100 KB 40 1100 500 
1 MB 350 12,000 4,800 

10 MB 3,400 Not practical 48,000 

 

 
Fig. 7: Encryption Time AES vs RSA vs ALM Algorithm. 
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From Figure 7, it has been noted that the proposed ALM algorithm completed the encryption in a very short time in comparison with the 

standard AES and RSA algorithms. Also, it has been noted that the algorithm handles with high accuracy of encryption rate in less time. 

This has been tested using different sample words varying from 1000 to 10000, and the results obtained are shown in Figure 8 for better 

understanding. 

 

 
Fig. 8: Performance Analysis of Proposed Algorithm. 

5. Conclusion 

In summary, the paper presents a new blockchain-enabled Adaptive Learning Model (ALM) to facilitate secure and scalable data sharing 

in decentralized environments. With the integration of adaptive learning and blockchain, the proposed system remedies some of the largest 

drawbacks of traditional encryption methods, such as complexity, scalability, and vulnerability to emerging security attacks. The prime 

number-based protection and linear time complexity of the dynamic encryption of the ALM algorithm ensure robust security with efficiency 

even for colossal amounts of data. A comparative analysis reveals that ALM provides a promising compromise between the high speed of 

symmetric algorithms like AES and the high security of asymmetric algorithms like RSA. The decentralized access control mechanism of 

the framework also enhances security and flexibility at different organizational levels. Future work will focus on the development of the 

model for real-world large-scale applications and exploring integration with future technologies such as 5G and quantum-resistant cryp-

tography. In summary, the ALM approach provides a valuable contribution towards secure, adaptable, and scalable data sharing solutions 

in modern distributed systems. 

6. Discussion and future directions 

The proposed blockchain-based Adaptive Learning Model (ALM) has promising prospects in increasing secure and scalable data sharing 

in decentralized environments. The integration of adaptive learning with blockchain technology not only strengthens the encryption using 

dynamic and untraceable methods but also reduces computational overhead with the ability to operate at linear time complexity. It is fairer 

in the trade-off between security and encryption speed than the traditional algorithms such as RSA and AES, and thus appropriate for big-

data IoT and CoT systems. Nevertheless, there are a few limitations and open issues that deserve further investigation. Although the existing 

model is efficient at combating encryption and decentralized access control, its scalability with ultra-large and heterogeneous networks 

needs to be studied more deeply. Moreover, the robustness of the system against new threats, especially quantum computing attacks, is an 

aspect that can be improved. The computational cost added by adaptive learning, though effective, may also be optimized to an even greater 

extent to help minimize latency in real-time settings. Future research could explore the integration of ALM with emerging communication 

technology such as 5G networks, which would facilitate faster and more secure data exchange in IoT networks. Another key area of research 

is the incorporation of quantum-resistant cryptographic methods to future-proof the security mechanism against quantum computer ad-

vancements. Lastly, expanding the framework to support multiple master nodes or decentralized autonomous organizations (DAOs) would 

enhance its applicability to complex multi-stakeholder contexts. Aside from technical innovation, attention to the ethical and social con-

siderations of safe data sharing is warranted. Through enabling secure and transparent data management, ALM can foster greater user 

confidence in IoT systems, which is a prerequisite for its wider adoption. It is also necessary to address privacy concerns and compliance 

with international data protection regulations in current implementations. Overall, while the present work provides a sound basis, there 

remains a need for further refinement and extension to properly exploit the potential of blockchain-enabled adaptive learning models in 

secure, scalable, and user-friendly data sharing applications. 
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