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Abstract

The rapid integration of artificial intelligence (Al) tools in educational settings has created unprecedented challenges for academic integrity,
with studies indicating that 89% of students are familiar with ChatGPT and 43% have used Al tools for academic work, while current
detection-based approaches have proven inadequate, achieving only 26% accuracy in identifying Al-generated content. This study develops
and validates a comprehensive Human-Centered Design (HCD) framework for mitigating Al misuse in educational contexts, shifting from
reactive detection strategies to proactive prevention-oriented approaches that prioritize stakeholder engagement and ethical Al integration.
Using a two-phase mixed-methods approach combining Nominal Group Technique (NGT) and Fuzzy Delphi Method (FDM) with seven
experts, the research achieved exceptional expert consensus with an overall average agreement of 98% across all evaluated components.
Eleven core elements were validated and organized into five interconnected dimensions: Core Design Principles (emphasizing learner
agency and educator empowerment), Implementation Strategies (featuring progressive disclosure and reflection mechanisms), Assessment
& Feedback Systems (incorporating authentic assessment and ethical analytics), Stakeholder Engagement (encompassing co-design pro-
cesses), and Ethical Safeguards (focusing on bias detection and privacy protection). Four components achieved perfect 100% expert con-
sensus, while the low-lowest-ranked element maintained an acceptable defuzzification value of 0.800, well above the 0.5 threshold required
for validation. The validated HCD framework provides a robust, empirically supported approach for educational institutions to proactively
address Al misuse while maintaining the benefits of Al integration, offering a paradigm shift from punitive detection methods to collabo-
rative, prevention-focused strategies that enhance rather than restrict educational Al applications, thereby contributing to the emerging
fields of Human-Centered Learning Analytics (HCLA) and Human-Centered Artificial Intelligence (HCAI) with practical guidance for
educational stakeholders seeking responsible Al integration strategies.
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1. Introduction

Artificial intelligence (AI) has quickly become a ubiquitous tool in classrooms, changing the way students learn and presenting educators
with new possibilities and formidable obstacles. Shneiderman et al. (2021) and Lindenwood University (2024) argue that Al could improve
educational productivity and create personalized learning experiences that meet the needs of individual students. However, they also warn
that Al if not properly governed and prone to algorithm bias, could limit human rights and lead to educational inequality. Concerns
regarding data privacy and agency have been raised by the fast expansion of Learning Analytics (LA) and Artificial Intelligence in Educa-
tion (AIED). One reason for this is that excluding stakeholders, such as students and teachers, from the design process can lead to mistrust
and tools that aren't adequately aligned (Martinez-Maldonado et al., 2024). These days, schools face a double whammy: they need to
leverage Al's revolutionary potential, but they also need to build robust systems to prevent it from being used unethically in classrooms.
The misuse of Al in education occurs in various forms, including blatant infractions like plagiarism and academic dishonesty, as well as
more insidious impacts on skill development and creative thinking (Inspera, 2024; Wintmolle et al., 2024). Recent classifications of gen-
erative Al misuse indicate that malicious entities exploit Al systems to achieve specific and identifiable objectives, primarily aiming to
manipulate public opinion via deepfakes, digital personas, and various types of fabricated media artefacts (Marchal et al., 2024). In educa-
tional contexts, these patterns of misuse transcend conventional academic integrity violations, presenting more intricate challenges such as
the fabrication of fraudulent credentials, automated content generation that circumvents learning objectives, and the reinforcement of al-
gorithmic biases that may intensify existing educational disparities. The rising instances of misuse underscore the pressing necessity for
holistic strategies that tackle both technological weaknesses and the social environments in which educational Al systems function (Hin-
duja, 2024).
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A methodological approach that places human wants, values, and capabilities at the center of technological design and implementation,
human-centered design (HCD) emerges as a vital framework for addressing Al misuse in education. According to Giacomin (2014), human-
centered design can be defined as "the process that places human needs and limitations in a higher priority than other targets during the
design thinking and production differential stages. Systems that are strong, open, equitable, and in line with society's well-being are the
result of Al development that takes a human-centered approach, which prioritizes the user's experience and ethical concerns (McKinsey,
2024). To overcome the problems caused by not considering stakeholder needs, not contextualizing pedagogically, and having low trust in
new technology, the Human-Centered Learning Analytics (HCLA) and Human-Centered Artificial Intelligence (HCAI) research fields
have recently emerged (Topali et al., 2024). This new way of thinking acknowledges that to have good Al governance in education, we
need to put the requirements of students, teachers, and educational communities at the center of our design processes, rather than focusing
solely on technology solutions.

The shift from detection-based to prevention-oriented strategies signifies a major transformation in the way educational institutions per-
ceive and tackle Al misuse, evolving from reactive remediation to proactive design for ethical Al integration. A human-centered approach
does not see Al as a cure-all for broken systems. Instead, it sees Al as a tool that needs to be used with care and thought about its context
and possible effects. It also stresses how important humans are in finding patterns, giving meaning, and making important decisions about
instruction (GSI Education, 2024). This approach requires a careful balance of the involvement of all stakeholders in the design and im-
plementation of Al systems at every stage of the process. It is especially important to involve the target end-users, such as students, to find
the right balance between human control and automation while looking at safety, reliability, and trustworthiness as key principles (Khosravi
et al., 2024). By using HCD methods, schools can make full frameworks that not only find and fix problems with AI but also stop them
from happening in the first place by carefully designing, involving stakeholders, and making learning spaces where Al is an empowering
tool instead of a source of academic problems or moral concerns.

2. Literature review

2.1. Artificial intelligence and academic dishonesty

There has been a dramatic shift in the academic integrity environment due to the advent of advanced Al tools, especially generative Al
platforms like ChatGPT, which have posed new and unprecedented challenges to conventional systems of educational evaluation. Artificial
intelligence (Al) is changing the game in the realm of academic dishonesty, according to recent systematic literature reviews (Balalle &
Pannilage, 2025; Ateeq et al., 2024). The field is also facing complex ethical and practical dilemmas due to technology's ability to both
enable and detect academic misconduct. In today's fast-paced world of education, the presence of artificial intelligence (Al) presents major
obstacles to the educational ecosystem's capacity to uphold academic integrity, which is essential for a high-quality education because it
signifies honesty, trust, and ethical behaviour (Balalle & Pannilage, 2025). Studies examining the capabilities of different Al content
detection tools in distinguishing between human and Al-authored content have shown substantial limitations in current detection method-
ologies (Elkhatat et al., 2023), which raises concerns about plagiarism and the potential challenges to academic integrity posed by Al-
generated content, especially from models like ChatGPT. The first instance of academic dishonesty aided by ChatGPT was reported within
two weeks after its launch (November 30, 2022; Cotton et al., 2023), prompting significant worries about student plagiarism due to the
rapid public adoption of the tool.

Modern studies show that academic dishonesty with the help of Al takes many forms, from simple plagiarism to more complex forms of
content creation that pass muster with current detection systems and institutional rules. According to surveys, almost 90% of students are
familiar with ChatGPT, and 43% of college students have used it or a similar artificial intelligence tool for homework (89%), essays (53%),
or at-home tests (48%). This shows that these tools are widely used in academic settings (Nerdy Nav, 2024; Forbes Analytics, 2024).
Academic integrity concerns hurt usage, indicating that students are aware of the ethical implications but may be influenced by contextual
pressures; on the other hand, time-saving features, academic stress, and peer influence are the motivations driving Al adoption in academic
settings (Bin-Nashwan et al., 2023). Specifically, Dwivedi et al. (2023) found that Al tools are being classified as either assistive or sub-
stitutive. Assistive tools help students understand concepts better, while substitutive tools can take over the student's tasks, which could
lead to integrity breaches. An especially worrying development that brings academic dishonesty into the digital era is the rise of Al-driven
essay mills that provide custom essays, which are often unidentifiable by conventional plagiarism detectors (Khosravi et al., 2022).
Emerging as a crucial reaction to Al-facilitated academic misconduct, the development and implementation of Al detection technologies
have been met with empirical evidence that consistently shows present detection systems have severe shortcomings in accuracy, dependa-
bility, and fairness. There is growing proof of the inaccuracy of Al detection technologies, but 68% of professors still use them to combat
academic dishonesty—a 30 percentage point increase from the previous year (ArtSmart Al, 2024). Elkhatat et al. (2023) found that Al
detection tools produce false positives and uncertain classifications when applied to human-written content, but they were more accurate
when identifying content generated by GPT 3.5 than GPT 4. Other studies have shown that Al detection tools exhibit inconsistent perfor-
mance. It is recommended that classifier results be regarded as supplementary information rather than definitive evidence because OpenAl's
classifier correctly identifies 26% of Al-written text as "likely Al-generated" but incorrectly labels 9% of human-written text as Al-gener-
ated (Kirchner et al., 2023). Academic assessment equity and fairness are major concerns, as research has shown that Al detection tools
are biased against non-native English writers and have a hard time dealing with Al content that has been edited or translated from another
language (Liang et al., 2023; EdTech Digest, 2024). Research has shown that Al detection methods are completely ineffective when it
comes to identifying Al-generated writing that has been edited by Al to make it seem more human (EdTech Digest, 2024), which is a major
problem.

The literature reveals a growing consensus that addressing Al-facilitated academic dishonesty requires comprehensive institutional re-
sponses that move beyond technological detection toward proactive pedagogical and policy reforms centered on prevention, education, and
authentic assessment design. Recent research emphasizes that while Al presents challenges to academic integrity, it should not be viewed
solely as a threat but rather as a catalyst for reimagining educational practices and assessment methodologies (GSI Education, 2024; Uni-
versity of Pittsburgh Teaching Center, 2024). According to continuing studies by Stanford University on cheating among American high
school students, which began before ChatGPT was released, 60 to 70% of pupils report having engaged in cheating behaviors at least once
in the last month. A number that has remained stable or even declined marginally after the introduction of ChatGPT (Stanford GSE, 2024),
indicating that Al could not be drastically changing cheating behaviors but rather giving new tools for already observed tendencies.
Educational institutions are increasingly adopting comprehensive approaches that include developing clear Al usage policies, implementing
honor codes, providing faculty training on Al technologies, and designing assessments that emphasize critical thinking, creativity, and
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application rather than knowledge reproduction (Cornell CTI, 2024; Community College Daily, 2024). The literature strongly advocates
for human-rights-by-design approaches to misconduct policies that centre human rights in policy development and implementation, ensur-
ing procedural fairness, privacy protection, and recognition that not all use of Al tools automatically constitutes misconduct (Eaton, 2024).
Future research directions identified across multiple systematic reviews include the need for longitudinal studies examining the long-term
impact of Al on learning outcomes, development of more nuanced ethical frameworks for Al usage in education, and investigation of
pedagogical approaches that can effectively integrate Al tools while maintaining academic integrity standards (Yusuf et al., 2024; MDPI
Information, 2025).

Based on the above literature highlights, we can imagine that the issue of academic Al is not a matter of light. The generation of science
and academic students needs to be more integrated into the knowledge of knowledge and not be dependent 100% on Al. Therefore, we
think a human-centered design to resolve this issue needs to be built to guide in the future. Therefore, we will build a human-centered
approach framework to solve the problem of abuse of Al in the academic and learning world. As a result, we formed research aims as
follows:

2.2. Research aims

e Explore the constructs and elements of the Human-Centered Design Approach (HCD) based on experts' opinions.
e Verifying Human-Centered Design Approach (HCD content based on expert consensus)

3. Methodology

This study uses the Nominal Group Technique and Fuzzy Delphi Method approach to analyze the study data. This study is a systematic
form of study that is based on expert income and is widely used in development studies (Mustapha et al., 2022).

3.1. Nominal group technique (NGT)

As a consensus methodology, the Nominal Group Technique was selected due to its methodical approach that combines qualitative and
quantitative data collection in a group setting. This approach avoids the problems caused by group dynamics that are common in other
methods like focus groups, brainstorming, and Delphi (Gallagher et al., 1993). Using the tried-and-true four-stage Nominal Group Tech-
nique (NGT) process, the methodology began with a silent generation phase. During this phase, participants were asked to reflect on and
record their thoughts in response to the following structured question: "What are the most critical considerations for developing Islamic
ethical frameworks for autonomous cybersecurity systems?" After that, there was a round of round-robin sharing, where everyone took
turns presenting their ideas, but no one discussed them. After that, a round of clarification and debate ensued to ensure everyone was on
the same page and eliminate any confusion. Afterwards, there was a vote and ranking phase where participants ranked their top five
considerations anonymously, with the total scores representing the group's agreement. To examine data from the voting process, this study
used NGT-Plus software. With this method, even the most reserved participants in a focus group may contribute ideas. Instead of focused
topic probing, which might be required by a more organized survey approach at times, it is great at revealing themes of essential importance
to respondents (Boddy, 2012).

3.2. Fuzzy Delphi method

This research employs the Fuzzy Delphi Method (FDM). This study was selected because of its distinctive approach to acquiring expert
consent for making a definitive judgment. This study employs two steps in the development of the study questionnaire, specifically through
a literature review. This study comprises two phases in the development of the questionnaire items. The initial phase involves the researcher
doing a brainstorming analysis to determine the necessary aspects for HCD in the NGT session, as referenced in Table 2. In the second
phase, once all constructs and elements are gathered, the researcher constructs a 7-point expert questionnaire, which is then circulated to 7
experts with relevant experience and assessed using the Fuzzy Delphi Method (FDM).

The original Delphi Method, developed by Dalkey and Helmer in 1963, has undergone several revisions since then. Modernized and
expanded upon from the original Delphi technique, the Fuzzy Delphi Method (FDM) comes highly recommended. The Delphi technique
differs from FDM in that it handles decision-making uncertainty using probability theory rather than mathematical concepts. For this
reason, Hsu, Lee, and Kreng (2010) proposed the Fuzzy Delphi Method (FDM), which combines fuzzy theory with conventional decision-
making techniques to account for people's language preferences. Merging fuzzy theories with more conventional decision-making pro-
cesses led to the development of the FDM. One of the first studies on using FDM for forecasting was done by Kaufmann and Gupta (1988),
while Murray, Pipino, and Gigch (1985) and Mustapha and Darusalam (2022) were the first to suggest combining classical DM with fuzzy
theory to reduce the latter's inherent imprecision. With the hope that computers would improve, the theory was expanded to incorporate
FDM, the max-min algorithm, and fuzzy integration (Ishikawa, Amagasa, Shiga, Tomizawa, Tatsuta, & Mieno, 1993; Mustapha & Da-
rusalam, 2022). According to Garai (2013), the inclusion of weights in the FDM version highlights the variety of expert knowledge and
experience. Chang, Hsu, and Chang (2011) introduced a new variant of fuzzy decision-making (FDM) that uses fuzzy statistics and may
stabilize iterative processes by accommodating continuous mathematically explicit membership functions. The steps for conducting FDM
are as follows:

Table 1: Fuzzy Delphi Step

Step Formulation
Choosing a Suitable Expert: Seven Experts Participated in This Inquiry. An expert panel was

1 convened to evaluate the significance of linguistic characteristics of the weight assigned to the N/A
assessment criteria by the relevant elements.

Triangle fuzzy numbers are used to capture all language aspects of decision-making. According 0,
to Hsieh, Lu, and Tzeng (2004), linguistic variables have been enhanced with fuzzy numbers.
Triangular fuzzy numbers (m1, m2, m3) represent M1, M2, and M3, respectively. The lowest (=11

possible value is represented by minimum (m1), while the highest possible value is represented ! oo
by maximum (m3). The original language variables are transformed into fuzzy numbers using the P
Fuzzy Scale, which is made from triangular fuzzy numbers. 0,
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_Linguistic variables Fuzzy numbers
The Determination of Linguistic Variables and Average Responses. It is necessary to change all ; roe\:ry {llf’)w VL) :gg’ g?' g ;33}
Likert scales to fuzzy scales once the selected expert has responded, before the researcher can 3 | Medium low (ML) | (0.15, 0.3, 0.45)
calculate average replies and linguistic factors. Thus, we are averaging the opinions of all fuzzy 4_| Medium (M) (0.35, 0.5, 0.65)
numbers (Benitez, Martin, & Roman, 2007). 2 ﬂ%‘:fﬁahigh (MH) 5835009?100?5]
7 | Very high (VH) (0.9.1.0,1.0)

The determination of the threshold value “d.” Methods for calculating the value of “d: to deter-

4 mine the level of agreement among specialists, a threshold value must be established (Thomaidis,
Nikitakos, & Dounias, 2006). The distance between two fuzzy numbers can be determined using
the formulas.

Identify the alpha cut aggregate level of fuzzy assessment. After a consensus amongst experts is

5 reached, each item is given a fuzzy value (Mustapha et al., 2022). The following formula is used
for the computation and determination of fuzzy values: This is the maximum value: Amax = (14
(ml +2m2 + m3)

Defuzzification system. The formula Amax = (1)/4 (al +2 am + a3) is utilized in this procedure.
According to Mustapha et al. (2022), when researchers employ average fuzzy numbers or average 1, (K Fuzzy threshold
responses, the final score is a number between zero and one. Three formulas are involved in this AN oA A

process: i. A=1/3 * (ml + m2 + m3), ii. A= 1/4 * (ml +2m2 + m3), and iii. A =1/6 * (m1 + AN A VANAY

6  4m2 + m3). Where a-cut= (0 + 1)/ 2= 0.5, the A-cut value is the median value for '0' and '1'. /o ’ '

The item will be rejected if the resultant A value is lower than the a-cut value = 0.5, as it does not \ \ \
represent an expert agreement. Bojdanova (2006) states that the alpha cut value needs to be more 0 - L — >
than 0.5. Tang & Wu (2010), who asserted that the a-cut value ought to exceed 0.5, lend credence 04 05 06 07 08 09

to this idea.

da(m,n) = j% [(m1 =nl)? + (m2 - n2)2 + (m3 — n3)?]

Amax =(1)/4 (ml +2m2 + m3)

¢, = max {min( p,(x), 1, (y))) forall i.j=1,2,3,m.

Ranking process. Experts agree on defuzzification values, which are used to pick elements for
7  placement; the most significant element is the one with the greatest value (Fortemps & Roubens,
1996).

3.3. Experts' criteria

Booker and McNamara (2004) state that experts are those who have put in a lot of work to have the right combination of education, training,
experience, accreditation, and acknowledgement from their peers (Nikolopoulos, 2004; Perera et al., 2012). A person is considered an
"expert" when they have vast knowledge and years of experience in their chosen subject (Cantrill, Sibbald, & Buetow, 1996; Mullen,
2003). Fuzzy Delphi studies rely heavily on expert selection. If the study wants to be legitimate, trustworthy, and up to code, its experts
need to be hand-picked using strict criteria (Mustapha & Darusalam, 2018). The researchers and specialists involved must own or have a
thorough grasp of the field (Kaynak & Macauley, 1984). To ensure that the experts chosen for the study have the necessary knowledge and
experience, the researcher sets stringent criteria, such as a minimum of seven years in the field. The first phase (NGT) and second phase
(FDM) of this study were conducted with the participation of seven specialists.

3.4. Sampling

In this study, purposive sampling is used. To get a unanimous decision on a previously decided-upon topic, this tactic is ideal for the
researcher. Purposive sampling is the most appropriate strategy for NGT and FDM, according to Hasson, Keeney, and McKenna (2000).
This research benefited from the expertise of seven individuals. The qualifications and depth of knowledge of these experts led to their

selection. The number of professionals needed for this study often falls between 5 and 10, assuming they are all uniform specialists. When
homogeneity is present, a minimum of 10 to 15 experts can be used in a Delphi study (Adler & Ziglio, 1996).

3.5. Findings

This study combines 2 methods: NGT and FDM. Phase 1, the NGT phase, is the brainstorming phase of the construct and element for
mitigating Al misuse. The NGT phase (brainstorming) results are arranged in the following table:

Table 2: Construct and Elements for Mitigating Al misuse

Core component (Ap-

— Elements

. Design Al tools that communicate their capabilities and limitations to students.
Learner Agency and . Provide visible indicators of Al assistance, allowing learners to make informed decisions about when and how to
Transparency use these tools.

. Build interfaces that encourage critical thinking rather than passive consumption.

. Create Al systems that enhance rather than replace human instruction.
Educator Empower- . Provide educators with comprehensive dashboards showing how students interact with Al tools, enabling them
ment to identify potential over-reliance or misuse patterns.

. Include customizable controls that allow teachers to set appropriate boundaries for different learning contexts.
Progressive Disclosure o Introduce Al features gradually, starting with basic assistance and expanding access as students demonstrate re-
of Al Capabilities sponsible use. This scaffolded approach helps build digital literacy alongside subject knowledge.
. Integrate prompts that encourage students to explain their thinking process, justify their use of Al assistance, and
reflect on their learning journey. This helps maintain metacognitive awareness and prevents mindless delegation
to Al systems.

Built-in Reflection
Mechanisms
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. Structure Al interactions to promote peer discussion and collaborative problem-solving rather than isolated Al-
human exchanges.
Design features that encourage students to share their Al-assisted work with classmates for feedback and discus-
sion.

. Assessment and Feedback System
Develop assessment methods that work with Al tools rather than against them.
Focus on higher-order thinking skills, creative application, and real-world problem-solving that requires human

Collaborative Learn-
ing Design

Authentic Assessment

Integration judgment and contextual understanding.

. Implement ethical data collection that tracks learning progress without compromising privacy.
Continuous Learning . Use this information to identify students who may be struggling with appropriate Al use and provide targeted
Analytics support.

. Stakeholder Engagement
Co-Design with Edu- . Involve teachers and learners directly in the design process through workshops, prototype testing, and iterative
cators and Students feedback cycles. This ensures the final system addresses real classroom needs and challenges.

Facilitate collaborative creation of Al use policies that reflect shared values and educational goals.

Gt (CT s Make these guidelines living documents that evolve with experience and changing technology.

lines Development

Ethical Safeguards
Bias Detection and Build in regular auditing processes to identify and address potential biases in Al recommendations or feedback.
Mitigation Ensure diverse representation in training data and testing scenarios.
. Implement strong data protection measures that give users control over their information while still enabling ef-

Pri Desi . . . .
RISy | DI fective learning analytics and system improvement.

After the brainstorming process is complete, all core components and elements the voted process in the NGT process. The following are
the results of the process voting that are analyzed using the NGT-PLUS software:

NGT INDIVIDUAL DATA ENTRY

Main construct

1= Not Suitable
2= Noutral
3-Suitable

e of AL Capabilities
Built-in Reflection Kechanisns
Collaborative Learning Design

Authentic Assessment Integration
Continuous Learning Analytics

Co-Design with Educators and Students
Community Guidelines Developnent

Bias Detection and Mitigation

Privacy by Design

3

Fig. 1: NGT Plus Data Entry.

3

Table 3: NGT Plus Analysis Output (Voting Process)
Vote Vote Vote Vote Vote Vote Vote Total item Percent- Rank Pri-  Voter Con-

iz Elersns rl 2 13 4 5 6 r7 score age ority sensus
Erfj;‘er AEEreyE s g 5 3 3 5 3 3 21 100 1 St
Educator Empowerment 3 3 2 3 3 3 3 20 95.24 2 Suitable
Poogrsssive Dissastpei ol 5 3 3 5 3 3 21 100 1 St
Capabilities

Built-in Reflection Mechanisms 2 2 3 3 3 3 3 19 90.48 3 Suitable
Collaborative Learning Design 3 3 3 3 3 3 2 20 95.24 2 Suitable
Q(‘)‘;he“t‘c Assessment Integra- 3 3 3 1 3 3 19 9048 3 Suitable
Continuous Learning Analytics 2 3 3 3 3 3 3 20 95.24 2 Suitable
Co-Design with Educators and 3 3 3 3 3 3 3 o1 100 1 Suitable
Students

Community Guidelines Devel- 3 3 2 3 3 3 3 20 9524 2 Suitable
opment

Bias Detection and Mitigation 3 3 2 3 3 2 19 90.48 3 Suitable
Privacy by Design 3 3 3 3 3 3 3 21 100 1 Suitable

The comprehensive evaluations for the primary construct, as per the expert's assessment, are presented in Table 3. The study's findings
indicate that all evaluated item percentages are appropriate for use. Dobbie et al. (2004), Mustapha et al. (2022), and Deslandes, Mendes,
Pires, and Campos (2010) all determined that the proportion must exceed 70%. Analysis of the participants' responses indicates that the
model's fundamental elements are appropriate for implementation.

After the NGT process was completed, we proceeded to the second phase of the model using the Fuzzy Delphi method. Data analysis was
performed after expert questions were received from experts. All study data were analyzed using FUDELO software, specially created to
analyze Fuzzy Delphi data. Data analysis is as follows:
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« Fudelo - 1,0,0.0 @ Main Form

File  Help

Construct 1

‘DataEntry  Iteml Item2 Item3 Itemd ItemS Item6 Trem7 Item$ Trem9 Iteml0 Itemll

Expertl 10 09 09 -07 -09 -09 -09 -10 -[10 ~-09 - 10

Expert2 10 -10 10 09 10 -07 -09 -09 -10 09 -09

Expert3 10_~[09 |10 ~[07 v[10 |05 ~|1.0 -|10 ~|07 |09 <10

Expertd 10 (10 10 -09 <09 -09 -09 -09 -[10 - 10 09

ExpertS 10 -[07 ~|os ~lo7 ~[10 |10 (10 -[10 ~[10 ~|os ~[10

Expert6 09 (10 ~[10 ~Jo7 -[10 ~J10 ~[10 ~J10 -Jos -]10 |10

Expert? L0 110 110 110 ~109 ~110 ~109 110 110 L0 L0 -/

Average vertex (0.98571 092857 0.97143 0.8 095714 0.85714 094286 0.97143 0.94286 0.94286 0.97143

Results Iteml Item2 Item3 Itemd ItemS Item6 Item7 ItemS Item9 Ieml0 Itemll

T 0.00525 0.0165 0.04124 0.05774 0.03299 0.02474 0.02474 0.0165 0.03299 0.02474 0.0165

Expert2 0.00825 0.04124 0.0165 0.05774 0.02474 0.09073 0.02474 0.04124 0.03299 0.02474 0.04124

Expert3 0.00825 0.0165 0.0165 0.05774 0.02474 NN 0.03299 0.0165 014021 0.02474 0.0165

Expertd 0.00825 0.04124 0.0165 0.05774 0.03299 0.02474 0.02474 0.04124 0.03299 0.03299 0.04124

ExpertS 0.00825 0.13197 0.04124 0.05774 0.02474 0.08248 0.03299 0.0165 0.03299 0.02474 0.0165

Expert6 0.04949 0.04124 0.0165 0.05774 0.02474 0.08248 0.03299 0.0165 0.02474 0.03299 0.0165

Expert? 0.00825 0.04124 0.0165 0.11547 0.03299 0.08248 0.02474 0.0165 0.03299 0.03299 0.0165

Fig. 2: Data Entry in the FUDELO Software.
Table 4: Result

Results Item1 Item2 Item3 Item4 Item5 Item6 Item7 Item8 Item9 Iteml10  Itemll
Expertl 0.008 0.017 0.041 0.058 0.033 0.025 0.025 0.017 0.033 0.025 0.017
Expert2 0.008 0.041 0.017 0.058 0.025 0.091 0.025 0.041 0.033 0.025 0.041
Expert3 0.008 0.017 0.017 0.058 0.025 0.206 0.033 0.017 0.140 0.025 0.017
Expert4 0.008 0.041 0.017 0.058 0.033 0.025 0.025 0.041 0.033 0.033 0.041
Expert5 0.008 0.132 0.041 0.058 0.025 0.082 0.033 0.017 0.033 0.025 0.017
Expert6 0.049 0.041 0.017 0.058 0.025 0.082 0.033 0.017 0.025 0.033 0.017
Expert7 0.008 0.041 0.017 0.115 0.033 0.082 0.025 0.017 0.033 0.033 0.017
Statistics Ttem1 Ttem2 Item3 Ttem4 Item5 Item6 Item7 Ttem8 Ttem9 Item10  Itemll
Value of the item 0.014 0.047 0.024 0.066 0.028 0.085 0.028 0.024 0.047 0.028 0.024
Value of the “d” construct ~ 0.03771
Item < 0.2 7 7 7 7 7 6 7 7 7 7 7
% of item < 0.2 100% 100% 100% 100% 100% 85% 100% 100% 100% 100% 100%
Average of % consensus 98
Defuzzification 0.986 0.929 0.971 0.800 0.957 0.857 0.943 0.971 0.943 0.943 0.971
Ranking 1 5 2 7 3 6 4 2 4 4 2
Status Accept  Accept  Accept  Accept  Accept  Accept  Accept  Accept  Accept  Accept  Accept

This study reveals robust expert consensus on all 11 assessed items (see Table 4), as indicated by the fuzzy Delphi results table, with an
overall average consensus of 98% and all items attaining acceptance status. The investigation engaged seven experts who assessed items
utilizing fuzzy set theory, with values approaching 1.0 signifying greater agreement and values below 0.2 denoting robust consensus
thresholds. All items, except Item 6, attained 100% unanimity (7 out of 7 experts rated below 0.2); however, Item 6 obtained 85% consensus
(6 out of 7 experts). The defuzzification method, which translates fuzzy numbers into precise values for ranking, indicates that Item 1
attained the greatest ranking (defuzzification value: 0.986), followed by Item 3 (0.971) and Item 5 (0.957), while Item 4 ranked lowest
(0.800), albeit remaining within acceptable limits. A threshold value of 0.2 and a construct validity measure of 0.03771 signify strong
statistical reliability. This methodology conforms to recognized fuzzy Delphi techniques as described by Chang, Hsu, and Chang (2011)
and Hasson, Keeney, and McKenna (2000), wherein expert consensus is attained through successive rounds until statistical convergence
is achieved, generally necessitating consensus levels exceeding 75% for validation in social science research.

Based on this NGT and fuzzy result, the findings of this study have been certified by experts. We conclude that in the final output of the
study, as in Figure 3:

Human-Centered Design Approach to Mitigating AI Misuse in Learning
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Fig. 3: The Final HCD Approach.

This diagram depicts a thorough human-centered design framework aimed at preventing Al misuse in educational contexts, with a central
blue circle symbolizing the primary emphasis on learners, educators, and educational results. Five interrelated components emanate from
this center: Core Design Principles (red) highlight learner agency and transparency, alongside educator empowerment via explicit Al
indicators and detailed dashboards; Implementation Strategies (green) include progressive disclosure of Al functionalities, integrated re-
flection mechanisms, and collaborative learning methodologies; Assessment & Feedback systems (orange) incorporate authentic
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assessment techniques and ethical learning analytics; Stakeholder Engagement (purple) encompasses co-design processes and the formu-
lation of community guidelines; and Ethical Safeguards (dark blue) focus on bias detection and privacy protection. The dashed arrows
linking all components signify ongoing feedback loops, illustrating that this framework functions as an integrated system in which each
element informs and fortifies the others, ultimately ensuring that Al tools augment rather than supplant human learning while preserving
educational integrity and ethical standards.

4. Discussion

The results of this study show that experts overwhelmingly agree on the proposed Human-Centered Design (HCD) framework for reducing
Al misuse in schools. The fuzzy Delphi analysis shows that there is a remarkable 98% average agreement across all evaluated components.
The two-phase methodology, which included the Nominal Group Technique (NGT) and the Fuzzy Delphi Method (FDM), successfully
tested 11 core elements that were grouped into five related dimensions: Core Design Principles, Implementation Strategies, Assessment &
Feedback Systems, Stakeholder Engagement, and Ethical Safeguards. It is especially impressive that elements like "Learner Agency and
Transparency," "Progressive Disclosure of Al Capabilities," "Co-Design with Educators and Students," and "Privacy by Design" all got
100% expert agreement. Even the lowest-ranked element (Item 4) had a defuzzification value of 0.800, which is well above the 0.5 threshold
for expert consensus. This strong validation fits well with the known fuzzy Delphi methods (Chang, Hsu, & Chang, 2011; Hasson, Keeney,
& McKenna, 2000) and gives strong empirical proof that the framework can be used in real life to deal with the difficult problems that
come up when Al is used in education. The importance of practical tactics for implementation, going beyond theoretical concepts, is shown
by the near-unanimous acceptance of the Human-Centered Design framework among experts (98 percent agreement). This is especially
true about "Privacy by Design" and other ethical protections. Data minimization practices that restrict student information collection to
educationally necessary purposes (Cavoukian, 2009), algorithmic auditing protocols that routinely test for demographic bias in Al-powered
grading systems (Barocas & Selbst, 2016), and transparent consent processes that clearly explain to students and parents how their data
will be used and protected (Regan & Jesse, 2019) are specific mechanisms that are necessary for practical implementation of the frame-
work's identified key ethical dimensions. As an example, frequent statistical monitoring of Al suggestion patterns across various student
demographics might be used for bias detection. When differences reach specified levels, remedial steps could be necessary (Mehrabi et al.,
2021). Dwork (2008) suggests using statistical noise to mask students' identities while keeping aggregate learning analytics intact; Pardo
and Siemens (2014) suggest establishing student data review boards that include parents, educators, and privacy experts as a governance
structure to further ensure privacy. According to Holstein et al. (2019), educational institutions should focus on creating standardized
assessment tools, staff training programs, and incident response protocols to put these ethical principles into action. This will ensure that
student data is adequately protected in real-world educational Al deployments, as there is unanimous agreement among experts on these
safeguards.

The study shows that there is a lot of agreement among experts on the Human-Centered Design framework for avoiding Al misuse in
schools (98% average agreement), but there will be a lot of obstacles to putting this framework into reality, so it's worth thinking about.
One of the main challenges is the lack of funding for comprehensive Al literacy training, infrastructure upgrades, and ongoing professional
development. Schools often have limited budgets and may not be able to afford these things, which are necessary for elements like "Co-
Design with Educators and Students" and "Progressive Disclosure of Al Capabilities." Another potential roadblock to adoption could be
pushback from teachers who aren't well-versed in Al tools. This is especially problematic because stakeholders' support is crucial for a
smooth rollout, and some of these stakeholders may be wary of or overwhelmed by the rate of technological change. Although there is
unanimous agreement among experts, schools without technical knowledge or with conflicting pedagogical agendas may find it difficult
to implement the framework's "Learner Agency and Transparency" and "Privacy by Design" principles. Despite the strong validation of
the theoretical framework, these implementation barriers highlight the need to carefully consider institutional capacity, change management
strategies, and ongoing support systems to translate the eleven core elements across the five dimensions into sustainable practice. This will
help bridge the gap between expert consensus and real-world educational contexts.

This study fills an important gap in the literature on educational technology by moving from reactive detection-based methods to proactive
prevention-oriented strategies for reducing Al misuse. This work is important because it responds quickly to the urgent problems that
schools are facing. Recent studies show that 89% of students know about ChatGPT and 43% have used Al tools for schoolwork (Nerdy
Nav, 2024; Forbes Analytics, 2024). However, current Al detection systems are very limited, with accuracy rates as low as 26% for finding
Al-generated content (Kirchner et al., 2023). The framework's focus on human-centered design principles directly addresses the growing
concerns about stakeholder exclusion in Al system development, which Martinez-Maldonado et al. (2024) identify as a primary cause of
mistrust and misalignment in educational Al tools. Moreover, the study advances the nascent domains of Human-Centered Learning Ana-
lytics (HCLA) and Human-Centered Artificial Intelligence (HCAI) by offering a systematic, empirically substantiated methodology that
emphasizes learner autonomy, educator empowerment, and ethical principles over mere technological remedies, thus fostering the over-
arching initiative for responsible Al integration in education (Topali et al., 2024; Khosravi et al., 2024).

5. Future research directions and implementation implications

The validated HCD framework opens several promising avenues for future research and practical implementation. Primary research prior-
ities should include longitudinal studies examining the framework's effectiveness in real educational settings, with particular attention to
measuring long-term impacts on learning outcomes, academic integrity, and student digital literacy development, as suggested by recent
systematic reviews (Yusuf et al., 2024; MDPI Information, 2025). Additionally, future investigations should explore the framework's
adaptability across diverse educational contexts, including different cultural settings, age groups, and subject domains, building upon the
cross-cultural validation approaches used in educational technology research (Ateeq et al., 2024). The development of practical implemen-
tation guidelines and training protocols for educators represents another critical research direction, particularly given the need for compre-
hensive faculty development programs identified in recent literature (Cornell CTI, 2024; University of Pittsburgh Teaching Center, 2024).
Furthermore, researchers should investigate the integration of emerging technologies such as explainable Al and blockchain-based creden-
tialing systems within the HCD framework while also examining the economic and policy implications of large-scale implementation.
Finally, given the rapid evolution of Al capabilities, continuous validation and refinement of the framework through iterative expert panels
and stakeholder feedback mechanisms will be essential to maintain its relevance and effectiveness in addressing evolving challenges in
educational Al integration (Balalle & Pannilage, 2025; Eaton, 2024).
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The results also show that the Human-Centered Design paradigm has far-reaching consequences for dealing with complex instances of Al
abuse in classrooms, going well beyond the realm of typical academic dishonesty. Countering the threat of Al-driven essay mills, the
framework's "Progressive Disclosure of Al Capabilities" and "Learner Agency and Transparency" components ensure students understand
the limitations and appropriate usage boundaries of Al tools before they gain access to advanced features. These components achieved
100% expert consensus. To address deepfake concerns, the framework has implemented robust protection mechanisms such as algorithmic
auditing protocols and "Privacy by Design" safeguards. Data minimization practices limit the collection of student biometric and personal
information, which could be used to create deepfakes. Additionally, routine demographic bias testing protocols can be adjusted to detect
patterns of synthetic content in student submissions (Mehrabi et al., 2021). To provide a human-centered early warning system that sup-
plements the technological protections, the "Co-Design with Educators and Students" approach makes sure that both groups are actively
involved in spotting emergent abuse trends. Instead of depending only on detection technologies—which, as the study points out, have
accuracy rates as low as 26% for Al-generated content—the framework's stakeholder engagement dimension tackles the underlying cause
of these complex misuse cases by encouraging digital literacy and an understanding of ethical Al. Academic integrity and the responsible
use of Al's educational benefits can be achieved through a collaborative educational process that involves students, educators, and tech-
nology. This proactive and prevention-oriented approach turns the traditional game of cat-and-mouse between Al misuse and detection
into something more constructive.
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