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Abstract

Emerging technologies such as Blockchain (BC) are increasingly being leveraged across various industries, including healthcare, to intro-
duce innovative solutions. In the healthcare sector, blockchain facilitates the secure storage and sharing of patient data among multiple
stakeholders, such as hospitals, diagnostic centers, pharmaceutical companies, and medical professionals. Blockchain-based applications
in medicine can accurately detect critical errors, including potentially hazardous ones, thereby enhancing the safety, efficiency, and trans-
parency of medical data exchange. Traditional healthcare systems rely on multiple centralized databases to store patient records, often
leading to data fragmentation, interoperability challenges, and security risks. Blockchain's distributed and immutable ledger can address
these concerns by providing a unified, tamper-proof source of truth for healthcare data. This research begins by conducting a detailed
analysis of blockchain technology, emphasizing its core principles, including decentralization, immutability, and cryptographic security.
Additionally, the study examines various applications of blockchain in healthcare, such as managing patient records, tracking supply chains,
and overseeing clinical trials. It highlights the potential advantages of blockchain, such as improving transparency, reducing costs, and
enabling patients to have greater control over their personal health information. The study aims to provide a comprehensive overview of
the latest research trends in blockchain-based healthcare solutions, addressing current advancements, challenges, and potential future ap-
plications. By thoroughly exploring the evolving landscape of blockchain technology in healthcare, this research seeks to offer valuable
insights into its ongoing development and impact.
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1. Introduction

One major issue with today's healthcare systems is the high expense of maintenance and management [1]. There are many different parts
to the healthcare system, including patients, researchers, practitioners, support workers, managers, and doctors [2]. The consequent diffi-
culty in classifying and managing patient data is substantial [3,4]. diverse healthcare domains have diverse data structures and workflows,
which makes this task much more difficult. This is why it's so problematic that different areas of healthcare do not effectively share patient
records [5]. ‘Blockchain technology’ (BCT) offers invaluable solutions for the healthcare and pharmaceutical industries, aiding in product
oversight and combating counterfeit medications. Through blockchain, the entire supply chain of medicines can be transparently traced,
facilitating the detection of any falsification and its root causes. Additionally, BC ensures the confidentiality and integrity of patient records,
securely storing medical histories in an unmodifiable format. This decentralized network can seamlessly integrate with existing commodity
hardware in hospitals, optimizing resource utilization. Researchers can leverage these resources to compute estimates for therapies, medi-
cines, and remedies for various illnesses and disorders, thereby driving innovation and efficiency in healthcare delivery [6] [7].

The increasing digitization of medical treatment has led to an increased awareness of concerns regarding the safe storage and access of
patients' medical records, as well as ownership and medical data from connected sources [8] [9]. A solution that is advocated for tackling
notable barriers that are encountered by the healthcare industry is blockchain. Some examples of these concerns include the secure sharing
of health records and the adherence to data privacy rules [10] [11]. There is a specific kind of database known as blockchain, which may
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be administered by a network of verified members or nodes [12]. Blockchain can hold immutable information blocks that can be strongly
traded without intervention from third parties [13]. The storage and registration of data is accomplished using cryptographic signatures and
the implementation of consensus methods, both of which are significant enablers in their application [14]. Memory retention is a funda-
mental goal for the use of the BCT, notably in the healthcare industry [15], which is susceptible to the widespread exchange and dissemi-
nation of a substantial amount of data [16]. BCT can transform the structure of a healthcare network, decentralizing data appendages.
Through blockchain, patients can integrate themselves into an ecosystem that bolsters security, confidentiality, and data interoperability
[17]. In essence, blockchain is a system designed to secure transaction data and monitor any alterations or transfers of data across different
levels. Implementing such a system can enhance the security of development processes [18]. This research proposal aims to explore the
breadth of BC implementation and investigate its potential applications in healthcare solutions.

The structure of this paper is as follows: Section 2 outlines the survey of the literature, while Section 3 provides a summary of the back-
ground and fundamentals of BCT. Section 4 explores the key challenges and potential opportunities in research. Finally, Section 5 con-
cludes the paper and offers recommendations for future research endeavours.

2. Literature review

Several recent studies have scrutinized [oT, blockchain, and related topics from technological standpoints. Several efforts have been made
to generate review articles on this research subject.

Ghosh PK et.al [19] offered a comprehensive overview of existing research on BC applications within the healthcare sector. Through an
evaluation of 144 articles, it examines the significance and constraints of employing BCT to enhance healthcare operations. The objective
is to showcase the potential utility of this technology while also identifying the challenges and potential areas for future exploration in
healthcare-related blockchain research. The paper commences with an in-depth exploration of blockchain and its characteristics. Subse-
quently, it conducts an extensive literature review of the chosen articles, highlighting prevalent research themes in blockchain-driven
healthcare systems. Following this, the paper identifies major application domains and the solutions facilitated by BC in the healthcare
sector.

Recent efforts to integrate BCT into several IoT scenarios and applications were evaluated in the survey papers [20-22]. The authors of
[23] also discussed how BC and the IoT can work together. Smart vehicles, 5G networks, and the IoT were among the IoT applications
they investigated. In addition, the technical parts of blockchain were evaluated in [24], which covered consensus methods, networking, and
basic principles. The writers addressed potential benefits, drawbacks, and areas for further study in their discussion of BC and cloud
computing integration [25].

Almalki J [26] examined the current state-of-the-art BC applications in different IoT disciplines, with a special focus on the healthcare
sector. The aim is to highlight the promising applications of BCT in healthcare, while also discussing the obstacles and future directions in
BC development. In addition, the paper offers a thorough explanation of blockchain fundamentals to appeal to a wide range of readers.
Alternatively, it carefully examines the latest research in various IoT fields for eHealth, pointing out areas that need more study and
challenges in combining blockchain with IoT.

BC has emerged as a highly promising and adaptable technology in the healthcare sector in recent years. According to [27], businesses that
employ BCT could speed up healthcare interoperability, make medical research more focused on patients, and make it easier to spot fake
medications. Furthermore, BCT can improve the precision of medical diagnoses, which is especially useful in situations when privacy and
security pose major obstacles to healthcare [28]. As a result of BCT’s increasing use in healthcare, doctors are starting to use innovative
methods that are changing the game for the healthcare industry.

Table 1: Summary of Literature Survey on BCT in Healthcare
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3. Blockchain

BC functions as a decentralized and collectively managed ledger system within a peer-to-peer network [29], [30], where various users
govern its operations [31]. Operating without central authority or centralized data storage administration, this method distributes data across
multiple servers, ensuring data integrity through replication and encryption [32], [33]. Because of the extensive storage across numerous
nodes in a distributed ledger, removing anything once it's been recorded on the blockchain poses considerable difficulty. Moreover, many
blockchains utilize the advantageous feature of potential anonymity (or pseudonymity). Through the linking of each block to the preceding
one via containing its hash, blockchains provide traceability and transparency. The arrangement of blocks' transactions based on Merkle
trees facilitates independent verification from the root to the transaction level [34], [35].

Decentralization stands as a foundational pillar of blockchain technology. Instead of a central authority dictating content, entries into the
BC are validated by the peer-to-peer network via various consensus protocols. Security of data takes centre stage in blockchain transactions,
as they occur without intermediaries, virtually eliminating risks of data tampering or theft. Persistence further distinguishes blockchain, as
once entries are confirmed on the shared ledger across multiple nodes [36], they become immutable. Moreover, the pseudonymous nature
of blockchain finds widespread adoption across various blockchain implementations.

BC facilitates auditing and tracing by linking each new block to the preceding one, forming a chain of blocks. Transactions within blocks
[37] are organized into a Merkle tree, where each leaf value is authenticated, culminating in a root value. This root value is preserved solely
by the blockchain, ensuring the integrity of the tree structure. Figure 1 illustrates the architecture of BCT.

Y Y

Header Header Header
Block 1 Block 2 Block 3
Hash of previous \ Hash of previous \ Hash of previous
Block Header Block Header Block Header

Merkle Root Merkle Root Merkle Root

[y ry

N [ N S N

Block 1
Transactions

Block 2
Transactions

Block 3
Transactions

Fig. 1: Blockchain Structure.

BCT boasts several key characteristics, including transparency, distributed ledgers, data security, authentication, and decentralization.

These attributes underscore the increasing popularity of this technology across various industries, particularly in sectors like healthcare,

where issues concerning legitimacy, dependability, and security are particularly critical. The BC architecture, depicted in Figure 2, com-

prises 6 layers. Those are:

Application Layer: Users interact via blockchain applications in the application layer.

Contact Layer: The data contained within the contracts layer, situated adjacent to the application layer, outlines a service's operational

procedures and the type of information that will be available, resembling the contents of a traditional real-world contract.

Incentive Layer: The third tier of this stack is the optional incentive layer, which manages the compensation provided to network nodes for

their efforts in achieving consensus through rewards. Depending on the consensus mechanism, this layer may or may not be activated.

e [t establishes the minimum transaction fees required for executing actions on the blockchain.

e It outlines the various types of incentives offered within the network.

Consensus Layer:

e It is essential for blockchain platforms to function. This layer is the most crucial part of any BC system, whether it's Hyperledger,
Ethereum, or another one.

e The validation of blocks, their proper arrangement, and the assurance of unanimous agreement among participants are all responsibil-
ities of the consensus layer.

e A predetermined set of agreements among nodes is established via the consensus layer within the distributed P2P network.

e The consensus layer preserves decentralised and dispersed authority.

Network Layer: P2P (peer-to-peer) and propagation layers are synonyms for the network layer, which is responsible for regulating data

transfer between nodes. Node discovery, block propagation, and transactions are all handled by it. Maintaining the integrity of the BC

network's present state relies on its principal function: facilitating communication, synchronisation, and propagation among nodes. In

decentralised computer networks known as P2P networks, nodes located in different physical locations work together to process blockchain

transactions. A "full node" and a "light node" are two different kinds of nodes. While full nodes are responsible for mining, validating

transactions, and enforcing consensus rules, light nodes are limited to sending transactions and storing the Blockchain header.
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Data Layer: Following the hardware layer is the data layer, responsible for storing transaction details. Each block, the fundamental unit of
a blockchain, holds information such as the cryptocurrency amount sent, the recipient's public key, and the sender's private key. These
blocks, which contain data, are interconnected, linking to both the preceding and subsequent blocks in the chain. However, the network's
initial block, called the genesis block, is unique in that it is only connected forward, with no backward linkage.
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Fig. 2: Layered Architecture of Blockchain.

e Types of Blockchain

Various types of blockchains, identifying three general categories: private, public, and consortium [38]. Each type offers distinct features
concerning who can write, read, and access data on the BC. In a public blockchain, the chain data is visible to everyone, allowing anyone
to join, contribute, or modify the original software [38]. Public blockchains are extensively used, especially in the cryptocurrency sector.
Bitcoin [39] and Ethereum [40] are two prominent examples of cryptocurrencies that utilize public BCT.

In a consortium blockchain, only specific groups have access and participation rights. In contrast, a private BC restricts access and partic-
ipation solely to a centralized location, preventing external involvement [38]. The definition and classification of BC types remain ambig-
uous [41].

4. The role of BC in the healthcare sector

The healthcare sector is increasingly turning to BCT to tackle long-standing industry challenges. Issues such as inefficient data management
and high costs associated with data coordination among industry stakeholders have posed significant challenges for organizations. As a
result, numerous healthcare companies are exploring blockchain solutions as a promising avenue for overcoming these limitations within
existing processes [42].

A significant barrier in the healthcare system revolves around data sharing, particularly in the transition towards value-based care, where
the exchange of data among stakeholders is crucial [43]. Currently, there exist substantial silos within the system, hindering effective
information exchange among groups. However, integrating the system correctly holds the promise of bridging these silos and facilitating
optimal sharing and utilization of resources, thereby fostering comprehensive development [44]. Figure 3 depicts the utilization of BCT in
healthcare.

BCT has potential applications in several healthcare domains to tackle important problems.

4.1. Electronic health records

Health data management, taking advantage of opportunities to link diverse systems, and improving the accuracy of EHRs are crucial if
healthcare is to undergo a revolution. There is a difference between EHRs and Electronic Medical Records (EMRs), even though the two
names are sometimes used interchangeably. Early medical records, or EMRs, are electronic substitutes for paper charts used by doctors
and other medical professionals.

According to the mapping study, BCT facilitates the management of EHRs. In this regard, Ekblaw et al. [45] introduce MedRec, an EHR-
related implementation advocating a decentralized approach to oversee authorization, permissions, and data sharing among healthcare
stakeholders. MedRec leverages the Ethereum platform to empower patients with control and visibility over access to their healthcare
information. Additional BC-based EMR applications, such as MedBlock [46] and Block HIE [47], offer unique functionalities. MedBlock
[46] facilitates record searches by maintaining the addresses of blocks containing patient records, organized by healthcare provider or
department.
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Fig. 3: Blockchain Technology in Healthcare

4.2. Third-party information management

There are many other important players in the healthcare market besides doctors, hospitals, and other medical facilities. For example, when
an accident results in a patient's admission to a trauma centre, specific documents become crucial for the police. When the police update
their records with facts about the injury's actiology or similar matters, it might greatly affect the treatment plan [48].

Insurance firms also play a role in this process by managing claims and approvals. One possible way to improve data management across
systems is to incorporate blockchain technology into existing data-sharing infrastructure. [49].

4.3. Remote patient monitoring

To keep tabs on a patient's condition from afar, remote patient monitoring makes use of a variety of technological tools, including mobile
devices, sensors placed about the patient's body, and IoT gadgets. For the safekeeping, transfer, and retrieval of biomedical data acquired
remotely, blockchain technology is necessary.

In this segment, we delve into the utilization of BCT to enhance remote patient monitoring systems. It involves the collection of biomedical
data through mobile devices or body area sensors, enabling the remote monitoring of patients' conditions beyond the confines of a hospital.
Blockchain serves as a valuable tool for retrieving, sharing, and securely storing the biomedical data gathered remotely [50-52]. Figure 6
depicts the utilization of IoT technologies for remote patient monitoring.

Using a scenario described by Ichikawa et al. [53], a BC-based application built on Hyperledger Fabric can receive data transmitted by
mobile devices. Griggs et al. [54] demonstrate how smart contracts on Ethereum provide safe automated interventions, which in turn
support applications for real-time patient monitoring. Furthermore, different strategies emphasise the enormous promise of the IoT in
several fields, including e-health. To access, store, and manage electronic health records, for example, Ray et al. present loB Health [55],
a data-flow design that combines the IoT with BCT.

4.4. Health insurance claim processing

One area of healthcare that could benefit greatly from BCT is the processing of health insurance claims. This is because blockchain data is
immutable, transparent, and auditable. There is a dearth of blockchain-based healthcare insurance claim processing prototypes [56] despite
the clear promise of this technology. As an example, consider MIStore [57], a medical insurance system built on the blockchain that
provides the insurance sector with access to encrypted and immutable data.

4.5. Health data analytics

According to [58], blockchain presents a special chance to combine with other cutting-edge technologies like DL and transfer learning
methods, enabling predictive analytics of medical data and boosting precision medicine research. In the healthcare industry, [59] and [60]
have also emphasised this possible use case, and [61] offers a thorough road map for leveraging blockchain in health data analytics in an
intelligent manner. Furthermore, Juneja and Marefat have out exploratory studies for the classification of arrhythmias using blockchain
inside a deep-learning architecture [62].
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Fig. 4: Utilize IoT Technologies to Monitor Patients Remotely.
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4.6. Smart contracts

Handling various contract types can result in errors, additional costs, and bureaucratic hold-ups that require time and legal resources to
resolve. By authenticating the names of the organisations involved in healthcare transactions, recording the particulars of contracts, and
monitoring the flow of transactions and payments for products and services, BCT has the potential to accelerate the process of streamlining
interactions among stakeholders.

Extending beyond conventional supply chain management, this allows business partners and healthcare insurance providers to function
using entirely digital and automated contract terms within the health sector.

Utilizing shared smart contracts among distributors and healthcare organizations on a BC ledger, as opposed to individual contract types,
can notably diminish payment disputes, which tend to be protracted and resource-intensive.

4.7. Pharmaceutical supply chain

Many healthcare organisations have a vital system that is necessary for the maintenance of a robust supply chain process. Implementing a

blockchain solution to successfully manage patient and inventory data within healthcare institutions might drastically minimise the amount

of theft that occurs and improve the way supply chain activities are handled methodically [63].

e Supply Chain Management: BC provides a transparent and secure way to track goods through the supply chain, ensuring authenticity
and reducing fraud.

e Healthcare: BC enables secure sharing of medical records between patients and healthcare providers, maintaining data privacy and
integrity.

e Finance: Blockchain is used in cryptocurrencies like Bitcoin and for smart contracts, ensuring transparent and secure financial trans-
actions.

e Voting Systems: Blockchain can be employed to create tamper-proof digital voting systems, enhancing election security and transpar-
ency.

e Intellectual Property: Blockchain helps track and verify ownership of intellectual property, ensuring rightful credit and reducing piracy.

Figure 5 flowchart depicts the process of managing healthcare data with blockchain technology, starting with system initialization and

participant role setup. It includes data creation and encryption, where patient data is generated, encrypted, and signed. Blocks are then

created and added to the BC via a consensus protocol[64][65], with non-consensus blocks being rejected. The flowchart also covers data

access and authorization, verifying permissions and decrypting data as needed, and it details patient data updates and institution sharing,

ensuring consent is obtained. Finally, auditing and compliance steps include access log reviews, data integrity checks, and alert triggers

for unauthorized access, supporting secure healthcare information management[66].

5. Challenges

While acknowledging the allure of blockchain-related attributes and the potential advantages in healthcare applications, it's crucial to
recognize the technology's inherent limitations. Various obstacles hinder the effective utilization of BC in healthcare. This discourse high-
lights some of these challenges and offers potential solutions to address them.

1) Interoperability

The challenge of interoperability arises due to the absence of a universal standard for creating BC-based healthcare. Applications developed
by different vendors or on various platforms may lack interoperability. Therefore, protocols are required to ensure seamless data storage
and transfer of medical records across different blockchain networks. Present efforts primarily concentrate on building prototypes and
proofs-of-concept, with insufficient emphasis on achieving interoperability. Consequently, disparate BC-based healthcare platforms
emerge with differing smart contract functionalities [67].

To address the interoperability challenge, a potential solution involves the development of standardized protocols ensuring compatibility
among diverse blockchain products. For widespread integration of BCT into functional healthcare settings, it is imperative to establish
open standards for interoperability.

2) Privacy

BC’s perceived security lies in users conducting transactions with generated addresses rather than their real identities, and the ability to
create multiple addresses in case of data exposure. However, studies [68] have revealed that BC fails to ensure transactional privacy as
transaction values and balances associated with public keys are publicly accessible.

Blockchain enables users to conduct transactions anonymously; however, due to the public nature of transactions, identifiable clues may
persist, potentially revealing users' identities and private information [69]. For instance, transactions can be linked to IP addresses, exposing
user information, while third-party applications tracking users' multiple profiles and currencies, such as trading platforms, are susceptible
to hacking and manipulation. To mitigate anonymity concerns in blockchains, various schemes have been suggested, such as mixing mul-
tiple input addresses to multiple output addresses and concealing the amounts and values of coins held in transactions [70], [71].

3) Scalability

Widely acknowledged challenge in BC-based healthcare solutions, largely due to the substantial volume of data they entail. Storing exten-
sive biomedical data on the blockchain is often impractical or infeasible, as it can severely degrade performance. This scalability issue is
closely tied to processing speed. Depending on the protocol employed, BC-based processing may introduce considerable latency, thereby
constraining the system's scalability [67].In comparison, the Bitcoin-based Proof of Work (PoW) protocol processes approximately 288,000
transactions per day, a notably lower figure when contrasted with Visa credit cards, capable of handling up to 150 million transactions per
day [72] [73].

4) Adaptability

The integrated blockchain and edge face a notable challenge due to the surge in device usage and application diversity. This challenge
encompasses managing a growing user base, handling tasks of diverse complexities, and maintaining adaptability in an environment where
various applications or IoT devices can freely connect to or disconnect from the BC network [74]. Acquiring and achieving high scalability
in a fully decentralized and highly secure blockchain network poses significant challenges, as acknowledged by Vitalik Buterin, who deems
it nearly impossible to attain such levels of scalability. Conversely, IoT devices offer greater accessibility, allowing data retrieval with ease
compared to secure decentralized blockchain networks. Typically, IoT devices intermittently connect to networks at various intervals. For
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instance, the PBFT [75] consensus method is suitable for IoT systems; however, its applicability is limited to fixed-size networks with
members who cannot readily change, making it impractical for managing a scalable number of devices.

5) Blockchain size

A sensor device links to patient data through BC transactions, including Remote Patient Monitoring (RPM) [76] and EHRs [77], which
results in a continual rise in the number of miners. However, the capacity of blockchain to manage the substantial data flow from the
Internet of Medical Things (IoMT) devices is limited, as indicated by several sources [78 - 80].

6) Skill-related challenges within healthcare organizations

The idea of a BCT business model remains unfamiliar to the majority. Transitioning the conventional infrastructure of RPM, EHR, Personal
Health Records (PHR), and Electronic Medical Records (EMR) to BCT would entail a time-consuming process for hospitals and other

healthcare organizations [81].
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Fig. 5: Flowchart of BC Implementation in Healthcare.

6. Future advancements in BCT within the healthcare sector

In the future, BCT in healthcare is poised to undergo significant advancements and developments. Some potential areas of future work are:

e Regulatory Compliance Frameworks: Designing specialized regulatory compliance frameworks for blockchain technology (BCT) in
healthcare is crucial to ensuring adherence to healthcare laws and data protection regulations. Future efforts will focus on working
alongside regulatory bodies to formulate guidelines and standards for blockchain's ethical and secure application in healthcare. This
will involve addressing key concerns such as data privacy, security, and legal compliance.

e Integration with Emerging Technologies: Exploring synergies between blockchain technology and other emerging technologies, such
as Al, IoT, and edge computing, can unlock new possibilities for healthcare innovation. Future work involves investigating how block-
chain can complement these technologies to enable advanced healthcare applications, such as personalized medicine, predictive ana-
lytics, and remote patient monitoring.

e Real-World Implementation and Adoption: Conducting real-world pilot projects and implementation studies is essential for demon-
strating the feasibility and value of BCT in healthcare. Future work involves collaborating with healthcare providers, payers, and other
stakeholders to pilot BC solutions in diverse healthcare settings and evaluate their impact on clinical outcomes and operational effi-
ciency.

e Researchers should work on making sure that blockchain-based electronic health record (EHR) systems follow healthcare laws like
HIPAA. They can do this by creating privacy-preserving methods like zero-knowledge proofs and safe access controls. Another sig-
nificant avenue is to look at lightweight, sustainable consensus algorithms that work well in healthcare settings to solve the energy
efficiency problems of blockchain. Interoperability standards, patient-centered data ownership models, and scalable architectures that
can enable real-time healthcare apps should also be investigated in more studies.

By focusing on these areas of future work, BCT has the potential to revolutionize healthcare by improving data security, interoperability,

transparency, and patient outcomes. However, realizing this potential requires collaboration, innovation, and ongoing efforts to address

technical, regulatory, and organisational challenges.

Table 2 provides a structured overview of how Al, IoT, and ML can be integrated with BCT in healthcare, highlighting key integration

aspects, benefits, and examples of use cases.
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Table 2: Enhancing Healthcare with Al, IoT, and ML-Driven Blockchain Integration

Integration Aspect  Overview

Integration of Al and ML with blockchain enables advanced analytics and insights generation from healthcare data stored on the

Data Analyticsand BC.

Insights Example: Al analyzes patient health data collected from IoT devices and stored on the blockchain to identify patterns and per-
sonalize treatment plans.

Al-driven predictive maintenance models can be deployed on blockchain networks to monitor and maintain IoT devices used in

Predictive Mainte-  healthcare settings, ensuring optimal performance and reliability.

nance Example: Machine learning algorithms analyze historical data from IoT medical devices stored on the blockchain to predict
maintenance needs and schedule proactive servicing, minimizing downtime and enhancing device longevity.

BC-based decentralized marketplaces enable secure and transparent trading of Al algorithms and models for healthcare applica-
. tions, fostering collaboration and innovation.

Decentralized Al . . .

e Exatmple: Healthcare orgamz'apor?s can access and purchase Al models trained on blogkchalntsecured .datasets th'rough degen-
tralized AI marketplaces, facilitating the development of Al-powered healthcare solutions while ensuring data privacy and intel-
lectual property protection.

Blockchain-powered data marketplaces allow healthcare organizations and individuals to securely trade and monetize IoT-gen-

Bt et oas erated healthcare data, while Al algorithms extract valuable insights for research and innovation.

Example: Patients can opt to share their anonymized health data collected by IoT devices on a blockchain-based data market-
place, where Al-driven analytics platforms can access and analyze the data for medical research or commercial purposes, with
patients receiving compensation or incentives in return.
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Fig. 6: Adoption Rate by Year.

Figure 6 shows how the adoption of BCT in healthcare has grown from 2018 to 2025.
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Highlighting the distribution of BC applications across different areas within healthcare is shown in Fig. 7.

Benefits Realized from Blockchain in Healthcare

300
275
250
R s
o
)
B 200
<
]
g
5115
a
150
125
100
A A o o ry
o & & & &
o & Cd ,ﬂif b,p”
& o ¢ & &
& & <«
& &
& ¢

Fig. 8: Benefits Realized.

Figure 8 illustrates the key benefits that have been realized from implementing blockchain in healthcare.
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Projected Adoption Rate of Blockchain by Industry (2030)
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Fig. 9: Projected Adoption Rate of Blockchain by Industry.

Figure 9 bar graph illustrates the projected adoption rates of blockchain technology across various industries by the year 2030. The finance
industry is expected to lead in blockchain adoption, with an 80% adoption rate. Healthcare and supply chain industries follow closely, with
70% and 65% adoption rates, respectively. Government and retail sectors are also projected to have significant adoption rates, at 60% and
55%, respectively. While lower than others, the real estate industry still shows a considerable adoption rate of 50%.

Investment in Blockchain Technology Over Time (2024-2030)
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Fig. 10: Investment in Blockchain Technology Over Time (2024-2030).

Figure 10 shows the projected global investment in blockchain technology from 2024 to 2030. The investment in blockchain technology
is projected to grow steadily from $5 billion in 2024 to $35 billion in 2030. The increasing trend indicates a strong confidence and interest
in blockchain technology, suggesting it will continue attracting significant funding.
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Figure 11 highlights the key areas where BCT is expected to innovate in the next decade. Decentralized Finance (DeFi) is expected to be
the leading area of innovation, with 40% of efforts focused on it. Digital identity is another significant area of innovation, capturing 30%.
Supply chain management and healthcare are also key areas, with 20% and 10% respectively, indicating diverse applications of BCT.

7. Threats and attacks in blockchain technology

Figure 12 categorizes the various security threats in blockchain technology into three main groups: network attacks, consensus mechanism
attacks, and smart contract vulnerabilities. Each category is further subdivided into specific types of attacks that target different layers of
the blockchain system.

BCT, while known for its security and transparency features, is not immune to various threats and vulnerabilities. Here are some common
security threats associated with BC:

1) 51% Attack

If a single entity or group controls over 50% of a network's mining power, it can manipulate the blockchain by reversing transactions,
blocking confirmations, and double-spending coins, compromising its integrity and trust.
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Fig. 12: Overview ofVSecurity Threats and Attacks in BCT.

2) Smart Contract Vulnerabilities
Smart contracts are self-executing contracts with the terms of the agreement directly written into code. Bugs in the code can lead to exploits.
Vulnerabilities can result in financial losses, unintended contract behaviours, and exploitation by malicious actors[91].
3) Routing Attacks
These attacks involve intercepting messages in the network, potentially allowing attackers to alter or delay transactions. This can lead to
transaction delays and enable double-spending attempts [90].
4) DoS Attacks
Attackers overwhelm the network with excessive requests, making it difficult for legitimate transactions to be processed. This can disrupt
services and affect the usability of the blockchain network [90][91].
5) Blockchain Protocol Vulnerabilities
The underlying protocols of blockchains can have flaws that attackers can exploit, such as improper validation or inadequate consensus
mechanisms. Exploiting these can lead to network failures, data corruption, and loss of funds [92].
6) Cryptojacking
Attackers use a victim's computing power to mine cryptocurrencies without their consent, often through malicious software. This can slow
down the victim's system, lead to higher electricity costs, and potentially damage hardware.
7) Data Privacy Issues
While blockchain is known for transparency, sensitive data may be exposed if not properly encrypted or handled. Privacy breaches can
lead to regulatory issues and loss of user trust.
To combat these threats, organizations can implement various strategies:
Regular audits and code reviews for smart contracts.
Use of multi-signature wallets for enhanced security.
Education and training programs to raise awareness about phishing and social engineering attacks.
Adoption of more robust consensus algorithms to mitigate the risk of 51% attacks.
Employing privacy-focused techniques and encryption to protect sensitive data.
Understanding and addressing these threats is crucial for maintaining the security and integrity of blockchain systems.
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Figure 13 shows a couple of performance graphs commonly used to compare the effectiveness of BC healthcare systems:
1) Transaction Latency vs. No.of Transactions

2) Throughput vs. No.of Users

3) Cost of Data Storage on BC vs. Time

8. Conclusion

This review paper explores the transformative role of blockchain technology (BCT) in the healthcare sector. A comprehensive analysis of
existing literature and case studies reveals that blockchain offers innovative solutions to persistent challenges in global healthcare. Key
features such as decentralization, immutability, and cryptographic security provide a strong foundation for maintaining the integrity and
confidentiality of healthcare data. By enabling tamper-resistant records and facilitating secure, traceable transactions, blockchain enhances
data interoperability and improves healthcare service delivery. Additionally, BCT supports applications like secure health information
exchange, supply chain management, and clinical trial monitoring. These advancements have the potential to revolutionize healthcare by
reducing costs, minimizing errors, and fostering innovation.

However, integrating BC into healthcare systems presents notable challenges. Technical hurdles, including scalability, interoperability,
and regulatory compliance, must be addressed to fully realize its benefits. Additionally, concerns regarding data privacy, governance, and
sustainability necessitate strategic planning and resolution. Despite these challenges, the adoption of blockchain in healthcare is accelerat-
ing. Overcoming these barriers will require collaboration among industry stakeholders, policymakers, and researchers.

In summary, while obstacles persist, the outlook for blockchain in healthcare is highly optimistic. Continued progress and investment in
this technology could revolutionize healthcare systems, enhance patient outcomes, and establish a more efficient and equitable framework
for the industry.
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