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Abstract

This study investigated the effectiveness of a two-layer neural network (NN) model in detecting malicious-based cyberattacks. The mod-
el showed strong classification performance with 0.92 precision, 0.965 recall, and F1 score of 0.92. The SMOTE (Synthetic Minority
Over-sampling Technique) method was used to solve the class imbalance problem, which greatly improved the prediction ability of the
model. In addition, OneHotEncoding was used to convert categorical variables into binary format, which further improved the accuracy
of the model. The results demonstrate the potential of deep learning methods, especially NNs, for cybersecurity tasks, demonstrating
their ability to accurately detect complex and deep patterns of malicious usage.
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1. Introduction

We live in an era where our dependence on technology is increasing, ranging from the optimization of crops such as cannabis through the
use of IoT technologies to the adoption of driving assistants and virtual assistants in our homes [1-2]. Therefore, it is essential to be able
to identify cyberattacks early, understand where and how security breaches occur, and know how to mitigate them. Cybercriminals often
seek to steal or hijack information, which is one of the most valuable assets for companies [3-4].
There are significant cases of recent attacks, such as the one suffered by the Universidad del Bosque, where the integrity of its academic
community's data was compromised, generating great uncertainty. Likewise, the Colombian Civil Aeronautics and DANE suffered at-
tacks in 2021 that compromised their internal services, communications, and databases containing sensitive and confidential information
[5-7].

The global pandemic forced thousands of workers to adopt a remote work format, which has increased the exposure of personal and
business information on personal devices. This change has presented cybercriminals with new opportunities to access and exploit this
information. It is essential to improve our detection and response systems to these threats to more quickly and effectively safeguard user
information and devices.

It is vitally important to consider cases like that of DANE, where timely detection of suspicious activities could have prevented the theft
and/or loss of valuable information [8-10]. Similarly, frequent attacks on government websites during election seasons, aimed at sowing
uncertainty and disrupting citizens, as well as capturing and altering election results, are a direct threat to the stability of governments and
confidence in their institutions.
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2. Literature review

Al-Amiedi et al. (2023) [11] conducted a systematic literature review on attacks and defense mechanisms in RPL-based 6LoWPAN net-
works, which are widely used in IoT infrastructure. In this study, attacks were classified into three levels: topology-based, resource-based,
and traffic-based. Various mitigation strategies were evaluated, including trust-based, cryptographic, and intrusion detection methods.
The authors highlighted the need for lightweight, energy-efficient solutions due to the limited processing power of 6LoWPAN devices.
Sodhro et al. (2022) [12] focused on smart authentication mechanisms in 5G-enabled healthcare IoT environments. The paper reviewed
machine learning and blockchain-based techniques to secure patient data and communication channels. The authors noted that traditional
approaches are inadequate for dynamic and confidential healthcare environments and advocated a hybrid Al approach that can provide
robust adaptive security.

Nova (2022) [13] studied cybersecurity issues in smart cities and emphasized the importance of cyberthreat intelligence (CTI). The study
examined how threat detection, situational awareness, and automated response systems improve the resilience of cities. Nova believes
that combining ACT with smart infrastructure planning can significantly improve cities’ ability to respond to and recover from cyber
incidents.

Elattar et al. (2024) [14] proposed an explanatory Al model for PDF-based malware detection (PDFMal) using a gradient boosting mod-
el. Consider seeking better equity by maintaining transparency in decision-making. This is particularly important in the field of cyberse-
curity, where explainability is critical to building trust and accountability in Al-powered systems.

Wei et al. (2023) [15] proposed a deep learning framework for IoT edge botnet detection. The model strikes a balance between computa-
tional efficiency and accuracy, allowing real-time risk detection in a given situation. The framework supports early detection and re-
sponse, which is critical for minimizing the impact of botnet attacks.

Salunkhe et al. (2024) [16] explored advanced cryptographic techniques to secure connected medical devices. The study considered ho-
momorphic encryption, quantum-resistant encryption, and weak protocols. The authors highlight the importance of maintaining data
privacy and integrity, minimizing computational cost, and using implanted medical devices.

RobEns continues to advance the field of IoT security, bridging the gap between ensemble-based intrusion detection systems (IDS) and
adversarial robustness. Its innovation lies in combining a two-layer protection mechanism with ensemble learning to evaluate realistic
attacks, achieving superior detection performance even under adversarial attacks and favorable conditions. This makes RobEns a key
player in protecting resource-constrained IoT environments [17].

The reviewed literature collectively emphasizes the increasing complexity of IoT cyber threats and the need for mature, vulnerable, and
predictive defense mechanisms. Advances in artificial intelligence, encryption, and computer networking and infrastructure (CTI) offer
promising solutions, but balancing security and performance remains a challenge, especially in real-time applications such as healthcare
and smart cities.

3. Methodology

Figure 1 below presents a diagram showing the methodology used for the development and evaluation of each of the machine learning

models.

o Initiation: The starting point of the process.

e Understanding the dataset: This refers to becoming familiar with the data, understanding its structure, content, and the relationships
between features.

e Data profiling and cleaning: After understanding the data, the next step is to preprocess it. This includes cleaning the data by remov-
ing or correcting outliers or missing values, and profiling the data to better understand its characteristics and distributions.

o Feature selection: Selecting the most important features to use to train the model. This may involve removing redundant or irrelevant
features to improve the model's efficiency and possibly its performance..
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Fig. 1: Methodology for Developing and Evaluating Machine Learning Models.

Data balancing: If the dataset is unbalanced, techniques are applied to balance the data and avoid bias in the model.

Model building/refining: Create or improve the machine learning model with the selected features and balanced data.

Algorithm training: Train the model with the already processed data.

Results analysis: Evaluate model performance using metrics such as recall, precision, etc. If the results are not satisfactory, return to
previous steps to adjust or change the approach.

e Decision: A decision based on the analysis of the results. If they are not favorable, you can return to feature selection to make ad-
justments.
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e Cross-validation and hyperparameter variation: To improve the model, cross-validation is performed, and hyperparameters are ad-
justed. This helps prevent overfitting and improves the model's generalization. - Algorithm selection: Based on the results obtained,
you can decide to change the machine learning algorithm used if you believe it can improve the results.

e End: The process concludes when the results are satisfactory and the model is ready to be deployed.

4. Proposal

4.1. Data preprocessing

The cybersecurity data used in this study was obtained from the publicly available UNSW-NB15 dataset and is appropriate for the Indian
context. Using the IXIA PerfectStorm tool, the dataset, originally developed by the University of New South Wales, contains real net-
work traffic as well as traffic representing various types of network attacks, such as fuzzers, analysis tools, backdoors, and denial of ser-
vice generalC. Each entry in the dataset contains 49 characteristics, including indicators indicating whether the traffic represents an at-
tack and, if so, the specific type of attack.

The entire dataset consists of 2.54 million records. In this project, two subsets were collected to develop the model: a training set with
175,341 records and a test set with 82,322 records. These subsets were predefined for the evaluation of standard training and machine
learning, and deep learning algorithms.

This study focuses on developing a model to determine if a given network footprint indicates the use of this type of attack. To achieve
this goal, the structure of the existing classification labels in the dataset was reorganized to indicate two outcomes: to indicate the pres-
ence or absence of malignancy. This flexibility enables targeted detection and analysis, which is critical to strengthening cybersecurity
measures for India’s network infrastructure.

Table 1: Training And Test Records for the "No-Exploit" and "Exploit" Categories.

Category Training Record Test Record
No-Exploit 141948 71200
Exploit 33393 11132

4.1.1. Data cleaning

Data was imported from the CSV file "UNSW_NBI15_training-set.csv" using the pandas library and stored in a data frame named "data."

e A data cleaning process was performed to remove any incorrect or missing data that could affect the analysis. These included:

e Removal of null values.

e Removal of duplicate records.

e A new column was created in the data frame called "Exploits," which was set to 1 if the "attack cat" column had the value "Ex-
ploits," and 0 otherwise. This target variable will be used for subsequent analysis and modeling.

e Relevant features were selected for data analysis and modeling. In this case, a new dataframe called "datos_x" was created containing
all the features (columns) from the original "datos" dataframe, except for the columns not relevant to the analysis ("id", "attack cat",
"Exploits", "proto", "label", "response_body len", "service", and "state").

e The "get dummies" method from the pandas library was used to transform categorical variables into binary variables, thus facilitat-
ing proper interpretation by machine learning algorithms.

e The StandardScaler scaler from the Scikit-learn library was used to normalize the data, ensuring that all features have the same scale
and improving the performance of machine learning algorithms.

4.1.2. Feature selection

Feature selection is important for improving model performance, minimizing overfitting, reducing computational costs, and improving
interpretability by focusing on the most important variables. This project uses several techniques to achieve its goal: Principal component
analysis (PCA) reduces dimensionality by transforming features into uncorrelated principal components, thus capturing most of the vari-
ance; Recursive Feature Elimination (RFE) iteratively removes least significant features to retain only influential variables; Non-negative
matrix factorization (NMF) decomposes data into non-negative parts to uncover hidden patterns, thus improving understanding. Together,
these methods simplify the data and help build efficient and robust models.

4.1.3. Data balancing

The training dataset handled only 15.6% of records from exploit-type attacks, which can negatively impact model performance, as they
may have difficulty learning patterns and characteristics of the minority class.

SMOTE: This is an oversampling technique that synthetically generates new examples of the minority class by interpolation between
existing examples. This helps increase the number of records from the minority class and balance the dataset. SMOTE improves model
generalization and prevents overfitting to the majority class.

Random Undersampling: On the other hand, this technique consists of randomly removing examples from the majority class until the
number of records equals that of the minority class. This helps reduce the size of the dataset and balance the classes. Both techniques are
important for dealing with imbalanced datasets, as they improve the accuracy and performance of models by ensuring that all classes are
adequately represented in the dataset. However, it is important to evaluate the performance of the models after applying these techniques
to determine which is the best option for the specific dataset [16].
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4.2. Model architectures
4.2.1. K-nearest neighbor model implementation
The KNN model is implemented by importing the sklearn KNeighborsClassifier library and training it with the training data. Figure 2

shows the pseudocode for the model implementation, its training, and how it is evaluated. The model is evaluated with the test data, and
the model's accuracy is printed. A confusion matrix is also shown to visualize the model's performance.

# KNN Model

knn = KNeighborsClassifier() # Initialize the K-Nearest Neighbors classifier
knn.fit(X_train, y_train) # Train the model using training data

y_pred = knn.predict(X_test) # Predict the output for test data

Fig. 2: KNN Implementation.

To address the class imbalance, the SMOTE method is first used to generate synthetic samples of the minority class. After training, the K
Nearest Neighbor (KNN) model is trained using the labeled dataset, and its performance is evaluated. In addition to oversampling, the
KNN model is trained and evaluated on the newly generated dataset using the RandomUnderSampler technique.

In addition, dimensionality reduction techniques are investigated to improve model efficiency. Principal Component Analysis (PCA) is
applied to the training and test datasets to reduce the number of features by retaining the most important information. Then, the KNN
model is retrained using the PCA-transformed data, and its efficiency is measured. Similarly, the data is transformed using Non-Negative
Matrix Factorization (NMF), and a new KNN model is trained and evaluated on the processed data. These different preprocessing and
transformation methods are intended to improve the model's ability to more accurately classify vulnerability-type attacks.

Once all the algorithm models have been executed, a comprehensive comparison of each one is performed by generating a classification
report using the "classification_report" library from "sklearn.metrics." This report provides a detailed view of the precision (Pr), recall
(Rc), and Fl1-score (F1) obtained. It also allows for evaluating the performance of "exploit" attacks and those that do not fall into this
category, identified as "non-exploit." The graphs with the results are presented below.

Figure 3 shows that the KNN, KNN with NMF, and KNN with PCA models exhibit higher accuracy compared to the other models eval-
uated. These models demonstrate a remarkable ability to accurately identify non-exploit attacks. However, it is observed that, in the spe-
cific case of "exploit" attacks, their accuracy is limited, reaching a maximum of 74%. Therefore, it is clear that there is still room for
improvement in the accurate detection of these types of attacks. As for the other models analyzed, none achieved an accuracy close to
this percentage.
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Fig. 3: KNN Accuracy.

As shown in Figure 4, the K-nearest neighbor (KNN) model performs well in identifying the type of malicious attack. Specifically, the
model achieves 83% Rc for malicious attacks and 88% Pr for malicious attacks. These metrics show that it should be achieved, but it is
not optimal. Compared with other models that perform better in fault detection, the KNN model is still able to detect faults more accu-
rately.

However, its overall implementation is still limited. Despite the high Rc, the overall accuracy of the model is only 52%, which means
that the false positive rate is high and the malicious attack instances are incorrectly labeled as malicious attacks. This imbalance drastical-
ly reduces the reliability of the model in real-world scenarios. Therefore, the random undersampling of the KNN model performs well in
capturing the threats associated with malware attacks, which leads to misclassification of malware attack events, limiting its use as a
reliable solution for accurate malware detection.
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Fig. 4: KNN Recall.
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The results highlight the challenges of developing models that can effectively distinguish between different types of cyber attacks, espe-
cially vulnerability attacks. In this context, accurate detection requires a careful balance between Pr and Rc, as both metrics provide key
information about whether the model can accurately detect threats and reduce misclassifications. These issues highlight the need for fur-
ther improvements, such as through techniques such as hyperparameter tuning, optimizing feature selection, or using more sophisticated
algorithms. These improvements can help improve detection accuracy and reduce false positives, leading to more robust and reliable
intrusion detection systems.

4.2.2. Random forest model implementation

The random forest classification model was optimized using GridSearchCV and KFold cross-validation for hyperparameter search. Dur-
ing the key parameter search, we explored multiple settings, including: using the "Gini coefficient" and "entropy" variables as node split-
ting criteria to measure purity; tree depths of 10, 15, and 20 to observe the growth of each tree; and changing the number of trees in the
forest from sa0 to forest. values of 3, 5, and 7, which affect the branching pattern of the trees. The goal of this comprehensive adjustment
is to find the best configuration to build a robust and accurate classification model. Figure 5 explains the step-by-step implementation of
the model.

# Create o kFold object with 19 splits for cross-validation

kf = KFeld(n_splits=12, shuffle=True, random_state=22)

# Define the search space for the hyperparameters we want to tume

search_params = 1
‘criterion’: ['gini', ‘entropy‘l, # criterion jfor ring the quality of a split
'max_depth': [1e, 15, 28], =

LI if the tree
imators': [28, 58, 78], ber of trees i
les_split': [32, 5, 7]

‘min_samp

H

imum number of samples required to split a node

# Create gn instance of the RandomForestClassifier with a random seed

model_rf = RandomForestClassifier(random_state=22)

# Creaote g GridSearchov object to perform an exhoustive search over hyperparameters

# Using cross-walidation with the 'recall’ metric

best_model search = GridsearchCv(model rf, search_params, cv=kf, verbose=12, scoring="recall"™)

# Fit the model using the training dota X troin and y train

best_fitted model = best model_search.fit(x_train, y_train)

Fig. 5: Random Forest Implementation.

The code in Figure 5 uses GridSearchCV to perform hyperparameter tuning for a 10-fold cross-validation random forest classifier. It
defines a parameter table as a criterion to find the best combination of max_depth, n_estimators, and min_samples_split. The search is
guided by the recall score, which is useful for ambiguous classification tasks. Finally, the best model is trained on the training data to
achieve better generalization and recall.

To address class imbalance in the dataset, we first applied the RandomUnderSampler technique. This approach reduced the number of
instances of most classes, creating a more balanced dataset. We then trained the model on this reduced training data and evaluated it on
the test set. To evaluate its effectiveness, we created a confusion matrix and a classification calculation to determine the ability of the
model to correctly classify the two classes.

In addition to oversampling, we used an oversampling technique, SMOTE, which generated synthetic samples to obtain a balanced over-
sampling. After applying SMOTE, we used Non-Negative Matrix Factorization (NMF) to reduce the dimensionality of the training and
testing datasets. We then trained a new Random Forest model on the transformed data. We evaluated the performance of the model
through the classification report, which comprehensively shows the accuracy, Pr, Re, and F1 after applying SMOTE and NMF simulta-
neously.

After running all models, the best hyperparameters were determined: criterion='gini', max_depth=20, min_samples_split=3,
n_estimators=70. The classification report reports the Pr, Rc, and F1 for the weak and strong models. The results show that random forest
and random forest PCA (without SMOTE) have higher accuracy. While the recall scores are generally high (Figure 7), they are not at a
level where the best models can be used reliably.
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Fig. 6: Accuracy Comparison of the Random Forest Models.
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4.2.3. Support vector machine (SVM) model implementation

For the implementation of this model, several possible combinations of hyperparameters were evaluated using the GridSearchCV tech-
nique to find the combination that provided the best model performance. The search was performed using KFold cross-validation with 10
partitions to obtain a robust evaluation and avoid model overfitting.

The objective of the search was to maximize the Rc metric during cross-validation, which allowed for the correct identification of as
many positive examples as possible. With the best hyperparameters found, the SVC (Support Vector Classifier) model was tuned to ob-
tain an optimal model for the classification task.

Comparison of Recall of the Models
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Fig. 7: Recall Comparison of Random Forest Models.

1) Parameter C: This hyperparameter controls the penalty for incorrectly classifying points during the SVM classifier training process.
Smaller values of C generate larger margins and allow some points to be misclassified, while larger values of C generate narrower
margins and heavily penalize misclassifications. The values tested were [0.1, 1, 10, 100, 1000].

2) Gamma parameter: This hyperparameter affects the shape of the kernel function and can influence the complexity of the SVM model.
A small gamma value produces a model with a broader, smoother kernel, which can lead to low bias and high variance. On the other
hand, a large gamma value generates a model with a sharper, more complex kernel, which can lead to high bias and low variance.
The values tested were [1, 0.01, 0.001, 0.0001].

3) Kernel parameter: This hyperparameter specifies the type of kernel function to use in the SVM model. The two kernels tested are 'rbf'
(Radial Basis Function) and 'linear' (linear kernel).

Figure 8 explains the step-by-step process for implementing the model.

# Create a KfFold object with 1@ splits for cross-validation

kf = KFeld(n_splits=12, shuffle=True, random_state=22)

T 1o iune

search_params = {

'‘c': [e8.1, 1, 18, 182, 1022], # Regulariz parameter
‘gamma': [1, @.01, 8.881, @.8281], # Kernel coef
'kernel’: ['rbf', 'linear”] # Type of

1

# Cregte an instance of the swm (Support vector classifier) with a random seed

model_svm = svm.SVC{random_state=22)

# Create a GridSearchoV object to per;

houstive search over hyperporameters

validation object and th recall® metric

# Using the &f cross

best_model search = aridsearchCvimodel_svm, search params, cv=kf, verbose=18, scoring="recall")

# Fit the model using the training set X _train and y_train

best_fitted_model = best model_search.fit(x_train, y_train)

Fig. 8: SVM Implementation.

To address class imbalance, the Random Undersampling technique (RandomUnderSampler) was used. The model is trained with the
training data and evaluated with the test data. A confusion matrix and a classification report are generated to assess the model's perfor-
mance.

Additionally, an oversampling process is performed using the SMOTE technique. After applying SMOTE, the non-negative matrix fac-
torization (NMF) technique is applied to the training and test data. Another Random Forest model is trained with the transformed data,
and its performance is evaluated. A classification report is generated to assess the model's performance after applying SMOTE and NMF.
Once all the algorithm models were executed, the results obtained with each one were analyzed, and the classification_report function
from the sklearn library was run. The following results were obtained for the Pr and Rc of each model:

Figure 9 shows that the models with the best Pr were the SVM and SVM with NMF models. They obtained the same Pr score for detect-
ing non-exploit attacks, and SVM with NMF was only 0.01 better at detecting exploit-type attacks.

Regarding the RC results, Figure 10 shows that most of the algorithms obtained high scores for detecting non-exploit attacks. However,
four algorithms stood out with similar scores: SVM with SMOTE, SVM with random undersampler, SVM with NMF and SMOTE, and
SVM with RFECV.



292

International Journal of Basic and Applied Sciences

of the Models
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Fig. 9: Accuracy Comparison of SVM Models.

4.2.4. Naive Bayes Model Implementation

A multinomial naive Bayes model is constructed using scikit-learn's MultinomialNB, assuming that the given categorical features are
independent of each other. The model is trained on X train and Y _train and tested on X test to generate predictions (Y_pred). Its per-
formance is evaluated using accuracy score, which measures the percentage of correct predictions, indicating the effectiveness of the

model.
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Fig. 10: Recall Comparison of Random Forest Models.

The confusion matrix evaluates the performance of the model created using the confusion matrix function based on the number of
true/false positive and negative samples. Using the Multinomial Naive Bayes model (shown in Figure 11 ), SMOTE allows using the
training data to make good predictions, improves precision and recall, and improves the model’s ability to distinguish between categories.

madel

features

is suitable for clas

model = MultinomialNB()

ng the traiming dataset

# Troin the model ws

model. fit(x_train, y_train)

o
5
I}
m

Make predictions using the troined model and the test do

d = model.predict{x test)

racy of the mode

# Cal el
Accuracy 15 defined as the proportion of correct p

accuracy_score(y_test, y_pred)

culate the accul
redictions out of all pr

BCCUracy =

# Calculate the confusion matrix

confusion = confusion_matrix(y_test, y_pred)

# Display the evaluotion results of the model
("Accuracy: ", accuracy)

t("confusion Matrix:\n", confusicn}

Fig. 11: Implementation of the Naive Bayes Model.

n

It is worth mentioning that, although the training time of the multinomial Naive Bayes algorithm was considerable, the benefit of having
a balanced dataset has proven to be essential for obtaining more accurate and robust results in the classification of instances in the con-
text of the problem addressed. The combination of the SMOTE technique with the Naive Bayes model has provided an effective and
efficient solution for the analysis of imbalanced data, and the results obtained support the usefulness of this approach for improving the
performance of classification models in situations where inequality between classes is a significant challenge.

Once all the algorithm models have been executed, a comprehensive comparison of each one is performed by generating a classification
report. This report provides a detailed view of the Pr, Rc, and F1 obtained. It also allows for evaluating performance for exploit-type
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attacks and those that do not fall into this category, identified as non-exploit attacks. The graphs with the results obtained for each model
are presented below:

Comparison of Model Precision

No-exploit
088 Exploit

065 067 070

5;
Fig. 12: Naive éayes Model Accuracy.

Figure 12 compares the accuracy of detecting "non-use" and "use" events using the naive Bayes model and its improved version using
NMF and PCA. The accuracy of the naive Bayes model is 0.93 for "non-exploitation" and 0.65 for "exploitation." Using NMF, the accu-
racy for "non-use" is 0.88 and for "use" is 0.67. Using PCA, the accuracy for "non-exploitation" is 0.87 and for "exploitation" is 0.70.
The naive Bayes model has high accuracy in classifying non-exploitation events and moderate accuracy in classifying exploitation events.
Applications of NMF and PCA with naive Bayes models show a tendency for the accuracy of "non-use" events to decrease, while the
classification of "use" events gradually improves. As can be seen in Figure 13, the results obtained during the algorithm evaluation were
unfavorable. The model showed poor performance in the Rc metric, specifically in the identification of exploit-type attacks. Rc is a criti-
cal metric, as it measures the model's ability to correctly capture positive cases. A low Rc value indicates that the algorithm was unable
to adequately identify most exploit-type attacks, which could have significant consequences for the system's security and performance.
For this reason, the data presented in Figure 12, which reflects the algorithm's accuracy, will not be considered. This is because accuracy
alone does not provide a complete assessment of the model's performance, and in this case, other metrics such as Rc are more relevant
for identifying exploit-type attacks.
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Fig. 13: Recall of the Naive Bayes Model.
4.2.5. Neural network model implementation

To handle class imbalance, a binary classification model was built using Keras with the SMOTE technique to generate synthetic minority
samples. The model architecture includes two hidden layers (64 and 32 neurons) with ReLU activation and a sigmoid-activated output
layer. It uses binary cross-entropy loss, the Adam optimizer, and recall as the main metric. Trained for 10 epochs with a batch size of 32,
the model setup is illustrated in Figure 14.

modal . [lossm . opEimizars . metricse[keras sebrics.Recalli}])

Fig. 14: NN Implementation.
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The NN demonstrated outstanding performance in the classification task, exhibiting an effective ability to distinguish between attacks
and non-attacks with a remarkable success score. Compared to other classification models used in this study, the NN stood out by obtain-
ing the highest scores in terms of Pr, Rc, and F1. To further improve model quality, as shown in Figure 14 (step 1), the SMOTE over-
sampling technique was implemented during data preprocessing. The use of SMOTE was instrumental in counteracting class imbalance
and, consequently, significantly contributed to the excellent results obtained by the NN. The combination of the network architecture, the
application of SMOTE, and the use of appropriate evaluation metrics has resulted in a robust and reliable classification model that shows
promise for applications in attack detection and other challenging classification scenarios. A table with the results is presented below:

Table 2: Neural Network Results Report.

Pr Rc F1
0 0.96 0.87 0.91
1 0.88 0.96 0.92

The neural network model achieved excellent performance with improved class balance by SMOTE, with an overall accuracy of 92%.
The precision was 0.96 (class 0) and 0.88 (class 1), the recall was 0.87 and 0.96, and the F1 score was 0.91 and 0.92. The results show
stable and consistent classification performance between the two classes.
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Fig. 15: Results of the Neural Network Models.

The stability and consistency performance metrics for precision, recall, and F1 score are shown in Figure 15. The confusion matrix in
Figure 16 shows that there are 49,639 true negatives, 55,169 true positives, 1,839 false negatives, and 7,369 false positives, indicating
that the classification is reliable, but the performance varies greatly.
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Fig. 16: Confusion Matrix of the Neural Network.

5. Analysis of the best model

The proposed neural network (NN) model performs well in terms of recall and precision. The success is due to a well-designed architec-
ture consisting of two layers with 64 and 32 neurons to extract nonlinear features using ReLU activation function and a single output
neuron using Sigmoid activation function for binary classification.

An important step in the preprocessing was the use of the SMOTE method to solve the class imbalance problem. This method generates
low-class synthetic examples by interpolating between existing examples, which improves the class representativeness and generalization
ability of the model. As a result, the NN can better distinguish between different classes without being biased towards the dominant class.
The estimation results of the model were excellent. The classification accuracies for class 0 and class 1 are 0.96 and 0.88, respectively,
indicating high accuracy in predicting positive and negative samples. The RC is also good, 0.87 and 0.96 for Class 0 and Class 1, respec-
tively, indicating the ability of the model to identify true positive samples and reduce false positive and false negative samples. The F1
value further indicates the balanced performance of the model, 0.91 and 0.92 for Class 0 and Class 1, respectively. These results confirm
that NNs can maintain a trade-off between Pr and Rec.
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Overall, the model achieved an accuracy of 92%, indicating its robustness in performing two classification tasks. Macro-based average
metrics also indicate the strong generalization ability of the model. The structure of this configuration is described in more detail, and the
results are shown in Fig. 11, which further supports the conclusions regarding the optimal settings and performance of the NN.

Although the SVM and Random Forest models, both using Random Undersampling, achieved a Rc of 0.97, which is 0.01 higher than
that obtained by the NN, they did not perform well in terms of Pr. This indicates that although these models were successful in correctly
identifying most positive cases, they also had a high rate of false positives, which negatively impacts the model's overall accuracy.

This behavior is concerning, as Pr is a crucial metric for evaluating a model's ability to accurately classify positive and negative cases.
Due to these shortcomings in the Pr metric, both the SVM and Random Forest models cannot be considered candidates to be the best
model for this classification task. Despite their high Rc, their lack of Pr makes them less reliable and unsuitable options for applications
requiring high classification accuracy.

5.1. Testing neural network on IoT datasets and adversarial scenarios

To assess the generality and robustness of the proposed neural network (NN) model on the UNSW-NB15 dataset, additional tests were
performed using two loT-specific cybersecurity datasets—TON IoT and BoT-loT—and FaGsnarient Mestarient using SiSMF. The
TON IoT dataset, created by the UNSW-NBI15 and research team, includes telemetry and network traffic data from IoT sensors, with
attack categories such as DoS, Backdoor, and Injection. Preprocessing included "exploiting" and "non-exploiting," normalizing, and us-
ing the SMOTE technique to overcome class imbalance. The model achieved high performance with an overall accuracy of 89.4%, but
the accuracy decreased slightly as the attack types became more comprehensive. The BoT-IoT dataset, which contains classes such as
Recon, Theft, and DDoS, caused more problems due to severe class imbalance and noise. After feature adaptation and SMOTE, the NN
achieved an overall accuracy of 85.1%, with a clear decrease in precision but retained recall, indicating a strong detection ability without
compromise on false positives.

To evaluate the collision strength, an FGSM attack with perturbation parameter € = 0.1 was used on the UNSW-NB15 test set. The accu-
racy of the model decreased from 92% to 71.4%, and the precision and recall decreased drastically for both the "exploitation" and "non-
exploitation" classes. This shows that the NN model is vulnerable to adversarial attacks, leading to incorrect classifications of human-
perceived disturbances. Table 3 summarizes the performance of the NN model in different scenarios:

Table 3: Performance Comparison of NN Model on IoT and Adversarial Data.

Scenario Class Precision Recall F1-Score Accuracy
TON _IoT 0 0.91 0.88 0.89 0

1 0.85 0.93 0.89 B
ottt 0 087 030 053 1%
FGSM (¢=0.1) (1) 8;2 g% 8;8 71.4%

These results show that, while neural network models have excellent classification performance in various IoT scenarios, they also high-
light the need for techniques to improve susceptibility to adversarial perturbations, such as adversarial learning, dropout, or ensemble
methods. For use in secure environments, it is necessary to improve the robustness of models to such inputs.
Table 4 is a comparative table and summarizes prior ML-based IoT IDS approaches vs. your advancements:

Table 4: Comparison between Prior ML-Based IDS and Proposed Neural Network-Based IDS

Aspect Prior ML-Based IoT IDS Proposed NN-Based IDS (This Work)
Algorithms Used KNN, SVM, Random Forest, Naive Bayes Deep Neural Network with SMOTE balancing
SMOTE (oversampling) and RandomUndersampling applied sys-

Often ignored or addressed with basic sampling

Handling of Class Imbalance tematically

Feature Engineering Isdeilr:(i;?(()inpreprocessing; often manual feature Automated selection with PCA, NMF, RFE

Categorical Handling Minimal or inconsistent treatment One-hot encoding using get dummies

Normalization Often missing or inconsistent Standardized using StandardScaler

t(;:::;ralization DOErIDE: Rarely tested on external IoT datasets Validated on TON_IoT and BoT-IoT with strong performance
Performance on Exploit Class  Low recall and precision High recall (0.96) and F1-score (0.92) for exploit detection
Adversarial Robustness Not tested Evaluated using FGSM (g = 0.1); performance drop analyzed
Model Accuracy i\i/g::erate (=) G vataliisd RO High (92%) with a strong balance between Pr and Rc

Scalability and Adaptability Limited due to shallow models High, due to neural network architecture and modular preprocessing

5.2. Adversarial robustness

Although the proposed neural network (NN) model is effective in classifying exploitative and non-exploitative attacks, its robustness
against adversarial evasion attacks remains a critical concern. Defensive attacks, such as the Fast Gradient Signal Method (FGSM), im-
plicitly use input features to mislead the classifier without changing the underlying semantics of the network traffic. In this study, FGSM
was used with a perturbation value € = 0.1 to evaluate the robustness of the model. The NN model, which initially achieved 92% accura-
cy on the clean test set, dropped to 71.4% accuracy in the adversarial cases. Precision and recall decreased significantly, especially for
the minority (exploitation) class, indicating that the model is vulnerable to adversarial manipulations. This vulnerability poses a risk in
the real world, where attackers can intentionally make inputs to evade detection. Future work to address this limitation includes adversar-
ial learning, defensive distillation, and anomaly detection architectures to improve model reliability against such sneaky attacks. Devel-
oping reliable IDS solutions for dynamic and threatening IoT environments requires the inclusion of adversarial robustness as a key de-
sign requirement.
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6. Comparative summary of prior ML-based IoT IDS and current advancements

Below is Table 5 that summarizes prior ML-based IoT security solutions, their key limitations, and how this work advances the field:

Table 5: Summary of Prior ML-Based IoT Security Solutions and Advancements in this Work

Approach Limitations of Prior Works Advancements in This Work
K-Nearest Neighbors Struggles with high-dimensional data, poor exploit-class Dimensionality reduction with PCA/NMF, class balancing via
(KNN) detection, sensitive to imbalance SMOTE, and undersampling
ST Viasior M- High recall but low precision, poor scalability with large Grld.SF:archCV tuning, tested on multiple datasets, recall—
chine (SVM) datasets precision balance analyzed

Tends to overfit imbalanced data, lacks adversarial robust- Hyperparameter tuning, class balancing, and dimensionality
Random Forest (RF) : . )

ness reduction for improved generality
e e Strong for non-exploit class, but poor recall for exploit Combined \fv1th SMOTE and PCA/NMF to improve minority-
Traditional ML pipe- attacks class detection

. PP Limited preprocessing, poor handling of categori- Full pipeline: data cleaning, one-hot encoding, normalization,

lines . . . .

cal/imbalanced data and intelligent feature selection
Cross-dataset testing Rarely tested on external IoT datasets RN DN GG S H GG R S i

alization performance

FGSM-based adversarial testing performed; future defense strat-
egies identified

Models are mostly offline, lacking real-time or energy- Framework outlined for real-time, scalable, and low-power IoT
efficient implementation deployment

Adversarial robustness ~ Not evaluated

Deployment readiness

7. Future work

Future work will focus on increasing the size, energy efficiency, and real-time performance of the Intrusion Detection System (IDS)
model. To support large-scale [oT environments, the system must be configured for distributed or edge deployment to efficiently process
large amounts of data. Improving energy efficiency is important, especially for resource-constrained IoT devices; this can be achieved
using modern compression techniques such as merging and quantization. In addition, the current offline model needs to be transformed
into a real-time detection system that includes real-time traffic analysis, low-latency summary, and automated alert integration. These
improvements help make an intrusion detection system (IDS) practical, lightweight, and responsive for real-world IoT applications.

8. Conclusions

The two-layer NN model achieved the best results in vulnerability-based attack detection. The model exhibited strong performance met-
rics, achieving a Pr of 0.92, a Rc of 0.965, and an F1 of 0.92. The introduction of the SMOTE oversampling technique effectively over-
came the class imbalance problem, thereby improving the prediction ability of the model. In addition, the conversion of categorical vari-
ables into binary format through OneHotEncoding further improved the overall performance of the model. These findings demonstrate
the effectiveness of deep learning methods in cybersecurity applications, especially in identifying vulnerability-based threats. The ability
of NNs to learn and recognize complex patterns in data is a key factor in achieving high- Pr identification of such attacks.
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