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Abstract

This research focuses on the design and implementation of Zero-Dynamics Attacks on a Quanser coupled tank plant and proposes a de-
tection scheme to mitigate such cyber-physical threats. Zero-Dynamics Attacks are particularly insidious because they can initially re-
main detected by conventional monitoring methods while causing significant disruption. The study begins by characterizing the plant
through control loop design and extracting its key parameters for accurate simulation. Simulations conducted in MATLAB demonstrate
that Zero-Dynamics Attacks can remain hidden for extended periods, posing a critical risk. However, when transferred to a physical envi-
ronment, actuator saturation limits the effectiveness of these attacks, introducing an unexplored area in cyber-physical system security.
This research highlights how multi-frequency modeling can be leveraged to alter system dynamics and eliminate unstable zeros, improv-
ing the chances of attack detection. Furthermore, the study proposes early detection algorithms tailored to identify the presence of Zero-
Dynamics Attacks before irreversible damage occurs. The results underscore the potential of saturation-aware defense strategies and
open new directions for securing cyber-physical systems against stealthy intrusions.

Keywords: Zero-Dynamics Attacks, Quanser Coupled Tank Plant; Irreversible Damage; Cyber-Physical Systems; Stealthy Intrusions.

1. Introduction

Infrastructure security has become a top priority in modern industrial environments. As technology infrastructures continue to evolve,
particularly in communications networks, control systems, and work environments, enterprises face unprecedented challenges in main-
taining the integrity and reliability of their systems. With this complexity comes an increase in cyber vulnerabilities as more components
of industrial systems connect and interact with the internet and cloud-based services (Hu et al., 2023; Zahid et al., 2024; Amin et al.,
2021; Duo et al., 2022).

One of the main reasons for the proliferation of cyberattacks in recent years is the proliferation of vulnerabilities in different layers of the
system architecture. Industrial systems now include a wide range of internet-connected devices, such as programmable logic controllers
(PLCs), sensors, actuators, and computing nodes (Shih et al., 2016, Wang et al., 2021, Kazemi et al., 2021). These devices in critical
infrastructure, such as refineries and manufacturing plants, are typically not designed with robust cybersecurity measures in mind. In-
cluding them in broader digital environments without adequate security mechanisms exposes them to threats ranging from unauthorized
access to sophisticated malware to same-day exploitation (Ma, Che, & Deng, 2022; Shalini et al., 2023; Yang et al., 2022).

As a result, the threat landscape has expanded dramatically, with attackers targeting not only enterprise IT networks but also operational
technology (OT) environments. The convergence of IT and OT has increased the impact of cyber incidents, which can disrupt physical
processes and cause damage worldwide (Liu et al., 2023; Albalawi & Ganeshkumar, 2024; Kumari & Mrunalini, 2022).
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Ev unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.
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Given these growing threats, early detection of cyberattacks is crucial to minimize damage, ensure system resilience, and ensure business
continuity. Early detection mechanisms, including intrusion detection systems (IDS), anomaly-based monitoring, and machine learning
techniques, can generate real-time alerts, enabling rapid incident response and system recovery (Mollapour et al., 2022). Proactive detec-
tion, combined with a secure approach and ongoing monitoring, forms the foundation of modern industrial cybersecurity strategies.

1.1. Scope and final products

Table 1: Operational and Simulation Outcomes in Water Tank Control and Security Analysis

Proposal Result

Operation of Quanser water tanks The coupled tanks were assembled, and PI control was implemented to manage the tank height.
The work focused on studying zero-dynamic attacks due to the damage they can cause to a plant and the diffi-

Study of cyber-physical attacks T e

Simulations of water tank models and Several simulations were performed on the nonlinear and linearized models of the Quanser plant. Once the
zero-dynamic attacks models were verified, the zero-dynamic attack was carried out.

Implementation of the attack in a physi- The implementation of the attack on the physical plant was not possible because the water pumps were satu-
cal plant rated.

Operation of Quanser water tanks The coupled tanks were assembled, and PI control was implemented to manage the tank height.

2. Literature review

Reji et al. (2023) created an intrusion detection system (IDS) specifically for Internet of Things (IoT) networks by combining the Seagull
Optimization Algorithm (SOA) with an Extreme Learning Machine (ELM) classifier. Employing the CIC-IDS-2018 dataset, the hybrid
model attained impressive performance measures: 94.22% accuracy, 92.95% precision, 93.45% detection rate, and 91.26% F1-score.
This method highlights the capability of merging optimization algorithms with machine learning classifiers to improve IDS performance
in [oT settings.

Huang and Li (2022) examined the susceptibility of machine learning-driven network attack detection models in power systems to adver-
sarial threats. They suggested a mitigation approach based on causal theory, intending to enhance the resilience of these models to adver-
sarial disturbances. This method lessens dependence on adversarial examples and computational power, improving the robustness of
power system monitoring infrastructures.

Kavousi-Fard et al. (2020) proposed a framework that utilizes machine learning to identify cyberattacks in wireless sensor networks situ-
ated in microgrids. The approach uses prediction intervals obtained from the Lower Upper Bound Estimation (LUBE) method to detect
anomalies in smart meter data. This method improves the identification of data integrity assaults, aiding in the secure functioning of mi-
crogrids.

Combastel and Zolghadri (2020) introduced a Distributed Zonotopic and Gaussian Kalman Filter (DZG-KF) aimed at reliable state esti-
mation in CPS. By integrating symbolic zonotopes and a Unique Symbols Provider (USP), the approach efficiently manages bounded
disturbances and stochastic noises within a distributed network. This improves the dependability of state estimation in CPS settings.
Chen et al. (2021) examined the difficulties of distributed fusion estimation in CPS, considering communication delays and reduced di-
mensions. They created a recursive Distributed Kalman Fusion Estimator (DKFE) that addresses information loss caused by delays and
dimensionality reduction. The method guarantees stability and lowers computational complexity, making it appropriate for real-time
applications in CPS.

Choraria et al. (2022) examined the structure of false data injection (FDI) attacks aimed at distributed process estimation within CPS.
Their research underscores the risk that adversaries pose to estimation accuracy by introducing misleading data, stressing the necessity
for strong detection and mitigation strategies to protect distributed estimation processes.

Wang et al. (2022) explored control methods for discrete-time nonlinear systems in the context of denial-of-service (DoS) attacks. They
suggested an adaptive event-triggered control scheme based on a neural network that modifies communication thresholds according to
system dynamics. This method improves system resilience against DoS attacks by maintaining stability and minimizing unnecessary
communications.

Ma et al. (2024) concentrated on distributed secure estimation amidst sparse FDI attacks. They created estimation algorithms that pre-
serve accuracy in the face of harmful data, safeguarding the integrity of CPS operations. This study aids in the advancement of robust
estimation methods that can endure limited adversarial attacks.

Ma, Ya, and Fan (2024) propose a sustainable self-triggered predictive control strategy for nonlinear systems under two-channel decep-
tion attacks, focusing on both sensory and actuator pathways. By combining self-monitoring, MPC, and attack-resistant hosts, this meth-
od reduces the frequency of updates and improves security. Although effective in a variety of nonlinear settings, MPC can face limita-
tions due to computational demands and reliance on accurate system modelling.

Eslam, Kazem, and Khorasan (2024) investigate event-driven stealth attacks on CPS exchanges, providing a design and research frame-
work for exploiting system residuals and exchange vulnerabilities. Their work shows that hybrid dynamics mask the attack, but the de-
tection accuracy depends on the correct model of the transformation behavior.

Ku et al. (2024) proposed a secure shell encryption method for smart grids by embedding Paillier homomorphic encryption, which allows
evaluating the encryption state against cyberattacks. The approach maintains data confidentiality and integrity but introduces significant
computational overhead and imposes secure key management.

Xin and Long (2024) propose a learning-based passive resilient controller that maintains system stability against stealthy deception at-
tacks and loss of actuator control. Through adaptive learning and passive control, the system ensures the stability of BIBO without active
control power. However, its effectiveness depends on the quality of training and lacks active recovery capabilities.

3. Problem description and justification of the work

The security of cyber-physical systems has taken on a highly important role in recent years. The ability of an attacker to damage process-
es or control plants without being detected led to the completion of this work. For example, work (Hu et al., 2023) shows that it is possi-
ble to access the power grid and change the estimated power states, all without being detected by false information injection detection
methods. The latter is just one example of the wide range of attacks that can be carried out on a control system. This work proposes de-
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tection methods that will prevent damage to both the product and the machines. A system with a zero is potentially vulnerable to a zero
dynamics attack. Therefore, it is especially important to have detection methods to counteract possible damage.

4. Theoretical and conceptual framework

4.1. Theoretical framework

Cyber-physical systems integrate both computation and communication to control entities in the physical world. These systems are com-
posed of sensors, actuators, controllers, and communication devices (Hu et al., 2023).

4.2. Conceptual framework

The security objectives of these systems are to maintain communication channels and ensure the availability of sensors and actuators.
However, cyberattacks targeting control systems compromise the integrity of the information and the availability of the systems (Zahid et
al., 2024).

Cyberattacks can be classified into three groups: deception attacks, DoS attacks, and direct attacks. A deception attack consists of send-
ing false information from a sensor or controller. This information may include an erroneous measurement, an incorrect measurement
time, or a false sender ID. A DoS attack prevents the controller from receiving sensor measurements; this is achieved by blocking com-
munication channels or attacking the transmission protocols. Direct attacks consist of physical manipulation of the plant (Hu et al.,
2023).

Technology offers solutions based on proactive and reactive mechanisms and design principles for the proposed cyberattacks. Authenti-
cation methods are proposed as proactive mechanisms that prevent unauthorized access by unwanted users. Message encryption is also
essential to ensure secure communication. Reactive mechanisms allow for the detection and response to an attack, but one problem with
their implementation is false alarms and failed detections, which can lead to considerable losses in a plant where production must be
maintained. Finally, design principles establish that a system is secure if the model proposed for the attacker is true. Therefore, security
systems must not only consider infrastructure protection but must also be kept up-to-date with the evolution of the different attacks and
models that the attacker may use (Zahid et al., 2024).

5. Work definition and specification

A cyber-physical system integrates computing, communication, monitoring, and control systems. This system is composed of sensors,
actuators, and control processors. For modern control applications, the components that make up the cyber-physical system are critical to
its operation. A failure in one of the systems can cause irreparable damage to the physical system being controlled.

A cyber-physical system performs critical functions in infrastructure, such as the power distribution network, oil companies, natural gas
extractors, and transportation systems. The failure of any of these sectors can negatively impact security, health, and the economy (Hu et
al., 2023).

Studies have been conducted on prevention mechanisms, but they do not consider how a system can continue operating when under at-
tack. And the analysis of faults caused by a malicious attack is still very superficial, so there are no tools to protect plants against attacks
such as zero dynamics.

5.1. Specifications

The project is limited to studying zero dynamics attacks, specifically those of a Quanser plant. The work studies the situation where, even
if a plant does not have a zero, when discretized, it is possible to introduce a zero that may even be unstable, which can lead to irrepara-
ble damage to expensive and process-critical equipment.

This work proposes attack detection through multi-sampling, which is expected to estimate plant values in order to detect an attack in
time.

The failure of the physical implementation was not due to the weaknesses in the theoretical framework, but rather to the practical limita-
tions of the cyber-physical system, especially the actuators' charging. For future work, a hybrid approach that combines theoretical mod-
els with realistic system constraints and uses physical constraints as protection mechanisms is key. With this, detection systems such as
multi-sampling can be better applied to real-world industrial control systems.

6. Work methodology

6.1. Information search

Using control theory, a controller model was implemented for the plant. Thanks to system dynamics, it was possible to model the plant
and perform its respective linearization. To make the appropriate plant connections and verify its modeling parameters, the Quanser
guide for coupled tanks (Duo et al., 2022) was used. This work was based on the work on cyberattacks by Zahid et al. (2024). As support
for the implementation of the attack and subsequent detection, we used works such as that of Mohammad (Ma, Che, & Deng, 2022), in
which a Zero-Dynamics Attack was implemented on an AVR. With the help of Luis Felipe Giraldo, my work advisor, the characteristics
of the Zero-Dynamics Attack were studied, and simulations of it were performed in Matlab.

6.2. Development alternatives

At the beginning of the work, various studies were considered on types of attacks other than the Zero-Dynamics Attack, such as the re-
play attack or integrity attack. However, ultimately, a study exclusively of the Zero-Dynamics Attack was conducted in order to imple-
ment a physical setup of the attack. A discrete model was chosen for plant modeling as these models are the closest to reality. MATLAB
can approximate continuous models, but for the physical implementation, a continuous model with a discrete controller was used.
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The Zero-Dynamics Attack uses the system's zeros to generate an exponential input with a zero output. The plant studied did not have
any zeros, but a zero was introduced when discretizing it to allow the zero-dynamics study of the plant to be performed.

7. Implementation

7.1. Plant characterization

The Quanser coupled tanks plant (Duo et al., 2022) consists of two coupled tanks. The dynamic system was characterized. The output of
tank 2 was obtained from Equation 1.

Foz = Ap2Vo2 (D

Where F represents the flow and V the flow velocity, and A is the cross-sectional area. Applying Bernoulli's equation for small holes
gives Equation 2

VOZ =4/ ZGLZ (2)

Where L1 and L2 represent the height of the water column. Replacing Equation 2 in Equation 1 for the tank, Equation 3 becomes:

Fop = A02\/ 2GL, 3)

The inlet to the tank is given by Equation 4

Fjp = A01\/ 2GL, )

Using the principle of mass balance, Equation 5 is obtained

d
Ay (a Lz) = Fiz = Fpp (5)
Replacing the equations and arranging the data, Equation 6 is obtained

d ., —Ag/2GL+Ag14/2GL;

w2 =T A, ©)

To obtain the equilibrium water level, the system is verified in a state of equilibrium. In this state, all derivative terms become zero, and
Equation 7 is obtained.

Aoz+/2GL, = Agi4/2GL, (7

Rearranging the data in Equation 7 gives the equilibrium water level expressed in Equation 8.

AZ,L
Lip = % (3)

Next, a Taylor series linearization is performed, yielding Equation 9.

9
dt 2 Arz 2y8Ll2o Az 24/8L1o Arz ©)

d L, = —Ao2y/28L20+A01y/28L10 1 AgpV2 Ly 1 Ag1V2 Ly,

At the linearization point, the system is in a stable state, so the equality of Equation is obtained 10.

Apzy/28Ly = Agy4/28L4 (10)

And the linearized equation simplifies to Equation 11.

EL — _1ApV2gly; | 1ApV2glyy (11
de 2 2 Jglzo Az 2 y/8L1o Az
A similar procedure is performed to obtain the linearized system of tank 1, obtaining Equation 12

1
4. 1= - o2l | KV (12)
dt /8L1o Ay Ay

Using Equation 11 and Equation 12, the state equation representation is obtained, which is presented in Equation 13.

_ Ao1V2g

e 0
L4 _ 2y/gL1o Ay [Lu] + A—p v
21 AoV2g _ _Anvzg |lL2 0[1 ol

2y/8L1o Atz 2y/gL2o Atz
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7.2. Simulation

To perform the simulation, the tank values are substituted into Equation 14. The values the plant will work with are presented below
(Duo et al., 2022).

Ag1 = 0.1781

g = 981

Lo = 15

Ly = 15

Ay = 155179

Ap = 155179

kp = 3.3 (14)

Plugging the values into equation 3 gives Equation 15.

L1 _ [~0.0635 0 ] L11]+[0.2327]V (15)

Ly, L 0.0635 —0.0635][Ly;

The transfer function of system is obtained from equation 16, from which the transfer function of the system represented in equation 17
is obtained.

G(S) = C([SI — A]"! * B) (16)
e an

A proportional-integral control with feed-forward control is proposed, as shown in Figure 1. Block reduction gives Equation 18.

L ‘ X+ 5 Y+ 105
et | :;,/—\______IK —EOE O Gy) L

Fig. 1: Feed-Forward PD Control.

S2 4 (1+kacKp1)s + KaerKin _ 0 (18)
t, t,

The desired characteristic equation for the system can be expressed by Equation 19, solving for the unknowns Kp1 and kil to obtain the
two sets of equations expressed in Equation 20 and Equation 21.

wi
S2+27wps+w? (19)
Ky = 2800t —1 (20)
ch1
2
Kjy = 2l @1
kdcl

Using Equation 22 and Equation 23, the values of Kp and Ki can be obtained; the controller calculations are performed for both tanks.

1n(ﬁp01)2+n2

4

Cits 1

W1 (23)
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7.3. Zeros and the zero output problem

A discrete system S(A,B,C,D) is considered with one input and one output, in the form of Equation 24.

x(k + 1) = Ax(k) + Bu(k)

y(k) = Cx(k) + Du(k)

keN = {0,1,2,..} (24)
A, B, C, D are real matrices with appropriate dimensions. The system is called proper if D # 0, otherwise the system is called strictly
proper.

A number A € C is an invariant zero of the system in Equation 24 if there exist vectors x0 # 0 € C (state zero direction) and g € C such that
A, x0 and y g satisfy the relation in Equation 25.

e I

A € C is defined as the transmission zero of a transfer function if it is a zero of the minimal realization of the state variables, and the trans-
fer function G(z) is called degenerative if it has an infinite number of transmission zeros; otherwise, it is called non-degenerative.

For each invariant zero, it is possible to assign an input that generates a zero output. To prove the above statement, the system is consid-
ered complex, allowing complex inputs, outputs, and solutions, denoted respectively as u, y, and y x.

If A € C is an invariant zero of the system and A, xo, g satisfy equation 2, then the input is of equation 26,

g fork=0

g fork=1,2, ... (26)

a0 = {
Will generate the solution of equation 27,

(k) = { x% fork=0 @7

Ax0 fork =1,2, ...
And the system response will be y(k) = 0 for all k eN (Yang et al., 2022)
7.4. Design and simulation of zero-dynamic attack

The plant state variables are given by equation 28,

—0.0635

A= [0.0635 —0.0635]

B [0.2327]

c=1[o 1]
D=0 (28)

The plant is discretized using the "First Order Hold" method with a sampling rate of 0.5, where the discrete state variable equations were
obtained as in equation 29,

A [0.968748738993070 0
47 10.030757772463030 0.968748738993070
_ [0.103035083439317]
47 10.003254053222734
Ca=1[0 1]
= 5.539192949936821~* (29)

When performing the discretization, two zeros are introduced into the system A = —3.6734 and 4 = —0.2637. Any zero greater than 1 is
unstable, so this is the number used to perform the attack. Given that A =—3.6734 and applying Equation 25:

Ax]— Ad _Bd 0
e o= 60)
Replacing the values, the following system is obtained as in equation 31:
—4.6421 0 —0.1030
—0.0308 —4.6421 -0.0033 (€3]
0 1.000 0.0006
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A solution to the problem is as in equation 32:

0.0222
Xl] [ 000060} (32)

0.9998

The attack will be in the form of Equation 33 where Zo is the unstable zero introduced through discretization.
d[i] = gz} (33)

Figure 2 shows the response of the linear plant to the attack. It can be seen that although the height of tank 1 (blue line) increases expo-
nentially, the value of the system's output (orange line) remains at zero.

H ——sfate 1
Output

[ ‘

o051 1 1 -

a !
o 2 4 & a 10 12

Fig. 2: Attack Simulation.
7.5. Multi-frequency sampling
Conventionally sampled systems are those in which the input and output variables are sampled every T time periods. There are synchro-

nous and asynchronous cases, if there are delays. A multi-frequency system is one in which sampling occurs at different frequencies.
Figure 3 shows a system with two sampling frequencies: a global sampling frequency, Tk, and a faster sampling frequency, kT.

T, = kT
1 L
>
Ie . .
t,=KI'+ A
L | —
, T, ! t>

Mu1t1 Samplmg

The SISO structure, shown in Figure 4, considers two independent sampling frequencies: one at the regulator output and one at the pro-
cess output. One sampling frequency is performed every T/m instants at the regulator output, and one sampling frequency is performed
every T/n instants at the process output.

T/m T

| ~ _.|zoH .| Continuous |~
Regulator — process 1

Fig. 4: Multi-Sampling Structure.

For the water tank, a variant of MRIC (multi-rate input controller) is used, which seeks to set m = 1 and n = 1/N to ensure that the control
signal is generated every T time instants while the process output is generated every NT time instants.

The lifting method applied to periodic systems and multi-frequency system modeling consists of obtaining a time-invariant single-
frequency model equivalent to the multi-frequency system, but with a greater number of inputs and outputs than the original system.
Kranc introduced vector connection decomposition, a method that represents multi-frequency sampling as the superposition of several
conventional samples, all of them working with the longest sampling period considered in the system. This allows the use of single-
frequency system analysis methods provided the ratio between frequencies is an integer (Liu et al., 2023).

Using the Velez model (Shalini et al., 2023), a new model for the tanks was obtained, presented in Figure 5. The new model has no ze-
ros, so it is not possible to apply the zero dynamics attack.
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S =2
wl 0.%sa7 o
x2 0.,03078 0,987

ul {kTo+d)
*1 0,503
x2 D.003254

=1 HxZ
v1(kTod} o 1
y1I{(kTo+0.25) 0.03076 0. 8687

D -
ul {KTo+0})

y1{KkTo+0} 0.000553%
i (kTes0.25) 0.003254

Fig. 5: "Lift" Model.

8. Description of the result

The project was structured in three stages: attack implementation and simulation, implementation of the proposed detection method, and
physical implementation on a plant. The details involved in the development of each stage are presented below.

8.1. Attack design and simulation

A bibliographical survey was conducted, studying authors such as Texeira, who introduce concepts about cyber-physical attacks. To
implement the attack on the water tanks, it was necessary to introduce an unstable zero through discretization using the First Order Hold
method. Finally, the attack was implemented on both the linearized and nonlinear plants.

8.2. Detection method design and simulation

Based on the work (Ma, Che, & Deng, 2022), a detection model based on multi-frequency sampling was developed. The system has a
global sampling rate of 0.5 seconds, but the tank outlet is sampled at 0.25 seconds, for which the crank operators proposed in the work of
Vélez (Liu et al., 2023) are used.

8.3. Physical implementation

For the physical implementation, a plant characterization was performed, and real-time plant control was performed using the parameters
given by Duo et al. (2022). It was not possible to implement the Zero-Dynamics Attack in the plant because the effect of saturations on
the tank motors was not considered.

8.4. Computational work

The Matlab toolbox presented and studied in the works (Yang et al., 2022). The toolbox's operation is based on the crank operators,
which are described below.
A continuous system G(s) is modeled in a discrete multi-frequency scheme to obtain GT°(z) as in equation 34,

G(s) = ’é g] and GTo(z) = ‘é g] (34)

The multi-frequency system has the following form of equation 35:

X(K + 1T, = Ax(kT,) + BuP(kTy) ,
{ YP(KTy) = Cx(KTy) + DaCkTy) < 2
uD(kTo) = [u(kTo) u(kTo + Tl) ...... u(kTo + (N1 - 1)T1)]T
yP(kTo) = [y(kTy) yKTp+Tp) ... u(kTy + (N, — DT)]T (35)

G(s) is the system associated with the state variables, and GTO (z) is the multi-frequency digital system with a period T0O. The period
T0/m is the input period, and the period T0/n is the output sampling period.

The Crank operator converts N1 inputs spaced every TO/N1 seconds into N1 inputs at an instant KT0 (called the vectorization process),
and converts N1 inputs at an instant KT0 into N2 outputs spaced every T0/ N2 seconds (called the reduction process).

Quadruple [A B ; [C D] of the corresponding crank operator, this is a way of internally representing a period TO for an unconventionally
sampled process. Figure 6 shows the crank system model, where [A, B, C, D] represent the internal system operating at a frequency t0, n
is the number of samples at the process output, m the number of samples at the process input, and k the number of samples at frequency
t0 in a meta-period to (Yang et al., 2022).

A¥ e A B .. AyB
D
T z) = A B |- ——— e 1mm
r ( ) o 5 Cl . Dll o A
Cpp oveee Dny --- Dum

Fig. 6: Crank.
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Fig. 7: Crank Operators.

Figure 7 presents the equations for the implementation of the Crank operators.

The model is defined for a period TO, but internally operates with a t0 sampling rate to correctly reorder the samples taken at both the
input and output levels.

All simulations were performed in Simulink, and the discrete and state variable models were obtained using MATLAB. For the real-time
implementation, RT-LAB was used, a Simulink add-on.

9. WorKk validation

9.1. Testing methodology

To validate the attacks, the zero values were varied, along with the direction parameters, to verify that the zero dynamics effect was being
applied.

The attack was implemented on the nonlinear plant, and the effect of the attack on the system was verified. This test allows us to review
what happens in a real plant where linearization is not present.

A Zero-Dynamics Attack is performed on the multi-frequency plant, verifying whether the attack can be detected and whether the new
model still maintains the plant's original dynamics.

9.2. Validation of simulated results

—46421 0 —0.1030] [—0.0222 —0.0431715
—0.0308 —4.6421 —0.0033|+|—0.0006|=|-0.7976"15
0 1.0000 0.0006 0.9998 0.1058°1°

Fig. 8: Zero Dynamics Validation.

Figure 8 presents the validation of Equation 24 for the values obtained by MATLAB. As can be seen, the result is not exactly zero; it is
very close to zero. However, when the zero dynamics attack is performed, this value begins to grow until it reaches a point where the
approximation of this value is different from zero. This error occurs because matrix A has a determinant of 1.4222—15, which MATLAB
considers to be a matrix close to singular or poorly scaled, so reaching the value of zero is impossible.
Below, an attack is presented, along with the implications of the value not being exactly equal to zero.

! ~—state1
Qutput

0.5

05

q 2 4 ] 2 10 12

Fig. 9: Attack.

The output value, the orange line, remains relatively small, but as the attack progresses, it reaches values that are no longer negligible. If
you zoom in on Figure 9 at t=14, the output value already begins to show values above one, and from this point onward, it continues to
grow, as evidenced in Figure 10, where the output, represented by the orange line, moves away from zero.
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Fig. 10: Attack.
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The direction of the zero states functions as a scale; changing their value only changes the moment at which the attack begins. Figure 11
shows how changing the value of g to a much smaller value causes the attack to begin at t=14, and not at t=0 as in Figure 10. However,
the dynamics remain the same; the output value will continue to grow until it reaches a value that cannot be brought close to zero.
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Fig. 11: Change in the Value of g.
The value of A determines the value closest to zero for the multiplication in Equation 24.

Ax1—Aq —BglXo
s (39)

Changing this value results in the attack being detected more quickly. [llustration 13 presents this situation. When performing the attack,
the zero dynamics will only be met for the system zero. In the case of this work, due to numerical problems and poorly scaled matrices,
implementing the attack with the system zero will be the attack that will take the longest to detect, as evidenced by the blue line in Figure
12.

zer0 [3.67557] |
zero [-3] ]

1} zero [-3]

4
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Fig. 12: Zero Change. Correct Zero Is the Blue Line, and the One That Takes the Longest to Change from Zero.

9.3. Nonlinear plant simulation

The nonlinear plant model using this system, the zero-dynamic attack was performed, resulting in Figure 13.
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Fig. 13: Zero-Dynamic Attack on A Nonlinear Plant.

The attack begins at t=80, but the output, the orange line, remains at zero until t=83. This occurs because the attack was designed for the
linearized system. Therefore, once the height state of tank one begins to exit the linearization range, the model changes, and the zero-
dynamics no longer apply. However, during the period in which the zero-dynamic applies, the attack cannot be detected, and tank one
begins to overflow.

9.4. Simulation of the multi-frequency model

Figure 14 shows the comparison between the multi-frequency model and the single-frequency model. As can be seen, multi-frequency
estimation maintains the system dynamics and is a very close approximation to the single-frequency model.
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Fig. 14: Comparison of Multi-Frequency and Single-Frequency Models.

Figure 15 shows the comparison between the multi-frequency and single-frequency models under a Zero-Dynamics Attack initiated at
t=100. Once the attack begins, the multi-frequency system detects the attack because the model has no zeros. Meanwhile, the single-
frequency model cannot detect the attack until almost 10 seconds have passed. Figure 15 demonstrates that the Zero-Dynamics Attack
can be detected through a model change using multi-frequency sampling.
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Fig. 15: Attack on a Single- and Multi-Frequency System.
Figure 15 shows the outputs of the multi-frequency and single-frequency systems. The attack begins at t=100, but the single-frequency
model continues its dynamics without detecting the attack, while the multi-frequency model begins to oscillate exponentially, allowing
the attack to be detected.

9.5. Plant saturation

Helght (em)

Time

Fig. 16: Saturation.

Figure 16 shows the situation where there is saturation in the plant. Saturation does not allow the attack to grow exponentially, so the
attack cannot overflow the tank. However, from this, using saturation makes it possible to counteract zero-dynamic attacks. By designing
an appropriate saturation, it is possible to leave the system in a state of oscillation where the height of tank one varies constantly, but the
height of tank 2 remains constant. This last situation was what occurred when the attack was physically implemented: one of the tanks
oscillated constantly, while tank 2, the outgoing tank, remained constant.

9.6. Experimental setup
9.6.1. Quanser plant characterization

The plant was assembled and connected to its connections. Using the RTlab tool for real-time simulations, the plant was connected to
MATLAB, and PD control was implemented. To implement the controllers and simulate the plant, the plant was linearized around the
operating point, 15 cm. Once the system was linearized, the controller values were obtained, and their operation was reviewed both in
simulation and in the physical operation of the plant.

Dynamic models of the plant under study were created, their operation was tested, and a control loop was implemented. Figure 17 shows
the impulse response of the nonlinear system implemented in Simulink.
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Fig. 17: Impulse Response Tank Simulation.

9.6.2. Implementation of attacks on Quanser tanks

50

A Zero-Dynamics Attack is implemented in Simulink; the setup is presented in Figure 18. To carry out the attack, the system was discre-
tized, and the attack was carried out on an unstable zero of the discrete system.
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Fig. 18: Simulink Setup for Zero-Dynamics Attack.

Figure 19 shows the form of the attack. The attack grows exponentially, which can lead to plant damage if not detected quickly.
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Fig. 19: Attack.
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Fig. 20: Zero-Dynamics Attack on Plant.

Figure 20 shows the result obtained from carrying out the attack on the plant, once it was discretized and linearized.

9.6.3. Detection process approach

Through the results obtained in the implementation of the attacks, methodologies that allow for early detection of attacks are investigated.
Through a literature review, the use of a controller with a double sampling rate was defined. This approach to the problem seeks to sam-
ple the plant at a higher rate than First Order Hold, which converts information from discrete to continuous. Using the Matlab toolbox
implemented by (Shalini et al., 2023), a new multi-sampling model was generated, eliminating unstable zeros while maintaining the same
system dynamics. Figure 21 shows the system used to create the multi-sampling model.
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9.6.4. Results analysis

A comparison of the detection and attack methods implemented was performed. Finally, the attack was implemented in the physical plant,
but the expected results were not obtained because the saturation of the motors never allowed the Zero-Dynamics Attack to be fully ef-
fective.

10. Discussion

A Zero-Dynamics Attack was implemented on a nonlinear plant. To carry out the attack, it was necessary to introduce a zero through
sampling. Using First Order Hold, an unstable zero was generated in the system. Using the unstable zero, it was possible to implement a
Zero-Dynamics Attack, which was corroborated through simulations. Equation 24 establishes the necessary conditions to solve the zero-
output problem. The system in Equation 24 should yield zero, but due to numerical problems and ill-conditioned matrices, the value is
not exactly zero but very small. When implementing the attack, the value remains negligible for 10 seconds, but as the attack continues to
grow, the value is no longer negligible, and the output can no longer be considered zero.

Multi-frequency sampling was proposed to change the plant model, maintaining its dynamics but removing the unstable zeros. The phys-
ical assembly of the plant was not possible due to motor saturation, which quickly saturates, preventing the Zero-Dynamics Attack from
taking effect. The latter was the only objective that could not be met, and it leads to considering saturation as a possible countermeasure
against cyberattacks, since these theoretically grow exponentially, but in practice, systems face physical limitations. In the case of the
tank, despite sending a higher voltage signal, the water flow would not exceed a limit, so the attack could damage the motors, but it
would not overflow the tank. To implement the multi-sampling detection method in physical plants, it is proposed to have an estimated
model, based on the multi-frequency system, which is compared with the actual tank output. When an attack occurs, the estimated system
can warn that a threat is present, since the estimate does not match the zero output shown by the physical plant.

While this study advances understanding of Zero-Dynamics Attacks and their detection in cyber-physical systems, it raises important
ethical and practical considerations. Ethically, sharing knowledge about exploiting unstable zeros can risk dual-use misuse, where mali-
cious actors may leverage this information to compromise critical systems. To mitigate this, the work avoids sharing sensitive implemen-
tation details, advocates responsible disclosure, and promotes adherence to cybersecurity research guidelines. Practically, the multi-
sampling detection approach, while effective, incurs computational overhead and may strain embedded systems with limited processing
capabilities. Accurate modeling is also crucial, as system nonlinearities and noise can impair detection reliability. Moreover, while physi-
cal constraints like actuator saturation may limit attack feasibility, they are not foolproof and may be circumvented through alternative
stealthy strategies. Finally, generalizing the framework to other CPS domains requires addressing system-specific variations and ensuring
scalable, real-time implementation. Future research should explore hardware-accelerated solutions, adaptive sampling, and model-
agnostic detection strategies to address these challenges responsibly.

Although the study focuses on control engineering based on Quanser, the proposed methods—especially the multilevel search scheme
and unsteady zero dynamics analysis—are widely applicable to various cyber-physical systems (CPS). Many CPS, such as autonomous
vehicles, industrial robots, smart grids, and medical devices, exhibit similar discrete-time control behavior with unstable zeros due to
digital implementation and sampling. The principles behind the use or detection of zero-dynamic attacks are relevant in each of these
fields. However, practical application requires a search strategy focused on system-specific dynamics, sensory characteristics, and opera-
tional constraints. In addition, the robustness of uncertainty, nonlinearity, and perturbation modeling needs to be improved for real-world
applications. By generalizing the modeling framework and incorporating system identification or learning-based evaluation, the proposed
approach can be extended to ensure safe performance in different CAP environments.

The physical implementation of the zero-dynamic attack prevented saturation of the actuator, primarily because the control inputs re-
quired to apply the system’s unstable zero exceeded the operating limits of the motor. In theory, such attacks require precise and often
powerful control signals to remain stealthy during a system failure, but real-world actuators face severe constraints on torque, speed, and
voltage. At the Kwanser plant, these constraints limited the loading rate and allowed deviation from the planned attack trajectory to be
detected. To overcome this, several strategies can be considered: (1) adjusting the motor parameters or using higher-capacity actuators to
accommodate larger input amplitudes; (2) reducing the attack trajectory or improving the stealth profile to remain within saturation limits;
(3) the use of soft mesh models in simulation for attack reconstruction under more realistic input constraints; or (4) testing the method on
alternative CPS platforms with more flexible or higher dynamic range actuators. This adaptation provides a better fit to theoretical attack
models and physical system constraints, enabling practical validation and wider deployment.

This paper presents a comprehensive survey of zero-dynamic attacks on cyber-physical systems (CPS) by providing a practical approach
for representation using different frequency samples. The study is based on rigorous modeling, simulation, and partial physics implemen-
tation, and it provides important insights into the limitations and practical considerations, particularly of actuator overlays as a passive
protection mechanism. The novelty of this work is the use of crank operator theory and multi-sample search schemes to remove unstable
zeros introduced during discretization. While the theoretical and simulation results are encouraging, the details—structure, clarity in
technical explanations, and in-depth discussion of the generality of the approach—need to be considered to improve efficiency and im-
pact. Overall, this paper has great potential to make a meaningful contribution to CPS security research.

11. Conclusions

Multi-frequency modeling allows for the detection of Zero-Dynamics Attacks by changing the system model and eliminating unstable
zeros. The Zero-Dynamics Attack did not maintain the output at zero for all iterations due to numerical issues, but the attack can remain
undetectable for a period sufficient to cause serious damage to a plant.
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In simulations, the attacks work and are undetectable, but once they are implemented on a physical plant, saturations prevent the Zero-
Dynamics Attack from being fully effective. The effect of saturations has not been studied in the field of cyber-physical attacks, and
future work could explore their effect on preventing an attack and how to design a saturation-oriented protection against attacks.
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