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Abstract

The progression of internet technologies, such as Industry 4.0, IoT (Internet of Things), Industrial IoT, Medical of Things (Mol), and Web
3.0, has led to a continual increase in cybersecurity issues. These technologies improve users' lives by making devices accessible online.
This is sometimes referred to as the Internet of Everything, or IoE. With the rise in internet users and connected gadgets, fraudsters might
take advantage of susceptible hosts. The networked gadgets display specific weaknesses that enable their exploitation. Malicious software
such as malware, botnets, and intrusions can be utilized to compromise these devices. The ability of fileless malware to infiltrate a system
without leaving evidence of exploitation has been utilized by astute, systematic, and targeted hackers. The malicious software exploits the
system's vulnerabilities. As per OWASP (Open Web Application Security Project !, the ten most exploited vulnerabilities in 2021
encompass server-side request forgery, injection, insecure design, compromised authentication, software and data integrity failure, security
misconfiguration, broken access control, and inadequate logging and monitoring. Machine learning and deep learning methodologies ex-
hibit promise in identifying the substantial cybersecurity dangers mentioned above. As a result, deep learning models were developed to
identify and categorize these risks.
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1. Introduction

Recent research indicates that machine learning and deep learning are efficacious techniques for detecting and classifying cybersecurity
threats, facilitating the identification of dangers before they can exploit a network or device [5] [13] [19]. The network's dangerous tenden-
cies can be detected by the learning models, which can then notify the administrator of any questionable activity. Using ML and DL
techniques, as well as the analysis and extraction of network data, researchers have put forth numerous solutions for the automatic detection
of botnets. Both the host and network levels can be used to implement the botnet detection methods. However, [oT devices lack the com-
puting power and memory necessary to implement security solutions for the detection of harmful events [3]. As a result, the way the [oT
devices operate must be monitored for any unusual network activity. It is feasible to put in place a network-level security system that can
recognize the malicious activity of the linked devices—in this case, a botnet. Binary classification is the term used to describe the process
of distinguishing harmful traffic from benign communication. That's where machine learning (ML) comes into play, enhancing our ability
to work with computers by allowing us to tackle problems that don't have manually designed algorithms [9]. You can think of an algorithm
as non-constructive when it uses examples of correct behavior [1]. In this sense, ML algorithms act as a sort of meta-algorithm, generating
algorithms based on the information provided about what they should produce [11]. This approach offers a much more effective way to
interact with computers, as it focuses on supplying data for computation rather than relying solely on predefined algorithms [2]. While
expanding our ability to solve problems with computers is a significant reason to study ML, it's not the only one. Learning helps us
understand what can realistically be computed, and in turn, studying computation can deepen our grasp of learning itself. As a scientific
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field, ML investigates the computational foundations of learning. By attempting to solve problems through computational models of learn-
ing, we gain insights into how our minds work, and what we learn about the brain can inspire new models in ML [7] [15]. IGAN-IDS refers
to the Intrusion Detection System based on Integrated Generative Adversarial Networks (IGAN). It combines the generative capabilities
of GANs with traditional IDS methods to enhance anomaly detection in [oT networks. In this paper, the term IDS will specifically refer to
the IGAN-IDS model.
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Fig. 1: IIoT in Industrial Processes.

Fig. 1: Illustrates the role of IIoT in industrial processes, highlighting how IoT technologies are integrated into manufacturing environments
to enhance productivity and operational efficiency.

Machine learning techniques have the potential to tackle a wide range of practical and business challenges [17]. As researchers, our primary
focus is on advancing scientific knowledge. We can either start by developing a new method and then look for a problem it can address, or
we can identify a specific issue and work our way toward a solution [4]. Federated deep learning (FDL) has emerged as a key technique
for privacy-preserving loT systems [16] [20] [18]. It enables decentralized training of models on distributed data without the need to share
sensitive data, addressing key privacy concerns. However, challenges include data heterogeneity and communication inefficiencies. Euro-
pean studies emphasize the need for stronger IoT security standards to mitigate risks, especially in sectors like healthcare and autonomous
vehicles.

2. Materials and Methods

The Random Forest (RF) algorithm is often hailed as one of the top choices for classification tasks. Initially, it generates multiple decision
trees (DTs), which are then combined to achieve accurate classifications. The accuracy of this algorithm tends to improve with the number
of decision trees used—essentially, the more trees, the better the results. Even without fine-tuning its hyperparameters, Random Forest
performs quite well. It employs an ensemble learning technique, like bagging, to help minimize overfitting while creating these decision
trees. One of its great strengths is its flexibility; you can add any number of features to the decision trees. This algorithm can handle various
types of input data, whether it's categorical, numerical, or binary. However, in real-world applications, it can be a bit slower since it gener-
ates a significant number of decision trees [12]. With an increase in the number of iterations, the classifier's overall accuracy generally
enhances.
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Fig. 2: Overall Architecture of the Proposed IDS Models.

When it comes to deep neural networks (NNs), two major issues often pop up: the vanishing and exploding gradient problems, along with
the challenge of not having access to high-performance computing systems. Recent breakthroughs in processing technology, coupled with
the creation of novel deep learning architectures and improvements in optimizers, activation functions, and loss functions, have effectively
addressed these gradient difficulties [21]. Currently, deep learning (DL) is significantly impacting the domain of cybersecurity, demon-
strating superior efficacy compared to conventional machine learning (ML) techniques in multiple applications. Deep learning architectures
are categorized into two main types: generative and discriminative, as seen in Figure 2. The generative category includes models like deep
Boltzmann machines (DBM), deep autoencoders (DAE), deep belief networks (DBN), and recurrent architectures, while the discriminative
category mostly consists of recurrent architectures and convolutional neural networks (CNN). Among these, recurrent structures and con-
volutional neural networks are the most prominent deep learning architectures. Deep Belief Networks (DBN) and Deep Boltzmann Ma-
chines (DBM) are based on restricted Boltzmann machines (RBM), whereas generative adversarial networks (GANs) integrate both gen-
erative and discriminative categories inside deep learning frameworks [14]. An artificial neural network (ANN) is a computational model
derived from the operations of biological neural networks (NNs) [6] [8].
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3. Results and Discussion

To get more reliable results, we use the 10-fold cross-validation (CV) method. This means we divide the entire dataset into ten separate
parts. In each round, one part is set aside for testing, while the other nine are used to train the algorithm. After running this process, we
take the average of all 10 tests to evaluate the performance. The great thing about the 10-fold CV method is that the testing dataset is
independent, which can really boost the reliability of our results. However, it's worth mentioning that just one run of the 10-fold CV might
not give us a completely accurate outcome because of the inherent variability in the dataset [10].
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Fig. 3: Results of IGAN-IDS Model Regarding ACC, SEN, SPE, PRE, and JSS.

Fig. 3: Shows the performance properties of the IGAN-IDS model, which show improved accuracy, sensitivity, and specificity of the model
compared to traditional machine learning models.
To ensure we get reliable results, we calculate all outcomes based on the average of 10 runs.

The IGAN-IDS model performance was measured with the help of different measures:

Accuracy (ACC): Reflects the general accuracy of the model.

Sensitivity (SEN): This measures how well the model is correct in the identification of positive results.
Specificity (SPE): Refers to the ability of the model to point out negatives.

Precision (PRE): Shows the proportion of true positive predictions.

Jaccard Similarity Score (JSS): Measures the overlap between predicted and actual positive instances.

These metrics, compared to classical ML models such as Support Vector Machines (SVM) and decision trees, demonstrate a significant
improvement in the robustness and accuracy of the IGAN-IDS model.

We additionally assess the standard deviation of the performance measures to evaluate the efficacy of the desired IDS model. The proposed
fused IGAN-IDS model is evaluated using the NSL-KDD dataset, with comprehensive performance results presented in Figure 4.
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Fig. 4: Results of IGAN-IDS on NSL-KDD Regarding FPR, FNR, and p-Value.

Fig. 4: Displays the evaluation results of IGAN-IDS on the NSL-KDD dataset, emphasizing performance indicators such as false positive
rate (FPR) and false negative rate(FNR).

These days, a huge chunk of social, financial, commercial, and administrative activities around the world happens online. This includes
everyone from individuals to government and non-government organizations.

Comparison of results in terms of mean value
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The rise of modern digital industrial technology, often referred to as Industry 4.0, is revolutionizing how we collect and analyze data from
industrial equipment. This shift allows for quicker, more organized, and adaptable processes, ultimately leading to higher-quality products
at lower costs.
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Fig. 6: Boxplot Comparative Performance Analysis of Various Classifiers.
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Fig. 6: Presents a boxplot comparative analysis of various classifiers, showcasing the relative performance of IGAN-IDS against other
models.

This industrial transformation is set to drive growth, reshape economies, boost productivity, and redefine the workforce landscape across
various industries. In the end, it enhances the competitive edge of businesses and regions alike. Central to Industry 4.0 is the Industrial
Internet of Things (IIoT), which facilitates novel business models and enhanced consumer interactions via advanced digital connectivity
and the strategic utilization of high-performance computing resources. The IIoT connects people, intelligent machines, and other industrial
tools, leveraging real-time data analytics and communication systems.
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Fig. 7: Performance of the Proposed Model.

This connectivity enables automation across industrial applications, bringing a host of benefits like improved performance, increased
productivity, reduced costs, minimized resource downtime, effective monitoring, optimized production scheduling, and fewer human er-
rors. As a result, IIoT finds its place in a variety of industries. The IoT networks consist of smart sensors, actuators, instruments, and
embedded software that can track and record data, along with distributed communication networks that gather, process, and analyze vast
amounts of information. However, these features also make them attractive targets for cyber threats, as malicious actors can easily exploit
insecure IoT devices. Consequently, many public and private organizations face hurdles in adopting IIoT technology. To truly transform
their processes at the core, industries must tackle these challenges head-on. If the barriers to IoT implementation remain unaddressed, fully
harnessing the potential of this technology will be a tough uphill battle.
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4. Conclusion

In the latest research, deep neural network (DNN) models have been utilized to tackle a variety of challenges in cybersecurity. Even though
these problems differ in nature, they all employ similar methods to enhance performance. A notable characteristic of these models is their
scalability, enabling them to manage extensive datasets and high-dimensional areas during training. This scalability enables them to deliver
impressive results, not just on benchmark datasets but also on real-time data collected from significant practical issues. The models excel
at extracting optimal features in an implicit manner and learning distributed representations. These features are highly abstract and hierar-
chical, enabling the models to learn multiple levels of non-linear feature extraction. Given the numerous parameters involved, task-specific
engineering was employed to determine the best values. Future research in loT cybersecurity should focus on developing lightweight deep
learning models capable of operating efficiently on resource-constrained devices. Additionally, addressing adversarial attacks on deep
learning-based IDS systems remains a significant challenge. Principal research inquiries encompass: How can we enhance deep learning
models for low-power IoT devices? What are the most effective techniques to mitigate adversarial attacks aimed at intrusion detection
systems in IoT networks? This process involved running various experimental trials within a predefined range for the model's parameters.
For comparison, classical machine learning (ML) models were also used, with task-specific engineering applied to extract hand-designed
input features. Across all experiments related to different cybersecurity challenges, DNN models consistently outperformed the others.
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