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Abstract

The wireless sensor networks focus on traditional, machine learning-based, and advanced Al-driven methods. A comparison of speed,
overhead, and energy consumption yields significant findings. While the traditional methods exhibit small trade-offs between energy use
and network latency, the machine learning technique exhibits considerable flexibility and enhanced security. In addition to revealing en-
hanced performance metrics, such as lower overhead, maximum energy efficiency, and faster speed, this study introduces a groundbreaking
Al-driven encryption architecture. The results show how Al can revolutionize WSN security by offering a dependable and adaptable solu-
tion. The use of graphics enhances the findings' readability and provides a more nuanced perspective on performance variations. By inte-
grating Al, this study sets a baseline for existing procedures and paves the way for future advancements in WSN security. Internet of
Everything (IoE) advanced wireless networks are crucial.
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1. Introduction

Artificial intelligence integration and facilitation in wireless communication networks In this study, artificial intelligence (Al) is used to
suggest a long-term adaptation of a multi-input multi-output (MIMO) antenna that enables 5th generation (5G) wireless networks. This
paper describes the monopole antenna in conjunction with the swappable design mechanism [1]. With its four antennas, the long-term
development-centered MIMO antenna can provide four simultaneous datasets, quadrupling the theoretically ideal data throughput, and
allowing the ground station to send four primary signals using four different transmission antennas for user hardware. The long-term
development of MIMO is meant to use multi-trial streaming to provide enhancements in signal efficiency, throughput, and spectrum ef-
fectiveness when used in conjunction with 5G wireless communication networks. Accordingly, the study recommends the long-term de-
velopment of MIMO 4 transmission antennae that function at a 3.501 gigahertz frequency and have 4 distinct signal-sending capacities [2].
The laid-out architecture is evaluated using a MIMO signal analyser to ascertain the passive transportation capability of the multiple an-
tennas using a diverse collection of trends. According to the findings, the Al antenna of a wireless communication network can determine
which antenna to use in various scenarios to boost data transmission rate, throughput, and signal efficiency.

2. Scope

Utilizing 6G Wireless communication, Al, IoT, and IoE technologies in next-generation networks will enable seamless connectivity. With
the growing need for smart services made possible by the IoE. Although Internet of Everything (IoE)-based services may be made possible
by 5G networks, these networks are not yet able to satisfy all of the requirements for developing intelligent applications. In order to support
intelligent communities, the report also examines novel 6G connectivity strategies like edge computing, backscatter communications, Al-
driven IoT networks, and holographic beamforming. It ends by describing possible research directions to accomplish the objective of 6G-
based IoT networks. The MIMO reduces congestion and produces a more reliable connection by increasing the capacity of radio frequency

Copyright © Dr. S. Elango et al. This is an open access article distributed under the Creative Commons Attribution License, which permits
[T unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.



http://creativecommons.org/licenses/by/3.0/

126 International Journal of Basic and Applied Sciences

(RF) networks. MIMO is the best option for sending high-quality audio and video transmissions since it can deliver exceptional signal
strength even under difficult circumstances. The efficiency of wireless energy communication can become more sustainable by using Al
to optimize network operations and lower energy use. security and privacy to safeguard user data and privacy, 6G can integrate cutting-
edge security procedures and Al-based threat detection. Reliable connectivity in difficult environments 6G and Al can cooperate to guar-
antee dependable connectivity in difficult settings, such as remote areas or disaster recovery zones.

3. Conceptual proposal for the structure

Application layer driven by Al intelligent services, including industrial automation, healthcare, and driverless cars. Contextual data is being
collected everywhere by IoT/IoE devices that are part of the smart sensing layer. Fog and edge intelligence Al computation that is local
and low-latency at edge nodes or devices. 6G network slicing & core infrastructure that may be programmed to meet various latency
requirements and services. Fusion of Data in Real Time, integrating data from multiple sources to make judgments in real time. Al-based
access control, anomaly detection, and encryption make up the security & trust layer. Support for blockchain & quantum, the security &
trust layer ensures future-proof decentralized trust and secure transmission. Context awareness, personalization, and adaptive services are
all part of the user-centric service layer. IoE and Al routing characterize 6G's intelligent and adaptable characteristics; they are not merely
its constituent parts. IoE stands for exterior interaction and experience, whereas Al routing concentrates on internal optimization. When
combined, 6G enables networks that are completely autonomous, self-optimizing, and context-aware. IoT connection between devices and
IoE encompasses automation, massive data flows, and human-machine interactions.

4. Al-powered creative algorithm development in the communication system based on 5G

In addition to supporting the anticipated 1,000-fold growth in internet usage over the next ten years, the next generation (5G) of wireless
communication technologies will serve as the technical backbone of the extensive Internet of Everything (IoE) network. Despite having a
more complicated system design than its predecessors, 5G is more broadly adaptable. In terms of performance and idea generation, artificial
intelligence (Al) is emerging as a more competitive alternative that can surpass conventional techniques. This comprehensive review delves
into the identification, evaluation, and exploration of intriguing research directions where artificial intelligence (AI) could significantly
advance 5G. The paper thoroughly analyzes significant Al applications while having a solid understanding of the fundamental ideas of 5G.
Furthermore, it investigates the development of design frameworks for end-to-end material layer joint optimization, unified 5G physical
layer acceleration, optimal resource allocation, and 5G network optimization. By combining these elements, this work aims to chart a path
that embodies the intricate connection between 5G technology and the transformative potential of machine intelligence.

5. 6G communications

The optimization of sustainable energy systems has benefited greatly from developments in artificial intelligence (Al) approaches. Big data
collection is essential to Al approaches, so a dependable and quick communication network must be built to meet the demand [3]. In order
to provide an exceptional communication platform, this article examines the 6G network architecture based on the intelligent reflective
surface (IRS) [4]. By rerouting the signal to the required place, IRS technology enables wireless operators to enhance the radio frequency
environment. Specifically, suggest using deep reinforcement learning (DRL) to modify IRS parameters to guarantee the 6G network's
signal quality. The suggested IRS-based 6G network architecture can greatly enhance the monitoring and administration of sustainable
energy systems, as shown by numerical findings.IRS is the term for a meta surface that can control electromagnetic waves to enhance
wireless communication (e.g., 6G) and is made up of several passive reflecting parts, frequently with phase-tunable capability. Al is used
by the IRS. Self-employed people with complicated finances may come under more scrutiny as Al is being used to identify underreported
income, financial irregularities, and tax filing irregularities. The likelihood of audits and enforcement actions for regular taxpayers may
increase in the upcoming years as Al capabilities advance.DRLs are known as daytime running lights, or DRL for short, rather than head-
lights. Since DRLs are white, low-voltage lights that turn on while the car's headlights are off, they differ from headlights. The Al method
called Deep Reinforcement Learning (DRL) blends deep neural networks and reinforcement learning. When given feedback in the form of
areward or a penalty signal, it learns to act accordingly.

6. Wireless communication networks with artificial intelligence

With an emphasis on their mutually beneficial relationship and transformational potential, this review article examines the potent conver-
gence of 6G wireless communication networks and Al foundation models. It explores the developments in 6G networks, emphasizing
important topics such as mobile edge computing, blockchain integration, and federated learning. In addition to describing applications like
the Internet of Vehicles (IoVs) and the Metaverse. The paper explores how Al foundation models can improve 6G communications and
vice versa. It also aims to identify open challenges and future research directions while highlighting the significant effects of combining
these technologies. The development of cellular network standards has had a profound impact on how people view and use technology.
Global connections, communication, and information access have changed because of wireless communication breakthroughs over time.

7. Proposed methodology

The outcomes of the simulation demonstrate that WMN-CS performance is impacted by mesh client dispersion. When compared to the
other distributions, the Normal distribution converges more quickly. The Stadium distribution converges more quickly than the Subway
distribution when the two are compared. The uniform distribution has the lowest NCMC values and the slowest rate of convergence.
Wireless mesh network efficiency using Al to fig 1 ensure widespread internet coverage, wireless mesh networks (WMNs) are essential,
especially in areas and terrains that present particular difficulties [5]. There is an urgent demand for more effective and flexible routing
strategies due to the growing number of wireless devices and services. While traditional routing algorithms are robust, they often stay static
and are unable to adjust to rapid changes in network conditions. This article suggests an innovative way to increase the effectiveness of
WMNSs by integrating Al-based routing algorithms [6]. They provide a novel Al-powered routing system that uses deep learning and
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reinforcement learning to dynamically adjust to changing network conditions. [7] The methodology considers a number of factors, such as
node mobility, bandwidth usage, interference, and node reliability. Unlike traditional methods, the artificial intelligence-powered system
continuously learns from its environment, predicts potential failures or congestion, and then reroutes data packets on a more efficient
path[8]. When compared to conventional routing techniques, experiments conducted on simulated and real-world WMN scenarios have
shown notable improvements in packet delivery ratio, latency, and throughput[9]. Furthermore, the flexibility of the Al model ensures that
the network can withstand external disruptions and grow to support more nodes. The findings of the study demonstrate how artificial
intelligence has the potential to drastically alter the wireless networking industry. An effective internet experience for end users can be
ensured by integrating intelligent algorithms into the infrastructure of wide-area networks (WMNs). Additional research is necessary to
ascertain whether the suggested approach can be applied to different wireless architectures and to improve the algorithm using hybrid Al
techniques
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Fig. 1: Block Diagram.

Al-driven WMN-CS routing ensures reliable and optimal connectivity. Energy-efficient signal management is enhanced by IRS optimiza-
tion at the physical layer, providing end users with seamless, secure, and context-specific connectivity.

8. Mobile communication and internet interface technologies

The Internet and mobile communication are the foundation of the modern information sector [10]. Both integrated has emerged as the
future trend with the introduction of 3G. This study examines the technological differences between Internet interface technology and
mobile communication networks [11]. It concentrates on the analysis and design of the WAP-based interface and provides an example to
support its efficacy.

9. Zigbee-based wireless sensor networks

The CC2530 and CC2591 chips are used in the design and fabrication of a routing node that can wake up from sleep to address the issue
of the routing nodes in conventional wireless sensor networks having to be switched on constantly [12].

A new routing protocol is employed in software, while a low-power sleep chip and peripheral circuit are chosen for hardware [13]. The
routing node sleeps and wakes up simultaneously under the new protocol. When the node must send packets, it first looks for the routes
that are available in its routing table before sending them. The routing connection is faulty, and a new route must be identified if, after two
consecutive transmissions, the ACK packet sent by the routing node is not received. Update the routing table and synchronize the clock if
new routes become available. According to experimental findings, the routing node uses less power and operates steadily. IoE broadens
the scope and possible challenges of [oT by incorporating people, processes, and data in addition to linked devices. Mobile apps are
evolving due to Al, which eliminates the need for continuous internet access. Mobile apps can use Al capabilities right on the device with
on-device machine learning. Apps may operate without a network connection, which also increases data privacy and performance.

10.  Application of wireless devices Internet of Things

The security issues with Internet of Things technology, most contemporary Internet applications concentrate on giving consumers enjoy-
ment, engagement opportunities, and information access [14]. But much as the Internet did years ago, the Internet of Things (IoT) is
developing at a faster pace due to the deployment of networked, intelligent sensor technology [15]. The Internet of Things (IoT) is a
technology that has transformed a number of sectors by enabling efficient wireless devices. As the Internet of Things ( IoT) grows, security
concerns like vulnerabilities, new attack routes, and perhaps most importantly, a much increased ability to use remote access to cause
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physical harm become serious problems. This study examines the definition of the Internet of Things as well as its potential applications,
difficulties, and possibilities across a range of industries.

11. Internet of Things communication

IoT data acquisition and monitoring technology focused on mobile terminals and application analysis through the integration of several
related technologies. This paper builds an IoT data acquisition monitoring and remote control system for the Android mobile platform in
order to leverage IoT technology to realize the practical application of intelligent monitoring. [16] First, we describe the general architecture
of the Internet of Things mobile terminal based on the system's demand analysis. The implementation strategies of several important
technologies are then given from the hardware and software perspectives, along with the design of certain functionalities. To achieve the
monitoring of various collection nodes widely dispersed in a large range, The system gathers data, examines, and uploads to the server via
network communication after being integrated with the Android mobile client and the data server described in this research [17]. Lastly,
the integration functions of data gathering, transmission, monitoring, and display are confirmed by testing and real-world operation.

12. Results and discussion

The Al-powered Bluetooth-enabled smart conference calling system is a mobile conference call is a phone call in which multiple persons
converse with one another at the same time. These days, this is one of the most notable features. This idea is already in use with SIM card-
supporting mobile phones that use LTE technology. As a result, conference calls can only be made at this time with the assistance of a SIM
card or a mobile operator. Bluetooth is a wireless technology that allows devices located up to 240 meters away from one another to
exchange data. This is a rapidly developing technology that is freely and readily accessible and does not rely on network operators. Research
suggests a clever solution that allows more than two mobile users without SIM support to speak with each other concurrently during a
conference call. The suggested Al-based solution will be self-governing, self-learning, and intelligent enough to intelligently switch be-
tween all callers who are connected to the conference call via Bluetooth. From the standpoint of conference calls, which are currently
limited to LTE mobiles, this suggested solution system would significantly expand the possibilities of Bluetooth technology.

13. 6G generative Al applications

Al-driven solutions are becoming crucial for guaranteeing smooth operations and performance optimization as networks continue to
change. To address complicated problems like resource allocation, traffic prediction, and security, generative artificial intelligence (GAI)
is receiving a lot of attention in 6G networks. Therefore, the purpose of this paper is to: (a) conduct a systematic review of previous research
on GAI, emphasizing its use cases, opportunities, and challenges; and (b) investigate current and potential applications of GAI in detail,
evaluating the issues addressed, the solutions suggested, and identifying any gaps in the literature.

14. Artificial intelligence (AI). applications

Al-powered methods for optimizing handover in 5g new radio and 6 g wireless systems. Future communication networks like sixth-gen-
eration (6G) and fifth-generation new radio (5G NR) will need high data rates and capacities. To satisfy these expectations, mmWave and
terahertz (THz) bands are being used. Small cells must be deployed because these high-frequency bands are sadly vulnerable to severe path
loss. To cover the entire region, a huge number of base stations must be installed. When users swap cells, a process known as handover
(HO), the sheer volume of cells and users in such a configuration may cause call interruptions. Both the quality of experience and the
quality of check suffer as a result. To optimize HO in 5G NR and 6G networks, this survey focuses on investigating and contrasting
intelligent HO solutions based on artificial intelligence (Al).

15. Al wireless emergency communication

Intelligent flood prediction and assistance using Al, IoT, &UAV technology to enhance communication, the necessity of setting up efficient
wireless emergency communications services has been highlighted by the rise in natural disasters in recent years. Because of their excep-
tional capabilities and versatility, unmanned aerial vehicles, or UAVs, have emerged as a competitive alternative. The mathematical idea
of a UAV-based wireless emergency communication network after a disaster is presented in this research. The primary objective is to
optimize the UAV's trajectory using a deep learning system to serve the greatest number of ground users during a natural disaster. In
addition to resolving the optimization issue, the suggested approach maximizes achievable throughput while adhering to energy limitations.

16. Future work

Reinforcement-based learning for energy-efficient wireless communication in a society that recognizes the need for cleaner, more efficient
power generation and management, [oT devices and battery technologies have emerged as leaders. As these technologies advance, battery-
powered gadgets and networks may have longer lifespans thanks to improved and more effective wireless communication methods. These
methods can be improved even more by using reinforcement learning rather than by using more conventional techniques. Experiments
demonstrate both the effectiveness of the method and the efficiency attained via the use of the RL process

17. Results and discussion

The field that enables smart things to communicate with the Internet is called the Internet of Things (IoT). The sensors, gateway nodes,
data computing, and end users are the four fundamental parts of the Internet of Things. The advancement of distributed computing improves



International Journal of Basic and Applied Sciences 129

the distributed end's processing power. As a result, a new field known as the Internet of Everything (IoE) is created. In the Internet of
Things, it develops from a single pillar named things to four pillars: people, process, data, and things. All four of these elements are being
brought together in a more integrated way by the IoE. As IoE develops, a better network with the ability to transform information into
action is produced. For both people and companies, it generates fresh, fascinating opportunities with more varied experiences. Data secu-
rity, device heterogeneity, compatibility problems, intelligent analysis, and privacy issues are some of the additional difficulties that come
with this. Table 1 offers a condensed overview of the Internet of Things' drawbacks as well as the main causes of the Internet of Everything's

rise. Additionally examined are some of the major obstacles that must be removed to guarantee the broad acceptance of IoE.

Table 1: Al & Wireless Networking Communications

Wireless Communications Applications 6G

S.No

Al

IoE

Using a safety approach based on Al and wireless communi-
cations to improve traffic safety in the future. The 6G net-
work's architecture, finally, digital inclusion is a priority of
the suggested 6G system architecture. Reducing the cost of
basic connectivity and achieving ubiquitous connectivity
through terrestrial and non-terrestrial access are two ways to
close the digital divide and guarantee that everyone can take
advantage of the advantages of the digital world.

In order to pinpoint the location of hazardous hotspots, the
data is also examined using Al algorithms to look for anoma-
lous trends like mishaps or hazardous circumstances.

The Internet of Everything almost every gadget gains intelli-
gence and connectivity from the Internet of Everything,
which enables it to perform unique tasks. Internet of Every-
thing connects data, people, and business processes in addi-
tion to objects.

To provide alerts, wireless devices identify hotspots and communicate with
one another via 5G. To make this vision a reality, the following skills are nec-
essary: Traffic planning, legal sciences, and computer science/artificial intel-
ligence. To provide road users and VRUs with active alerts, data from cam-
eras and wearables must be analyzed using computer science and artificial in-
telligence. The security and privacy key area of research is making sure that
IoE devices and data are secure and private, especially in light of the greater
interconnection made possible by 6G. For energy efficiency to support sus-
tainability, research is looking into ways to optimize energy use in 6G net-
works and IoE devices.

After that, the traffic planners apply safety measures by using hotspot areas.
Legal considerations should be considered from the very beginning of the Al
algorithm creation process.

Interaction between data, sensor inputs, and diverse systems will be possible
in such a common environment. Since semantic technologies may solve ter-
minology incongruence and offer the required bridge between various data
representations, semantics is an essential part of this.

The first step in integrating data from dispersed devices, sensor networks, so-
cial networks, and biological instruments is to organize the state of the art in
these areas.

Fig. 2: Output of Internet of Everything.

The Fig. 2 security and privacy is a key area of research is making sure that IoE devices and data are secure and private, especially
considering the greater interconnection made possible by 6G. Energy efficiency to support sustainability, research is looking into ways to
optimize energy use in 6G networks and IoE devices. Real-time traffic conditions in smart cities, such as accidents, traffic congestion, and
delays in public transportation, are reflected in a variety of data types collected by automotive devices. The purpose of IoE applications for
the Internet of Everything is numerous. Using smart sensors, which are prevalent in other IoT technology applications, is an example of
IoE technology. This makes it possible for IoE-enabled mechanisms like distributed storage, power monitoring, and renewable energy
integration. In conclusion, Al-powered IoE will play a key role in determining the 6G landscape; its capacity to adapt to changing circum-
stances, customize services, and streamline operations will revolutionize connectivity, and its transformational potential will require con-
stant innovation and governance.

Analysis of output Al & IoE in 6G Wireless Communication

Smart Infrastructure (IGE)

wearable Devices (IoE)

16T Healthcare

Alin Traffic Management

Connacted Cars (IoE)

Edge Al Surveillance Smart Hames (1€}

Alin UAVS
a1 Predictive Health

Autonomeous Transport
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Optimizing resource allocation, increasing efficiency, and improving network performance are some of the major issues in wireless com-
munication that are addressed by concentrating on Artificial Intelligence (Al), the Internet of Everything (IoE), and 6G. In Figure 3 order
to support cutting-edge applications like holographic video, virtual reality, and driverless cars, 6G networks. To manage the resources of
cities, such as transportation, electricity supply, and other essential infrastructure, smart cities use cutting-edge technologies and solutions.

Performance of Al-Routing and Convergence in Advanced Simulation Data
100

60

40
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Qua\'\\‘i

Steps
Fig. 4: Analysis of Output of AI-Routing and Convergence in Advanced Simulation Data.

The fig 4 convergence speed (ms) is the rate at which the routing becomes stable. Al routing efficiency is the efficiency of Al in route
optimisation. QoS stability ensures reliable quality of service delivery. Adaptive throughput (Mbps) measures the effectiveness of bandwidth
in dynamic environments. Predictive latency (ms) is the ability to predict latency.

18. Conclusion

The 6G advancements in technology for upcoming wireless networks. The next step to improve the gain with extremely low latency and
good energy efficiency is the Sixth Generation (6G) Wireless Communication Network (WCN). Artificial intelligence standards are made
possible by the 6G WCN in order to maximize the services and capabilities. It is anticipated that the 6G era will bring about a smooth
integration of communication between the digital, physical, and human realms. The most recent 6G WCN standard is a crucial starting point
and demands a great deal of research focus. The 6G WCN framework is presented in this paper along with an example of its main technolo-
gies. With the help of a communication scenario demonstration, the various 6G technologies are thoroughly discussed, improving key per-
formance measures with significant variations. This paper's main contribution is the explanation of 6G with the technologies that significantly
affect the characteristics of a wireless communication network, including data rate, dependability, connection density, spectrum efficiency,
and energy efficiency. Each of these technologies has the potential to completely transform the next WCN.
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