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Abstract

Fraud and cyber-related threats represent critical challenges to the integrity of state-owned enterprises (SOEs), particularly during their on-
going digital transformation efforts aimed at improving transparency and operational efficiency. This study investigates how the Fraud
Hep-tagon framework, digital forensic techniques, and risk management practices collectively contribute to mitigating fraudulent activities
and enhancing the reliability of SOE information systems. A mixed-methods design was applied, integrating qualitative and quantitative
ap-proaches. The qualitative strand involved semi-structured interviews with 25 participants, including IT managers, cybersecurity person-
nel, and internal auditors, to identify the underlying drivers of fraud in SOEs. Meanwhile, the quantitative strand examined the effectiveness
of digital forensic practices in minimizing the likelihood of financial statement manipulation, drawing on secondary datasets. The qualita-
tive findings highlight that systemic pressures, operational inefficiencies, and institutional vulnerabilities are dominant factors influencing
fraudulent conduct. Conversely, technology-enabled controls and risk-based mechanisms significantly strengthen monitoring, detection,
and accountability. The quantitative results further validate that digital forensic applications play a substantial role in fraud prevention.
Collective-ly, the evidence suggests that fraud within SOEs is predominantly systemic rather than individual in nature, underscoring the
necessity for integrated interventions across behavioral, technological, and governance dimensions. By combining the Fraud Heptagon
perspective with digital forensic methodologies and structured risk management frameworks, organizations can establish more robust
strategies to prevent and mitigate fraudulent practices, while simultaneously reinforcing the dependability of information systems. The
insights derived from this research provide actionable recommendations for policymakers, corporate governance authorities, and financial
professionals, while also laying the groundwork for comparative studies across sectors and organizational settings. Ultimately, this study
advances the global dis-course on fraud prevention and cybersecurity in the context of digitally evolving enterprises.
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1. Introduction

The acceleration of the digital era has positioned the financial sector as one of the industries most vulnerable to increasingly sophisticated
and complex cyber threats. Projections from Cybersecurity Ventures estimate that global economic losses due to cybercrime will escalate
to USD 10.5 trillion in 2025, rising from USD 9.5 trillion in 2024. This surge reflects not only the expanding frequency of attacks but also
their growing scale and severity across international markets. The rapid development of artificial intelligence (Al), machine learning, and
quantum computing has further complicated detection and prevention mechanisms, enabling more advanced and elusive forms of cyberat-
tacks. Traditional threats such as ransomware, malware, and phishing often driven by social engineering remain widespread. Recent sta-
tistics indicate that ransomware incidents increased by 81% between 2023 and 2024, while phishing attacks rose by 58.2% in 2023, with
the financial sector emerging as a primary target. Moreover, the rise of deepfake technology has introduced new challenges; cases involving
deepfakes have surged by over 550% since 2019 and are projected to exceed 8 million incidents by 2025, with such tools increasingly
weaponized for large-scale fraud and digital disinformation. Compounding these risks, approximately 40% of current cyberattacks leverage
Al, making them more adaptive and difficult to anticipate. Although Al-based defense systems are being deployed, adoption remains
uneven only 37% of organizations have established security assessment frameworks prior to implementation, despite 66% acknowledging
Al as a transformative factor in cybersecurity. Beyond direct threats, the sector also confronts systemic challenges, including vulnerabilities
in digital supply chains, regulatory fragmentation across jurisdictions, and a persistent shortage of skilled cybersecurity professionals.
These complexities necessitate urgent, coordinated interventions. In response, innovative approaches such as Zero Trust Architecture,
micro-segmentation, real-time encryption, and automated Security Operations Centers (SOC) are increasingly recognized as pivotal strat-
egies for enhancing resilience in 2025. However, the effectiveness of these measures will depend significantly on robust regulatory frame-
works and the cultivation of an agile, highly skilled cybersecurity workforce capable of adapting to the rapidly evolving threat environment.
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Digital transformation has become a critical catalyst for improving organizational efficiency and strengthening competitive positioning in
the modern business landscape. Within the sphere of State-Owned Enterprises (SOEs), digitalization provides significant potential to
streamline processes, promote transparency, and support evidence-based strategic decision-making. Nevertheless, the transition toward
digitally integrated operations also brings forth intricate risks, most notably in relation to cybersecurity vulnerabilities and the heightened
possibility of financial statement manipulation. The occurrence of fraudulent reporting in digitally-driven environments not only compro-
mises organizational integrity but also erodes investor confidence and diminishes public trust, posing severe implications for enterprises
that occupy strategic positions within national economic structures.(Daraojimba et al., 2023; Westland, 2022). Conventional frameworks
for fraud detection, though useful, are constrained in their explanatory capacity. Models such as the Fraud Triangle and Fraud Hexagon
emphasize factors like pressure, opportunity, and rationalization but provide insufficient consideration of elements such as collusion, ig-
norance, and the growing influence of digital vulnerabilities in contemporary financial fraud. Furthermore, existing research on forensic
technologies has primarily concentrated on the development of detection instruments, often neglecting the integration of behavioral dy-
namics and organizational risk dimensions. In addition, although internal audit functions, regulatory supervision, and auditor expertise
remain fundamental pillars in fraud prevention, the expectation gap endures. Stakeholders frequently presume that auditors are able to
guarantee the absolute absence of fraud in financial reporting, whereas in practice, auditors can only offer reasonable assurance regarding
the reliability of financial statements (Amlayasa & Riasning, 2022; Arum et al., 2023; Lari Dashtbayaz et al., 2022). The limitations of
fragmented approaches highlight the necessity for a comprehensive and multidimensional framework to effectively analyze and mitigate
fraud risks.

This study seeks to address such gaps by employing the Fraud Heptagon framework, which advances traditional models through the inclu-
sion of seven dimensions: pressure, opportunity, rationalization, capability, arrogance, ignorance, and gree. When combined with digital
forensics and structured risk management practices, the framework enables a more holistic examination of both behavioral and technolog-
ical drivers of financial statement fraud. Specifically, digital forensic instruments facilitate the early identification of anomalies, ensure the
preservation of audit evidence, and strengthen investigative reliability, while risk management mechanisms enhance organizational resili-
ence by embedding preventive measures that extend beyond the actions of individual auditors.

The primary novelty of this research lies in its integrative orientation, which bridges behavioral, technological, and managerial perspectives
within the context of State-Owned Enterprises (SOEs). In contrast to prior studies that tend to isolate single aspects of fraud, this work
develops a unified model capable of informing both policy and practice in entities characterized by high levels of public accountability and
strategic economic significance. By investigating the interconnection among the Fraud Heptagon, digital forensic applications, and risk
management systems, this study contributes practical insights to strengthen the integrity of financial reporting and enhance organizational
defenses against fraud in digitally transformed environments.

2. Theoretical Framework and Hypotheses Development

2.1. Fraud heptagon

The Fraud Heptagon framework constitutes an advancement of preceding fraud conceptualizations, such as the Fraud Triangle, by broad-
ening their scope and explanatory capacity (Cressey, 1953), Fraud Diamond (Wolfe & Hermanson, 2004), and Fraud Pentagon (Howarth,
2012). Vousinas, (2019). The Fraud Heptagon framework represents a further refinement of prior fraud models, such as the Fraud Triangle
and Fraud Hexagon. While the Fraud Hexagon introduced collusion as a sixth dimension, the Heptagon extends this by incorporating a
seventh factor, namely Ignorance. This addition reflects the institutional and managerial weaknesses that frequently facilitate fraudulent
practices, particularly in state-owned enterprises (SOEs) navigating the challenges of digital transformation.

The model is applied through the S.C.C.O.R.E. framework, which delineates seven interrelated elements of fraud risk. Stimulus (Pressure)
encompasses both internal and external demands such as organizational performance targets or digitalization initiatives that may generate
fraudulent intent. Capability concerns the authority, expertise, and system access that empower individuals to commit fraud within digital
infrastructures. Collusion involves cooperation between multiple actors to conceal fraudulent behavior, a phenomenon that becomes more
pronounced with the prevalence of remote work and digitized workflows. Opportunity arises from deficiencies in internal controls, inef-
fective cybersecurity protocols, or governance loopholes. Rationalization represents the cognitive justifications used by perpetrators to
normalize unethical conduct. Ego (Arrogance) underscores the role of overconfidence and dominance in disregarding institutional norms
and controls. Finally, Ignorance emphasizes insufficient managerial capacity, weak oversight, and underdeveloped control systems that
exacerbate vulnerability to fraud.

By synthesizing these dimensions, the Fraud Heptagon delivers a holistic lens for analyzing the behavioral, organizational, and systemic
antecedents of fraudulent financial reporting particularly relevant for SOEs undergoing rapid digitalization. In the context of this study, the
framework is employed to explore the role of digital forensic tools and risk management strategies in fraud detection and mitigation,
effectively bridging theoretical risk constructs with practical mechanisms of prevention and control. The research adopts a mixed-methods
design, integrating quantitative evidence from financial disclosures with qualitative insights obtained through interviews with auditors and
risk management officers. This approach enables a more comprehensive understanding of how fraud risk dimensions intersect with cyber-
security weaknesses and governance practices.

Digital transformation itself can be understood as a strategic process through which organizations leverage advanced digital technologies
to restructure operations, enhance stakeholder interactions, and generate new value propositions. Key technologies such as big data ana-
lytics, the Internet of Things (IoT), cloud computing, and artificial intelligence play a central role in this process. While these innovations
enable organizations to collect, process, and analyze information more effectively, they simultaneously elevate the risk of cyber vulnera-
bilities and sophisticated cyberattacks.

Correspondingly, cybersecurity is a field dedicated to safeguarding information systems, networks, and digital assets against threats origi-
nating from cyberspace. It encompasses the protection of data integrity, system availability, and confidentiality from external infiltration
or internal misuse. Research within this discipline emphasizes risk identification and mitigation, continuous monitoring of security threats,
and the design of robust policies and protocols to strengthen resilience against cyber incidents.

2.2. Fraud heptagon and financial statement fraud in digitally transforming SOEs

The Fraud Heptagon framework conceptualizes fraud risk through seven interrelated determinants: pressure, opportunity, rationalization,
capability, arrogance, collusion, ignorance. Compared to earlier theoretical models, this construct offers a more comprehensive analytical
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lens, as it integrates not only the behavioral aspects of individuals but also the organizational and institutional conditions that collectively
foster fraudulent practices (Anisykurlillah et al., 2023; Sari, Maylia Pramono et al., 2020; Thamlim & Reskino, 2023; Wulandari & Maulana,
2022). Empirical findings demonstrate that fraudulent behavior is frequently motivated by external or internal pressures, whereas oppor-
tunity and collusion often stem from deficiencies in governance structures and inadequate internal controls. Furthermore, rationalization
and arrogance provide cognitive and attitudinal justifications that normalize unethical conduct, while capability embodies the technical
expertise and access to resources enabling perpetrators to conceal fraudulent activities effectively (Achmad et al., 2023; Lastanti et al.,
2022; Thamlim & Reskino, 2023). Empirical findings demonstrate that fraudulent behavior is frequently motivated by external or internal
pressures, whereas opportunity and collusion often stem from deficiencies in governance structures and inadequate internal controls. Fur-
thermore, rationalization and arrogance provide cognitive and attitudinal justifications that normalize unethical conduct, while capability
embodies the technical expertise and access to resources enabling perpetrators to conceal fraudulent activities effectively. In digitally
transforming SOEs, the interaction among these seven dimensions becomes increasingly complex (Hafez et al., 2025), as digital technol-
ogies simultaneously create efficiency and fraud opportunities (Andalia et al., 2021; Bujaki et al., 2019; Chen et al., 2023). Viewing the
Fraud Heptagon as a higher-order construct enables a more holistic evaluation of the multifaceted drivers of fraud, offering an integrated
perspective within this analytical context.

H1: The Fraud Heptagon has a significant positive effect on financial statement fraud in digitally transforming SOEs.

2.3. Digital transformation as a moderator between fraud heptagon and financial statement fraud

Digital transformation can be defined as the strategic utilization of digital technologies aimed at strengthening organizational efficiency,
supporting data-driven decision-making (Sarna et al., 2025), and optimizing the effectiveness of business processes (Abad-Segura et al.,
2020; Alvarenga et al., 2020; Pizzi et al., 2021). In the context of State-Owned Enterprises (SOEs), digital transformation fundamentally
reconfigures the architecture of financial information systems, influencing the way transactions are captured, processed, and supervised.
From a theoretical standpoint, while the integration of digital technologies is expected to strengthen transparency and improve the accuracy
of financial disclosures, it simultaneously generates systemic risks. These risks include the susceptibility of automated processes to manip-
ulation and the increased exposure of digital infrastructures to unauthorized access, thereby reshaping the landscape of organizational fraud
vulnerability (Buallay, 2019; Handayani et al., 2023; Roszkowska, 2021).

The integration of digital transformation initiatives with the Fraud Heptagon framework offers the potential to mitigate behavioral fraud
antecedents such as pressure, and opportunity through strengthened monitoring mechanisms, automated control systems, and enhanced
traceability of transactions. Nevertheless, the increasing sophistication of emerging technologies introduces governance and oversight
complexities, suggesting that the effectiveness of such integration is highly contingent upon prudent design, phased implementation, and
robust institutional capacity (Glembotskaya et al., 2020; Wahyudi et al., 2019).

H2: Digital transformation weakens the positive effect of the Fraud Heptagon on financial statement fraud in SOEs.

2.4. Cybersecurity as a moderator between fraud heptagon and financial statement fraud

Cybersecurity can be conceptualized as a comprehensive framework of governance mechanisms, organizational procedures, and techno-
logical controls aimed at safeguarding digital infrastructures from risks of unauthorized access, system manipulation, and operational dis-
ruption (Dutchak et al., 2021; Mangala & Soni, 2023; Todorovi¢ et al., 2020). Within state-owned enterprises undergoing digital transfor-
mation, insufficient cybersecurity measures exacerbate the risk of fraudulent activities by creating conditions that facilitate collusion, ena-
ble unauthorized data manipulation, and support the concealment of illicit practices (Nugroho & Diyanty, 2022; Pramana et al., 2019).
Well-structured cybersecurity frameworks play a critical role in reducing fraud risks by safeguarding data integrity, strengthening audit
trail reliability, and enabling real-time detection of anomalous activities. Empirical evidence further indicates that comprehensive cyberse-
curity controls limit the capacity of perpetrators to exploit technological or organizational vulnerabilities, thereby lowering both the prob-
ability and magnitude of financial statement fraud (Achmad et al., 2022; Akbar, 2017; Ibrani et al., 2019; Thamlim & Reskino, 2023).
However, inadequate or fragmented adoption of cybersecurity controls may generate additional organizational complexity and operational
costs, thereby undermining their overall effectiveness in mitigating fraud risks (Westland, 2022).

H3: Cybersecurity weakens the positive effect of the Fraud Heptagon on financial statement fraud in digitally transforming SOEs

Digital Transformation

Fraud Heptagon H2
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Opportunity
Rationalization
Capability
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3. Research Methodology

This research adopts a mixed-methods design, integrating quantitative and qualitative strategies to analyze the role of the Fraud Heptagon
framework, digital transformation, and cybersecurity in mitigating financial statement fraud within Indonesia’s State-Owned Enterprises
(SOEs). The quantitative component draws on secondary data derived from corporate annual reports, audit findings, and relevant regulatory
documents of the sampled SOEs, capturing observable measures of fraud risk and governance quality. The qualitative component utilizes
semi-structured interviews with auditors, risk management personnel, and IT/cybersecurity experts to obtain nuanced insights into fraud
determinants, institutional constraints, and the operationalization of technological safeguards. The integration of these two strands enhances
methodological robustness and contextual validity, enabling a holistic assessment of how behavioral, technological, and organizational
dimensions converge in addressing fraud vulnerabilities in digitally transforming SOEs.

3.1. Population and sample

The research population comprises all State-Owned Enterprises (SOEs) registered on the official government portal (bumn.go.id/portfo-
lio/cluster) and listed on the Indonesia Stock Exchange (IDX) for the period 2020—2024. A purposive sampling technique was employed
using the following criteria: (i) inclusion in the non-financial sector cluster, (ii) availability of complete annual reporting, and (iii) disclosure
of information pertinent to fraud-related variables. Based on these parameters, 48 SOEs with a total of 89 firm-year observations were
incorporated into the quantitative analysis. To complement these findings, qualitative data were obtained through semi-structured inter-
views with 25 key informants including auditors, risk management officers, and IT/cybersecurity professionals providing contextual per-
spectives on fraud mitigation mechanisms and practices of digital governance.

Table 1: Purposive Sampling Criteria

No Description Total
1 All SOE:s listed on IDX and government portfolio during 20202024 68

2 Excluded: Banking SOEs and firms without complete data (20)
3 Final SOEs sample with non-financial focus and partial-year availability 48

4 Total firm-year observations included in analysis 89

Source: Results of secondary data processing, 2025.
3.2. Data collection procedures

This study employs a mixed-methods design that integrates quantitative and qualitative evidence to provide a comprehensive understanding
of financial statement fraud within Indonesia’s State-Owned Enterprises (SOEs). The quantitative strand utilizes secondary data obtained
from official SOE portals and annual financial reports, covering variables associated with the seven dimensions of the Fraud Heptagon,
digital transformation initiatives, cybersecurity practices, and fraud indicators. A total of 89 firm-year observations met the eligibility
criteria. To complement the quantitative data, semi-structured interviews were conducted with auditors, risk management officers, and
IT/cybersecurity specialists from both SOEs and supervisory bodies. Participants were purposively selected based on their expertise in
fraud detection, internal control, and digital governance. These qualitative insights enrich the interpretation of statistical findings and
provide institutional context.

Quantitative data analysis was carried out using Partial Least Squares—Structural Equation Modeling (PLS-SEM) via WarpPLS 8.0, which
is appropriate for analyzing complex models with relatively small to medium sample sizes. The measurement model was assessed through
composite reliability, Average Variance Extracted (AVE), and the heterotrait—-monotrait (HTMT) ratio. The structural model evaluated (i)
the direct effects of Fraud Heptagon dimensions on financial statement fraud and (ii) the moderating effects of digital transformation and
cybersecurity. Descriptive statistics (mean, standard deviation, minimum, maximum) were used to characterize data distribution.
Moderation analysis examined whether digital transformation and cybersecurity attenuate the influence of behavioral and organizational
fraud antecedents on financial misreporting. Meanwhile, qualitative interview transcripts were analyzed using thematic coding to identify
recurring patterns related to fraud risks, technological adoption, and cybersecurity challenges. Integrating both strands provides explanatory
depth and practical relevance, allowing for a nuanced interpretation of how behavioral, organizational, and technological dynamics jointly
shape financial statement fraud in digitally transforming SOEs.

3.3. Variable operational definition

Table 2 provides the operational definitions of all variables based on the Fraud Heptagon framework: Pressure, Opportunity, Rationaliza-
tion, Capability, Arrogance, Collusion, and Ignorance. Measurements are fully aligned with prior literature while maintaining consistency
with the theoretical model. This standardization ensures construct validity and supports the empirical testing of behavioral and structural

antecedents of financial statement fraud in SOEs.

Table 2: Operational Definition of Variables

VEREID Variable Measurement TR Source

Type Type

Dependent g e Fraud Score Model (F-Score) including accrual quality and financial per- Dechow et al.,

. ment Fraud L ) . . . . Dummy (0/1)

Variable (FSF) formance indicators: receivables, inventories, cash sales, earnings (2011)

Independ-

ent Varia- Pressure (PRS) Leverage ratio = Total Liabilities / Total Assets Index (0-1) I/;Iand;)ko &

ble ngelyca, (2023)
Opportunity Independent board of commissioners ratio = Independent Commissioners  Index (0— Mohamed Yusof,
(OPT) / Total Commissioners 1.35) (2016)
i}a{};l)lahzatlon Related-party transaction ratio to total revenue Dummy (0/1)  Ibrani et al., (2019)
Capability (CP) CEO education (1 = master’s degree, 0 otherwise) Dummy (0/1) WGy 2

Widyawati, (2022)
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Arrogance : Pramesti &

(ARG) Frequency of CEO photographs in annual reports Score (3—12) Kusumawati, (2023)
Collusion (COL)  Ratio of politically connected commissioners Dummy (0/1) g%%rzo)ho & Diyanty,
Ignorance (IG) Material weaknesses in internal control disclosures (COO;T;I 5u (;1)15 Author’s adaptation

IT system adoption, process automation, and monitoring capabilities;

proxied by disclosure of digital initiatives and fraud detection tools in Dummy (0/1) IDTRrTan GREL;

Moderating  Digital Transfor-

Vaulle ivriom (1) annual/sustainability reports (202
Cyberseeuri Cybersecurity policies, controls, and monitoring systems; proxied by ex-
(gS) ty tent of IT security adoption and incident response reporting in corporate Likert 1-5 Ejiofor, (2023)

disclosures
Source: Results of secondary data processing, 2025.

3.4. Data collection and analysis procedures

This study adopts a mixed-methods strategy that integrates quantitative and qualitative strands to obtain a comprehensive understanding
of financial statement fraud within Indonesia’s State-Owned Enterprises (SOEs). The quantitative component utilized secondary data drawn
from official SOE portals and annual financial reports, encompassing variables related to the seven dimensions of the Fraud Heptagon,
digital transformation initiatives, cybersecurity practices, and fraud indicators. A total of 89 firm-year observations from the eligible SOEs
were included in the analysis. To complement this dataset, semi-structured interviews were undertaken with auditors, risk management
officers, and IT/cybersecurity professionals from SOEs and oversight institutions, with participants purposively selected for their expertise
in fraud detection, governance, and digital systems. This triangulated approach enhanced the study’s rigor, validity, and applied relevance.
Quantitative analysis was conducted using Partial Least Squares—Structural Equation Modeling (PLS-SEM) via WarpPLS 8.0. PLS-SEM
was deemed appropriate for evaluating complex relationships among latent constructs and is methodologically robust for small to medium
sample sizes, consistent with the 89 firm-year dataset. The measurement model was validated for reliability and construct validity through
composite reliability, average variance extracted (AVE), and the heterotrait-monotrait (HTMT) ratio. Subsequent structural model testing
examined both the direct influence of the Fraud Heptagon on financial statement fraud and the moderating roles of digital transformation
and cybersecurity. Descriptive statistics (mean, standard deviation, minimum, and maximum) were also applied to characterize data distri-
bution and variability.

Moderation analysis explored whether digital transformation and cybersecurity attenuate the impact of Fraud Heptagon dimensions on
fraudulent reporting. On the qualitative side, interview transcripts were thematically coded to identify emerging patterns, institutional
challenges, and best practices related to fraud mitigation, technological adoption, and cybersecurity management. These qualitative insights
contextualized the statistical results, illustrating the operational realities of fraud prevention in digitally transforming SOEs. By synthesiz-
ing quantitative modeling with qualitative evidence, this integrated design captures not only the empirical associations among constructs
but also the behavioral, organizational, and technological dynamics that shape financial statement fraud, thereby offering a holistic and
contextually grounded understanding of the phenomenon.

4. Data Analysis and Discussion

4.1. Data analysis

This study adopts a mixed-methods approach, combining quantitative analysis using PLS-SEM with WarpPLS 8.0 and qualitative insights
from semi-structured interviews to investigate the influence of the Fraud Heptagon, digital transformation, and cybersecurity on financial
statement fraud in Indonesian SOEs. The final sample comprises 89 firm-year observations of non-financial SOEs from 2020 to 2024.

4.1.1. Descriptive statistics

Descriptive statistical techniques were employed to analyze the characteristics and distribution of the study variables, with particular at-
tention to minimum, maximum, mean, and standard deviation values. The dependent construct, Financial Statement Fraud (FSF), was
examined alongside the seven Fraud Heptagon dimensions Pressure, Opportunity, Rationalization, Capability, Arrogance, Collusion, Ig-
norance to obtain a comprehensive overview of the dataset and to capture the variability across state-owned enterprises (SOEs). The com-
parative analysis of central tendency and dispersion suggests that pressure, capability, and ignorance exhibit moderate associations with
FSF, with noticeable fluctuations across firms, reflecting the diverse operational, psychological, and institutional contexts within SOEs.
Opportunity is also observed to exert a moderate effect, whereas rationalization and ignorance appear to play relatively minor roles. Arro-
gance demonstrates considerable variability across firms, indicating context-dependent behavioral implications. More broadly, governance
frameworks and technological interventions, particularly the implementation of digital transformation and cybersecurity practices, contrib-
ute to reducing FSF risk exposures, although heterogeneity in outcomes remains evident throughout the dataset.

Table 3: Descriptive Statistics

Variable N Mean SD Min Max
Financial Statement Fraud (FSF) 89 0.17 0.36 0 1
Pressure (PRS) 89 0.58 0.27 0.12 0.91
Opportunity (OPT) 89 0.44 0.21 0.28 1.35
Rationalization (RTZ) 89 0.08 0.26 0 1
Capability (CP) 89 0.46 0.49 0 1
Arrogance (ARG) 89 7.12 2.21 3 12
Collusion (CL) 89 0.07 0.24 0.10 1.10
Ignorance (IG) 89 12.4 8.57 0.7 35.5
Digital Transformation (DT) 89 0.53 0.50 0 1
Cybersecurity (CS) 89 3.18 1.03 1 5

Source: Results of secondary data processing, 2025.
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4.1.2. Model fit and quality assessment

The structural model was evaluated using WarpPLS 8.0 to assess both quality and model fit. The Average Path Coefficient (APC) was
0.072 (p < 0.05), signifying that the hypothesized causal relationships were statistically meaningful. The Average R-Squared (ARS) of
0.038 and the Average Adjusted R-Squared (AARS) of 0.192 reflect a moderate level of explanatory power, which is consistent with prior
empirical research in the domains of behavioral and organizational studies. Collinearity assessment indicated no multicollinearity concerns,
as shown by an Average Block VIF of 3.012 and an Average Full Collinearity VIF of 3.215.

Furthermore, the model’s overall fit was supported by a Tenenhaus Goodness-of-Fit (GoF) index of 0.478, exceeding the threshold for
large model fit. Additional robustness indicators, including the Simpson’s Paradox Ratio (SPR =0.801), R-Squared Nonlinear Contribution
Index (RSNCI = 0.958), Statistical Suppression Ratio (SSR = 0.372), and Bivariate Causality Direction Ratio (BCDR = 0.987), further
reinforce the model’s adequacy and reliability. Collectively, these metrics provide strong evidence that the structural model is well-suited
for examining both direct effects and moderating relationships within the framework of the study.

Table 4: Model Fit and Quality Test

Model Fit and Quality Criteria Results Reference / Threshold Assessment
Average Path Coefficient (APC) 0.084 P <0.05 Meet Criteria
Average R-Squared (ARS) 0.056 Small > 0.1, Medium > 0.25, Large > 0.36 Small
Average Adjusted R-Squared 0.214 Small > 0.1, Medium > 0.25, Large > 0.36 Medium
Average Block VIF (AVIF) 2.874 <5, ideally <3.3 Fit Model
Average Full Collinearity VIF (AFVIF) 3.041 <5, ideally <3.4 Fit Model
Tenenhaus GoF (GoF) 0.493 Small > 0.1, Medium > 0.25, Large > 0.36 Large
Simpson’s Paradox Ratio (SPR) 0.824 >0.7 Fit Model
R-Squared Nonlinear Contribution Index (RSCR) 0.971 >0.9 Fit Model
Statistical Suppression Ratio (SSR) 0.416 >0.7 Marginal
Bivariate Causality Direction Ratio (NLBCDR) 0.978 >0.7 Fit Model

Source: Data calculations with WarpPLS 8.0, 2025.

Moreover, the relatively low Average R-Squared (ARS = 0.038) observed in this study should be interpreted within the context of behav-
ioral fraud research. Low R? values are common in studies examining individual psychological drivers, ethical reasoning, and organiza-
tional culture because these constructs are inherently complex, multidimensional, and influenced by numerous unobservable factors. Fraud-
ulent behavior is shaped not only by measurable indicators such as pressure or opportunity but also by latent dynamics—moral disengage-
ment, personal values, informal networks, political interests, and situational cues—that are difficult to quantify using archival data. There-
fore, a low ARS does not diminish the explanatory relevance of the Fraud Heptagon; rather, it reflects the empirical reality that behavioral
fraud phenomena naturally produce modest predictive power when modeled quantitatively. Future studies may address this by expanding
the model with richer behavioral variables, incorporating primary data, or applying hybrid approaches such as digital forensics, Al-driven
anomaly detection, or mixed-method triangulation to enhance predictive accuracy.

Findings from both the descriptive analysis and model fit evaluation suggest that pressure, capability, and ignorance emerge as dominant
drivers of financial statement fraud. In contrast, governance structures, together with digital transformation initiatives and cybersecurity
mechanisms, function as partial safeguards in mitigating these risks. The evidence reinforces the theoretical extension of the Fraud Hepta-
gon by incorporating digitalization and cybersecurity dimensions, highlighting that technological advancement and the establishment of
comprehensive cybersecurity frameworks contribute to reducing behavioral tendencies toward fraud while strengthening the reliability and
transparency of financial reporting within digitally evolving SOEs.

4.2. Discussion

This study contributes to a comprehensive understanding of financial statement fraud (FSF) in Indonesia’s State-Owned Enterprises (SOEs)
by situating the Fraud Heptagon framework within the broader discourse of digital transformation and cybersecurity. Employing a mixed-
methods strategy, the research combines quantitative estimation through WarpPLS 8.0 with qualitative evidence from semi-structured
interviews involving internal auditors, SOE executives, and oversight authorities. The integration of these approaches enriches the analysis
by capturing both empirical regularities and contextual nuances, thereby elucidating the behavioral, organizational, and technological driv-
ers of FSF as well as the governance mechanisms that mitigate fraudulent practices.

4.2.1. Fraud heptagon and financial statement fraud

The findings reveal that the aggregated Fraud Heptagon construct exerts a significant positive influence on financial statement fraud (FSF)
within digitally transforming SOEs (H1, f = 0.254; p = 0.012). This outcome underscores the interactive nature of the seven underlying
dimensions pressure, opportunity, rationalization, capability, arrogance, collusion and ignorance which collectively shape fraudulent re-
porting behavior. Among these determinants, financial pressure emerges as the most salient factor, aligning with prior evidence that asso-
ciates fraud risk with performance-based incentives, state-imposed financial benchmarks, and politically driven operational impera-
tivestriggers (Suhartini et al., 2023). “The qualitative insights corroborate the quantitative evidence, indicating that performance-driven
incentives, particularly those linked to financial rewards and political evaluation, intensify managerial tendencies to engage in earnings
manipulation in order to fulfill imposed expectations. Interestingly, the analysis reveals that opportunity, rationalization, and capability
contribute less significantly as predictors of fraudulent reporting, implying that systemic and institutional pressures hold greater explanatory
power than individual-level behavioral factors in the SOE environment. Moreover, although formal oversight frameworks such as internal
audits and supervisory boards are structurally in place, their effectiveness is constrained by political intervention, which compromises
independence and weakens the governance function in mitigating financial misreporting (Andalia et al., 2021; Sari et al., 2020). These
results highlight that within public-sector entities, the dynamics of the Fraud Heptagon are manifested primarily through organizational
and institutional mechanisms, rather than being solely attributable to individual-level attributes.

4.2.2. Digital transformation as a moderating factor

The analysis demonstrates that digital transformation exerts a moderating effect by significantly attenuating the relationship between the
Fraud Heptagon and financial statement fraud (H2, p = —0.178; p = 0.031). Quantitative evidence suggests that the integration of digital
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infrastructures such as enterprise resource planning (ERP) systems, automated financial reporting, and real-time analytics effectively re-
duces opportunities for manipulation while constraining the influence of behavioral determinants, notably collusion, pressure, and oppor-
tunity. Corroborating this, interview narratives highlighted that digitalization enhances both traceability and transparency, thereby facili-
tating the early identification of irregularities: ‘Digital platforms enable the timely detection of fictitious transactions and concealed journal
entries before they develop into material distortions.” Collectively, these findings reinforce prior scholarship that positions digital technol-
ogies not only as enablers of efficiency and accuracy but also as critical preventive and detective tools within organizational fraud mitiga-
tion strategies (Mangala & Soni, 2023). Accordingly, digital transformation functions as a systemic mechanism that embeds technological
enforcement within behavioral fraud theory, thereby restricting opportunities for misconduct through structural integration of monitoring,
automation, and control (Ghozali et al., 2019).

4.2.3. Cybersecurity as a moderating factor

The findings further demonstrate that cybersecurity exerts a significant moderating effect on the relationship between the Fraud Heptagon
and FSF (H3, B =-0.142; p = 0.045). Organizations that implement comprehensive cybersecurity protocols such as strict access controls,
data encryption, intrusion detection, and continuous system monitoring experience substantially lower levels of fraudulent activity, even
in the presence of behavioral and institutional risk factors. Qualitative evidence underscores that cybersecurity enhances both oversight
and deterrence, as practitioners emphasized its role in generating real-time alerts to suspicious activities, thereby reducing the likelihood
that collusion or data manipulation remains concealed. These results are consistent with prior literature positioning cybersecurity as a
critical protective layer in digitally complex environments, particularly within public-sector organizations characterized by systemic vul-
nerabilities (Ejiofor, 2023).

4.2.4. Integration of findings

The synthesis of quantitative and qualitative evidence indicates that financial statement fraud (FSF) in SOEs arises predominantly from
systemic dynamics, including structural pressures, political intervention, and institutional deficiencies, rather than being solely attributable
to individual behavioral traits. The Fraud Heptagon serves as a comprehensive theoretical lens to conceptualize these multidimensional
risk factors, whereas digital transformation and cybersecurity operate as practical mechanisms for fraud mitigation. Insights from interviews
highlight the critical role of continuous digital surveillance, transparent financial reporting, and heightened organizational risk awareness
in daily operations, thereby underscoring the complementary nature of governance, technological, and risk management strategies in re-
ducing fraud vulnerabilities.

4.3. Theoretical and practical implications

This study advances the application of the Fraud Heptagon framework within the public sector, specifically in State-Owned Enterprises
(SOESs) undergoing digital transformation, by highlighting the interaction between behavioral, organizational, and technological determi-
nants. From a practical perspective, the findings underscore the need for SOEs to implement comprehensive anti-fraud measures, which
include embedding digital tools for continuous surveillance, formalizing cybersecurity safeguards, and reinforcing governance and risk
management systems. Moreover, systemic pressures particularly those related to performance mandates and political influence necessitate
not only technological interventions but also organizational restructuring and cultural change.

In conclusion, financial statement fraud in Indonesian SOEs should be understood as a systemic issue driven by structural, behavioral, and
political dynamics. Mitigation requires a multidimensional strategy that integrates digital transformation, cybersecurity, and governance
frameworks anchored in risk awareness. By combining quantitative modeling with qualitative insights, this research delivers a holistic
examination of fraud mechanisms, offering both theoretical enrichment to fraud literature and practical guidance for strengthening fraud
prevention in public-sector enterprises

Table 6: Hypothesis Summary

Hypoth- Relksiar Coefficient  Significance (p- Dec1- Notes
esis ®B) value) sion
Ac- Integrated Fraud Heptagon factors significantly influ-

HI Fraud Heptagon — FSF 0.254 0.012 s ence FSF in SOFs.
m Digital Transformation x Fraud 0178 0.031 Ac- Digital transformation reduces the positive effect of

Heptagon — FSF ' ' cepted the Fraud Heptagon on FSF.

Cybersecurity x Fraud Heptagon Ac- Cybersecurity mitigates the influence of the Fraud
H3 —0.142 0.045

— FSF cepted Heptagon on FSF.

Source: Results of secondary data processing, 2025.

5. Conclusion, Limitations, and Suggestions

This study underscores the analytical strength of the Fraud Heptagon framework in explaining the dynamics of financial statement fraud
(FSF) within Indonesia’s State-Owned Enterprises (SOEs) amid digital transformation. The findings reveal that the seven dimensions
Pressure, Opportunity, Rationalization, Capability, Arrogance, Collusion, Ignorance jointly contribute to fraudulent behavior, with finan-
cial pressure identified as the most critical determinant. Although the remaining dimensions maintain theoretical significance, their empir-
ical influence appears less pronounced in the SOE context, reflecting the institutional arrangements and structural constraints inherent in
these organizations. The results further demonstrate that digital transformation and cybersecurity act as effective mitigating mechanisms.
Advanced technologies such as automated surveillance systems and forensic auditing tools minimize opportunities for manipulation, while
comprehensive cybersecurity frameworks ensure data reliability and restrict collusive or unauthorized practices. Collectively, these mech-
anisms weaken the positive association between Fraud Heptagon factors and FSF, underscoring the importance of embedding technological
safeguards alongside behavioral and organizational control mechanisms.

Nevertheless, several limitations should be acknowledged. First, the exclusive focus on SOEs constrains the applicability of the findings
to broader corporate settings, as private enterprises operate under distinct governance models, incentive structures, and institutional pres-
sures. Second, reliance primarily on archival reports and secondary data reduces the capacity to fully capture psychological, cultural, and
behavioral dimensions of fraud, which are often central to managerial misconduct. Third, although digital transformation and cybersecurity
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were incorporated as moderating variables, other institutional factors such as board oversight, external auditing quality, or ownership
composition were not integrated into the analytical scope.

Future investigations may address these shortcomings by conducting comparative analyses across SOEs and private firms or through cross-
national studies to better understand contextual variations in fraud determinants. Extending the Fraud Heptagon to incorporate emergent
technologies such as artificial intelligence, blockchain applications, and continuous auditing could enhance both its explanatory and pre-
dictive potential. Furthermore, adopting mixed-method designs that combine forensic interviews, digital trace analytics, and documentary
evidence would provide deeper insights into the behavioral and cultural dimensions of fraud. Examining how governance structures interact
with technological innovations may also yield valuable strategies for building fraud-resilient organizations.

By positioning financial pressure as the most influential driver of FSF while highlighting the moderating role of digital transformation and
cybersecurity, this research advances fraud theory and emphasizes the necessity of integrated institutional and technological strategies in
reducing fraudulent practices within Indonesia’s SOEs.
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