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Abstract

This study investigates the impact of information technology audit on the audit quality of auditors in Thailand’s capital market, with a
particular focus on how information technology audit practices influence key dimensions of audit quality, including reducing audit risk
and data security. A quantitative research approach was employed, using structured questionnaires distributed by mail to 365 licensed
auditors in the capital market, from which 93 valid responses were collected and analyzed. The findings reveal that information technology
audit significantly enhances audit quality by enhancing data security, strengthening system security, and increasing operational efficiency.
These results confirm the essential role of information technology audit in reducing audit risk and maintaining standards of auditing practice.
Overall, the study emphasizes the strategic importance of information technology audit as a proactive mechanism for safeguarding infor-
mation and ensuring the reliability of audit processes. It also highlights the ongoing need to strengthen information technology governance
frameworks and develop auditors’ competencies to effectively respond to emerging digital challenges. The insights derived from this
research provide valuable guidance for regulators, auditors, and stakeholders seeking to improve audit effectiveness in Thailand’s capital
market.
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1. Introduction

Over the past decade, advances in information technology and digital innovation have profoundly reshaped the structure and operations of
businesses. These developments have progressed rapidly and continuously, driving digital transformation across a wide range of industries,
including accounting and auditing, where processes must adapt to new technologies to enhance efficiency and reduce costs (Igou et al.,
2022). The adoption of digital technologies not only strengthens competitiveness but also enables organizations to develop new operational
processes (Osmundsen et al., 2018). Many organizations now regard information technology as a core strategy for creating business ad-
vantages and simplifying complex workflows (Klos & Spieth, 2020). Moreover, digital technologies have become a critical driver of
organizational performance and sustainable growth by integrating processes with automation, big data analytics, and strategic decision-
making tools (Schneider & Kokshagina, 2021).

Thailand has placed strong emphasis on the development and utilization of technology as a driver of national progress and an instrument
for enhancing public services. The government has sought to establish new service systems by leveraging digital data to stimulate and
support the country’s advancement. In 2019, the National Cybersecurity Agency was designated as the authority responsible for providing
protection, monitoring, surveillance, risk mitigation, and recovery in response to cyber threats (Gazette, 2023). However, the rapid growth
of digital technologies has also given rise to increasingly complex cybersecurity threats that significantly affect accounting and auditing
practices (Thottoli et al., 2022). Organizations now face risks such as cyberattacks, data breaches, software vulnerabilities, hardware fail-
ures, and human errors, often stemming from overreliance on technology and insufficient governance. These issues undermine the integrity
and security of data (Hall, 2011). These issues also undermine stakeholder confidence, highlighting the need for a robust cybersecurity
framework to maintain data integrity and confidentiality (Kafi & Akter, 2023).

Furthermore, during the COVID-19 pandemic, a 2020 report from the United States revealed a sharp increase in unauthorized data access,
particularly through virtual private networks (VPNs) used for remote work, which became prime targets for cybercriminals (Gaurav, 2020).
This led to operational disruptions and reflected the growing scope and complexity of cybercrime (Such-Pyrgiel et al., 2022). Hence, to
ensure the appropriateness and security of information technology usage, information technology audit plays a crucial role in evaluating
and overseeing the effectiveness and safety of information systems (The Securities and Exchange Commission, Thailand, 2019). This
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includes technology controls, risk management, and cybersecurity measures (ISACA, 2020), which collectively enhance operational effi-
ciency, ensure data accuracy, and strengthen reliability (KPMG, 2020; Devale & Kulkarni, 2012). Accordingly, auditors must assess the
adequacy of information technology controls to minimize losses resulting from system failures, inaccurate information, or operational
disruptions (Agoes, 2012).

In general, auditors provide assurance services that encompass financial statement audits, operational audits, and compliance audits to
enhance stakeholder confidence. However, in today’s environment, where technology plays a crucial role in the processing and presentation
of organizational information, the accuracy and reliability of data may be compromised in the absence of proper controls (Wu et al., 2023).
This has led to growing calls for stricter information technology audits. Effective IT controls are therefore essential to ensuring business
continuity (Saeed et al., 2023). These challenges have heightened the importance of integrated auditing practices. KPMG (2009) therefore
emphasized that information technology audits are a critical component of overall audit activities and should be incorporated into financial
statement audits, operational audits, and compliance audits (Devale & Kulkarni, 2012; Tingliao, 2016). Information technology audits not
only focus on assessing risks associated with the use of information systems and the related controls to mitigate risks to data accuracy and
reliability, but also strengthen information assurance by safeguarding data and reducing technology-related risks. Strengthening effective
controls can help minimize the risk of misreporting caused by errors or fraud (Lorentzon, 2023). Such processes provide auditors with
sufficient and accurate information for decision-making, promote objectivity in expressing opinions, and reduce the likelihood of over-
looking indicators or flawed assumptions during evidence collection and evaluation (Federation of Accounting Professions, 2010). Majda-
lawieh and Zaghloul (2009) also argued that information technology audit should be an integral part of auditing practices, as the information
systems environment directly influences organizational economic data, efficiency, effectiveness, and productivity (Salihu & Hoti, 2019).
Adopting this new approach to auditing not only improves the quality of financial and compliance audits but also enhances stakeholder
confidence. Nonetheless, although research in the field of information technology auditing has been conducted (Aditya et al., 2018), im-
portant issues remain underexplored, particularly in the context of Thailand’s capital market, where there is still a lack of empirical evidence
regarding the impact of information technology audit on audit quality. This study, therefore, seeks to address this gap by examining the
effects of information technology audit and contributing to the advancement of auditing practices in this area.

2. Literature Review

This discussion employs two theories to explain the research relationships: the legitimacy theory by Suchman (1995) and the defense-in-
depth theory by Smith C.L. (2003).

Legitimacy theory

Legitimacy theory (Suchman, 1995) states that an organization’s actions and activities are shaped by societal expectations. Companies
derive their rights and authority from society to utilize natural and human resources, and if they operate in line with these expectations,
they fulfill a form of social contract (Gray, Kouhy & Lavers, 1995). Organizations that perceive themselves as part of society strive to meet
these expectations, recognizing that failure to do so may result in social disapproval, which could hinder their success. To ensure long-
term prosperity, management must continuously assess whether its operations align with societal demands. In this context, legitimacy
theory helps explain the necessity of information technology audit, particularly given the growing reliance on digital technologies. Firms
leveraging advances in digital innovation aim to maintain their competitive advantage in rapidly changing markets (Klos & Spieth, 2020).
However, the ongoing expansion of digital technologies has introduced increasingly complex security threats to information systems. These
risks, arising from greater dependence on IT and inadequate governance, can compromise data integrity and security (Hall, 2011) while
undermining stakeholder trust. This underscores the need for robust cybersecurity frameworks to preserve the confidentiality and integrity
of information (Kafi & Akter, 2023), fostering greater awareness of information technology security and highlighting the importance of
effective information technology controls (Saeed et al., 2023).

Defense-in-depth theory

Defense-in-depth theory (Smith, 2003) is a key concept in information system security, emphasizing the establishment of multiple layers
of protection to prevent unauthorized access or attacks on systems. Each layer serves a distinct purpose and employs different methods,
such as physical controls, access rights management, data encryption, system monitoring, and backup processes. This multilayered ap-
proach reduces risks and enhances the resilience of systems against potential threats. With the rapid advancement of information technology
and the emergence of new threats, organizations that adopt information technology appropriately can enhance operational efficiency. How-
ever, implementing defense-in-depth strategies further minimizes anomalies and strengthens confidence in data security. Information se-
curity experts widely acknowledge this theory as a fundamental mechanism for data protection. Carroll and Merwe (2009) highlighted that
the increasing reliance on information technology over the past two to three decades has transformed auditing practices, with current
approaches focusing on ensuring that IT systems are properly controlled, secure, and effective. In this regard, information technology audit
has incorporated standards such as ISO 27001 and COBIT, which provide frameworks for IT governance and security enhancement. The
effective application of these standards helps safeguard information systems, reduce risks, and prevent unauthorized access, thereby in-
creasing the reliability of processed and stored data (Riad, 2015). Reliable data enables auditors to work more effectively and with greater
confidence, which directly contributes to overall audit quality.

Auditors must be prepared to adapt to evolving business environments. Given the growing influence of information technology on audit
complexity, resulting from both challenges and opportunities, auditors require extensive knowledge and skills to assess risks associated
with technological changes (Rosario, 2013; Juiz, 2015). Consequently, information technology audit has become critical, reinforcing the
importance of integrated audit practices that combine financial audits, operational audits, and compliance audits (Devale & Kulkarni, 2012;
Tingliao, 2016). In other words, information technology audits should be conducted alongside other audit activities to support audit func-
tions while enhancing independence and objectivity (Tingliao, 2016).

Nevertheless, practical information technology audit still faces limitations due to the lack of comprehensive and standardized guidelines
addressing all dimensions of information security controls. Scholarly literature on information technology audit and its impact on audit
quality remains insufficient and underexplored in empirical studies (Chou, 2015). This highlights the need for research into current infor-
mation technology audit practices, particularly considering escalating threats. Accordingly, this study investigates whether auditors in
Thailand have adopted information technology audit practices to enhance the efficiency and effectiveness of accounting practices. It further
identifies gaps in academic research concerning information technology audit practices, information technology governance, and related
issues, offering theoretical insights into whether such practices influence audit effectiveness and quality. The study develops a conceptual
framework to examine the impact of information technology audit on audit quality among auditors in the Thai capital market, as illustrated
in Figure 1.
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Recent developments in digital auditing have underscored the transformative influence of emerging technologies such as Artificial Intelli-
gence (Al) and blockchain on information technology auditing. Al-driven systems have become integral to modern audit practices by
enabling real-time data analysis, predictive risk assessment, and enhanced decision-making. Al-Omush et al. (2025) revealed that Al-based
auditing tools significantly enhance audit quality by increasing accuracy, efficiency, and risk evaluation while minimizing human error,
thereby reshaping traditional assurance practices.

In parallel, blockchain technology has emerged as a pivotal innovation that redefines data integrity and transparency in auditing. Liu et al.
(2024) found that blockchain improves traceability, accountability, and reliability of financial information by providing tamper-proof,
verifiable records that reduce manual workloads and enhance reporting precision. Building on this, Andoko et al. (2025) demonstrated that
blockchain integration significantly strengthens audit quality through immutable and transparent ledgers that mitigate human error and
fraud, while automation of data collection and near-instantaneous verification improve audit timeliness. Moreover, the cryptographic and
verifiable nature of blockchain-supported records establishes a single source of truth that minimizes estimation bias and earnings manipu-
lation, contributing to more trustworthy financial reporting. Collectively, these studies highlight that integrating Al and blockchain into
information technology audit frameworks can substantially enhance audit transparency, cybersecurity, and organizational trust, laying a
foundation for more robust and sustainable audit quality in the digital era.

While global studies have increasingly focused on advanced digital auditing practices, particularly the integration of Al and blockchain
technologies into IT governance frameworks, such adoption in Thailand remains limited. Many Thai auditing firms are still in the early
stages of implementing digital audit tools, facing challenges related to technological readiness, cybersecurity infrastructure, and profes-
sional skill development. Compared with mature economies where audit automation is well established, Thai auditors often rely more on
manual verification and less standardized IT control frameworks. This contextual distinction underscores the importance of examining how
information technology audits operate within Thailand’s capital market, where varying levels of digital maturity may influence audit quality
and data security outcomes.

Building upon these technological advancements, this study develops a conceptual framework that integrates the multidimensional aspects
of information technology audit: financial statement audit, operational audit, compliance audit, and information technology control with
key audit quality outcomes. The framework also incorporates the mediating roles of risk reduction and data security to explain how tech-
nology-driven auditing practices enhance overall audit performance. By synthesizing insights from recent studies on Al and blockchain,
this model reflects the evolving nature of digital assurance and provides a theoretical foundation for examining information technology
audit effectiveness in Thailand’s capital market context.

Hla, H2a, H3a, H4a

—H
Reducing audit risk 7

Information technology audit
1. Financial statement audit

2. Operational audit

3. (,ompharllcc audit Hlb. H2b, H3b, Hdb H5b
4. Information technology control

>l H5a
- Audit quality

— Data security —

Fig. 1: Conceptual Framework

Figure 1 illustrates the conceptual framework developed for this study. It depicts the relationships between four dimensions of information
technology audit: financial statement audit, operational audit, compliance audit, and information technology control, and their combined
influence on audit quality through two mediating constructs: reducing audit risk and enhancing data security. Specifically, hypotheses Hla—
H4a represent the effects of each audit dimension on reducing audit risk, while H1b—H4b capture their impact on data security. Subse-
quently, H5a and H5b examine how both reducing audit risk and data security contribute to improving audit quality. The framework
highlights the integrative role of information technology audit within the broader auditing process, emphasizing that effective information
technology governance and control mechanisms are essential to maintaining high audit quality in the context of Thailand’s capital market.
Information technology audit is concerned with the governance, performance evaluation, and management of information technology,
encompassing security controls, risk management, and the overall assurance of information technology processes (ISACA, 2013). The
primary objective is to ensure that information remains secure, complete, and accurate. Since reliance on data alone cannot guarantee
appropriateness and adequacy, auditing provides an assurance service that extends beyond financial audits to include operational and
compliance audits, thereby strengthening stakeholder confidence. In the current environment, technology plays a critical role in the pro-
cessing and presentation of organizational information. However, without appropriate controls, the accuracy and reliability of such infor-
mation may be compromised (Wu et al., 2023). Thus, effective IT controls and assurance mechanisms are necessary to ensure the correct-
ness, security, and reliability of data processing. A synthesis of prior research reveals that, over the past decade, information technology
audit has evolved into a key component of organizational quality assurance, with its growth significantly influenced by technological
innovations (Yeghaneh, 2015). Majdalawieh and Zaghloul (2009) further emphasized that information technology audit should be inte-
grated into overall audit practices, meaning that information technology audits can and should be conducted alongside financial, operational,
and other forms of auditing. Accordingly, an information technology audit consists of the following key components:

2.1. Financial statement audit

A financial statement audit refers to the process of examining accounting records and financial reporting to assess their completeness,
reliability, and compliance with established standards. This process is grounded in fundamental principles, including the Code of Ethics
for Professional Accountants, generally accepted auditing standards, and the exercise of professional judgment in observing and question-
ing potential misconduct. The primary objective of a financial statement audit is to enhance the credibility of audit outcomes and thereby
strengthen stakeholders’ confidence in financial reporting (Federation of Accounting Professions, 2010). Albrecht et al. (2015) suggested
that auditors may fail to detect fraud in high-risk environments, creating gaps in fraud detection capabilities and increasing audit risk.
Similarly, Watts and Zimmerman (1986) emphasized that auditing plays a vital role in reducing information asymmetry between managers
and stakeholders by ensuring the reliability of reported figures. This view is consistent with Asare et al. (1994), who noted that auditors’
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ability to evaluate the probability of misstatements in specific areas of the financial statements helps reduce audit risk by identifying issues
requiring detailed examination. Furthermore, Rosati et al. (2020) found that if auditors devote sufficient effort to substantive testing and
audit procedures, information security incidents do not negatively affect audit quality. This finding highlights the importance of a thorough
financial statement audit not only in ensuring the reliability of financial information but also in safeguarding data security. Hence, the
following hypotheses are proposed:

H1la: Financial statement audit has a positive effect on reducing audit risk.

H1b: A Financial statement audit has a positive effect on data security.

2.2. Operational audit

Operational audit procedures and practices play a crucial role in ensuring that organizational processes are carried out effectively, thereby
reducing auditors’ exposure to audit risk and minimizing the likelihood of inappropriate opinions on financial reports (Robson et al., 2007;
Curtis & Turley, 2007; Peecher et al., 2007). Power (1997), however, argued that operational auditing primarily focuses on operational
efficiency rather than the control of financial reporting, thus limiting its influence in reducing audit risk. Nonetheless, Gupta (2020) demon-
strated that operational audit not only emphasizes areas for efficiency improvements but also fosters better compliance with operational
procedures, which reduces the likelihood of errors and positively impacts audit risk. Research further suggests that operational audits assist
in identifying weaknesses in internal control systems (Sawyer et al., 2014). Consistent with these findings, Arens et al. (2017) and Kinney
& Shepardson (2011) highlighted that effective operational audits mitigate the chances of errors or fraud in financial reporting, thereby
lowering overall audit risk. Therefore, the following hypothesis is proposed:

H2a: Operational audit has a positive effect on reducing audit risk.

H2b: Operational audit has a positive effect on data security.

2.3. Compliance audit

Compliance auditing is essential for ensuring that organizations operate in accordance with established standards. However, its ability to
reduce audit risk remains limited, as compliance audits typically focus on adherence to regulatory requirements rather than the accuracy of
financial information, while devoting relatively little attention to fraud detection. As a result, compliance audit may not significantly reduce
audit risk because it does not comprehensively address all factors that contribute to material misstatements in financial reporting. Kinney
and Shepardson (2011) emphasized that regulatory-driven audits may overlook complex financial misrepresentations, thereby restricting
their effectiveness in mitigating audit risk. Similarly, Bazerman et al. (1997) noted that time pressures associated with regulatory compli-
ance can lead to superficial audits, undermining their overall effectiveness. Nevertheless, research by Chen et al. (2015) revealed that
organizations subject to rigorous compliance audits tend to achieve better compliance with regulations, indirectly supporting the reliability
of financial reports and reducing the likelihood of material misstatements. In addition, Gantz (2014) argued that compliance with legal and
industry standards enhances data security while mitigating risks related to errors, fraud, and adverse incidents. Consistent with this per-
spective, Messier et al. (2016) highlighted that regular compliance audits enable organizations to remain aligned with evolving standards
and technologies, thereby promoting continuous improvement in security practices. Such a proactive approach strengthens organizational
adaptability and resilience against risks. Based on the above, the following hypotheses are proposed:

H3a: Compliance audit has a positive effect on reducing audit risk.

H3b: Compliance audit has a positive effect on data security.

2.4. Information technology control

Information technology control refers to the management of information technology systems and processes, which can be broadly classified
into two main categories (Arens et al., 2017). The first category is ‘general controls’, which apply across all information technology func-
tions and encompass information technology governance, system development, physical and cyber security, data backup planning, contin-
gency planning, and hardware management. The second category is ‘application controls’, which focus on procedures within application
systems to ensure that transactions are authorized, recorded, and processed completely, accurately, and on a timely basis, thereby enhancing
the reliability of information.

Effective information technology controls enable auditors to accurately assess risks, produce reliable reports, and draw reasonable conclu-
sions from their audits. High-quality and sufficient information supports professional judgment, reducing the likelihood of overlooking
critical issues or forming flawed assumptions during evidence collection and evaluation (Petter Lovaas, 2012). In line with this, Bhattachar-
jee et al. (2017) argued that when auditors confirm that organizations have implemented effective information technology controls, they
can adjust audit procedures, lower detection risk, and enhance overall audit efficiency. However, Hall and Singleton (2018) emphasized
that the complexity of modern information technology systems poses significant challenges for auditors, as comprehensive evaluations of
information technology controls may be difficult without specialized expertise, thereby increasing audit risk. Based on the above, the
following hypotheses are proposed:

H4a: Information technology control has a positive effect on reducing audit risk.

H4b: Information technology control has a positive effect on data security.

2.5. Reducing audit risk and data security

Information technology audit plays a critical role in safeguarding data, ensuring the accuracy and completeness of information, and pre-
venting fraud within information systems. Moreover, it provides essential recommendations for risk reduction (Beridze, 2017), thereby
lowering information technology-related audit risks while simultaneously protecting data and systems. Information technology audit min-
imizes errors and enables auditors to reach reasonable conclusions by providing reliable information to support their opinions (Federation
of Accounting Professions, 2014). Hurtt (2011) highlighted the positive relationship between audit risk and audit quality, emphasizing the
importance of obtaining sufficient and appropriate audit evidence. The application of professional judgment and skepticism allows auditors
to identify suspicious circumstances and avoid reliance on flawed assumptions during evidence collection and evaluation. This approach
enhances the quality of financial reporting, ultimately benefiting financial statement users (AlShaer, 2020). Reducing audit risk contributes
to the accuracy and reliability of financial reporting, leading to more effective audits (Riyadi et al., 2021). Furthermore, enhanced data
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security facilitates smoother audit processes by reducing disruptions caused by inconsistencies or security incidents (Rose et al., 2017).
Based on the above discussion, the following hypotheses are proposed:

H5a: Reducing audit risk has a positive effect on audit quality.

H5b: Data security has a positive effect on audit quality.

2.6. Audit quality

Audit quality refers to the auditor’s ability to provide reliable, independent, and ethical assurance that supports stakeholder decision-making
(DeAngelo, 1981). It encompasses diligence in audit execution, the ability to detect errors, adherence to auditing standards, and transparent
reporting (Arens et al., 2015; Manita et al., 2020). Key drivers include auditor competence, independence, and ethical integrity (Tandi-
ontong, 2016). The International Federation of Accountants (2014) identified four dimensions influencing audit quality: ‘inputs’ (e.g.,
ethics and competence), ‘processes’ (e.g., compliance with auditing standards and internal control), ‘outputs’ (e.g., audit reports), and
‘contextual factors’ (e.g., regulation and governance). In today’s digital era, Information Technology (IT) Audit plays a vital role in man-
aging risks related to data accuracy, security, and reliability (Riad, 2015). Strong IT governance enhances the credibility of financial audits
and mitigates decision-making risks (The Securities and Exchange Commission Thailand, 2022). However, the effectiveness of an IT audit
depends on technological awareness, the business context, and relevant legal and regulatory frameworks.

3. Research Methodology

3.1. Sample selection and data collection

The population and sample were capital markets in Thailand (The Securities and Exchange Commission, Thailand, 2023). This database
was a reliable source that provided complete addresses and listed 365 securities auditors in the capital market. The research instrument was
a self-administered questionnaire that was distributed via postal services. The key informants are auditors in the capital market. A total of
365 questionnaires were mailed in mid-February 2023. After two months, to increase the response rate, a follow-up postcard was sent to
auditors who had not yet responded, to remind them to fill out the questionnaire, and ask them to cooperate. A total of 93 surveys were
returned, representing a response rate of 25.48 percent. According to Aaker, Kumar, and Day (2001), a 20% response rate for a postal
survey is considered acceptable.

The participant characteristics of the 93 respondents are as follows: Most of the respondents were female. The age range of the respondents
was 30 years or younger. Most of the respondents were single. Regarding the educational background, the majority hold a bachelor's degree.
In terms of professional experience, most respondents had less than five years of auditing experience on the Thai Stock Exchange. Addi-
tionally, the majority reported an average monthly income of no more than 100,000 baht.

Additionally, this study was reviewed and approved by the Mahasarakham University Ethics Committee for Research Involving Human
Subjects (Approval No.071-617/2024).

3.2. Analysis method

To establish validity, five academic experts reviewed and adjusted the measurement items in the questionnaire to achieve the best possible
scale. To achieve valid results and conclusions for this study, reliability was established using Cronbach’s alpha. All the scale items were
defined and accepted based on the conventional guidelines proposed by Nunnally (1978). In this study, the first 30 questionnaires sent back
from respondents were used to perform a pre-test of the reliability of all measurements that were used in the questionnaire. Consequently,
these 30 questionnaires were included in the final data analysis for testing hypotheses and assumptions with SPSS (analysis software),
including linearity, homoscedasticity, normality, and relationships among variables.

3.3. Measurements

The quantitative research setting for the empirical analysis was based on primary data obtained from a survey questionnaire. In this research,
there were four sets of variables to be measured. Audit quality was the dependent variable, while information technology audits were the
independent variable. The mediating variables were reduced audit risk and data security. These constructs were transformed into opera-
tional variables for true measurements. To measure each construct in the conceptual model, all variables were defined and measured using
survey questions that used a five-point Likert scale ranging from 1 (strongly disagree) to 5 (strongly agree).

4. Research Methodology

4.1. The measurement models

The study of the reflective models was conducted using SPSS. For the measure of convergent validity of the analysis, all weight values
above 0.50 (factor loading) were statistically significant. The statistical tool consisted of two main components. The first involves validating
the research instrument in terms of validity and reliability. To establish the content validity, five academic experts reviewed and refined
the questionnaire items to ensure accurate and appropriate scale measures. The item validity scores range from 0.607 to 0.891, indicating
acceptable validity (Hair et al.,2010).

Cronbach’s alpha was used to ensure the instrument’s reliability. All the scale items were defined and assessed according to the conven-
tional guidelines proposed by Nunnally (1978). The results of the reliability analysis showed Cronbach’s alpha values ranging from 0.710
to 0.867, all of which exceeded the minimum acceptable threshold of 0.70, indicating high internal consistency. Additionally, the item-
total correlation values ranged from 0.401 to 0.782, with all items exceeding the benchmark of 0.30, demonstrating acceptable item relia-
bility. Detailed results are presented in Table 1.
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Table 1: Factor Loading, Item-Total Correlation, and Cronbach Alpha

Variables Factor Loading Item total correlation Cronbach Alpha
Financial Statement audit (FAS) 0.607-0.775 0.401-0.567 0.710
Operational audit (OAU) 0.650-0.798 0.453-0.605 0.748
Compliance audit (CAU) 0.778-0.891 0.640-0.779 0.867
Information technology control (ITC) 0.675-0.758 0.491-0.579 0.746
Reducing audit risk (RAR) 0.780-0.804 0.535-0.687 0.767
Data security (DSR) 0.651-0.788 0.456-0.611 0.744
Audit quality (AUQ) 0.656-0.873 0.557-0.782 0.804

The second component involves statistical hypothesis testing based on the fundamental assumptions of regression analysis, including lin-
earity, homoscedasticity, normal distribution, and relationships among variables (Table 2). All hypotheses were tested using regression
analysis, with the corresponding equations presented below:

Equation 1: RARi = a1 + BiFSAi + B2OAUi + B3CAU + B4TCi + BsAUS1i + BeAUSa2i + B7AUSsi + BsAUS4i + &1

Equation 2: DSRi = a2 + BoFSA; + BioOAU; + B11CAUi + Bi2ITCi + B13AUSi + B1aAUS2i + BisAUSsi + B16AUSa4i + €2

Equation 3: AUQi= 03 + f17RARi + BisDSRi + B19AUS1i + B20AUS2i + B21AUSsi + B22AUS4i + €3

Table 2: Correlation Matrix

Variable FAS OAU CAU ITC RAR DSR AUQ Tolerance VIF
Financial Statement audit (FAS) 1 0.709 1.100
Operation audit (OAU) 449* 1 0.726 1.080
Compliance audit (CAU) AT1* 470%* 1 0.879 1.138
Information technology control (ITC) 465* 418* 492%* 1 0.652 1.051
Reducing audit risk (RAR) 413* .526* .556* .554% 1 0.590 1.010
Data security (DSR) .534%* .589%* S16* 541%* AT74% 1 0.862 1.040
Audit quality (AUQ) A457* .537* ST S512% 420* S551* 1 - -

Notes: * =p<0.05, ** =p<0.01.

Table 2 shows the Pearson correlation coefficients for all the variables. The results demonstrate that all dimensions of information tech-
nology audits have a significant; positive relationship with reducing audit risk (r =.413 —.556, p < 0.05), data security (r = .474 — .589, p
< 0.01), and audit quality (r = .457 — .757, p < 0.01). are significantly, positively related to all dimensions of Information Technology
audits. The tolerance values range between 0.590 and 0.879, and the variance inflation factor (VIF) values range between 1.010 and 1.138.
Since the tolerance values are greater than 0.1 and the VIF values are less than 10, this indicates that multicollinearity among the independ-
ent variables is not a concern (James et al., 2017).

4.2. Hypothesis testing and discussion

Table 4: The Results of Regression Analysis for the Relationship Between Each Dimension of Information Technology Audit and Its Consequences
Dependent Variables

Independent Variables RAR DSR
Eq.1 Eq.2
* *
Financial Statement Audit (FAS) ?()lgg 5) ?0213 g 5)
* *
Operation audit (OAU) ?()lg 658) ?61(?5590)
*
Compliance audit (CAU) ?(')1(3789) ?(')0553)
ok *k
Information technology control (ITC) ?0233 ) ?02(?95 5)
Control Variables: 0.054 0.079
Experience in auditing in the stock market 6-10 years (AUS,) (0.061) (0.072)
Experience in auditing in the stock market 11-15 years (AUS;) ?()013 09 5) ?0113 29 4)
S
Experience in auditing in the stock market more than 15 years (AUS,) ?00376 4) ?61(?58)
Adjusted R? 0.163 0.192
Maximum VIF 1.138 1.138

Bata coefficients with standard errors in parenthesis, ** P <0.01, * P <0.05

The regression analysis results from Equations 1 and 2 demonstrate the effect of each information technology audit dimension on audit
risk reduction (RAR) and data security and reliability (DSR). These results support several key hypotheses, as discussed below.

First, the findings indicate that a financial statement audit (FSA) has a significant positive effect on both audit risk reduction (f = 0.180, p
< 0.05), and data security and reliability (B = 0.238, p < 0.05). These results suggest that the effective auditing of financial statements
enhances the accuracy, completeness, and reliability of accounting information. Because financial audits require careful planning and
rigorous assessment (Alktani, 2014; Salameh, 2011), auditors are better able to evaluate and express appropriate opinions, thereby reducing
audit risk. This is consistent with Riyadi et al. (2021), who emphasize that high-quality financial audits enable auditors to make well-
supported judgments. Furthermore, the findings align with those of Rosati et al. (2020), who found that a thorough audit process helps
prevent a decline in audit quality, even in the presence of information security incidents. Therefore, Hypotheses 1a and 1b are supported.
Second, the operational audit (OAU) shows a significant positive effect on both audit risk reduction (§ = 0.175, p <0.05) and data security
and reliability (B = 0.199, p < 0.05). This suggests that evaluating operational processes helps ensure that business units follow standard
procedures, which, in turn, reduces the likelihood of audit errors and improves information system efficiency. This result is consistent with
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the findings of Curtis and Turley (2007) and Hall (2011), who argued that operational audits contribute to both performance efficiency and
risk mitigation. Therefore, Hypotheses 2a and 2b are supported.

Third, the compliance audit (CAU) significantly influences audit risk reduction (f = 0.178, p < 0.05) but has no significant impact on data
security and reliability (B = 0.058, p > 0.05). The results imply that while monitoring adherence to regulations strengthens the credibility
and effectiveness of the audit process (Gantz, 2014), it does not necessarily translate into stronger data protection. Duncan and Whittington
(2014) explain that organizations may be compliant with regulations but still lack comprehensive information security strategies. Hence,
compliance audits alone are insufficient for ensuring data security, underscoring the need for broader IT governance. Therefore, Hypothesis
3a is supported, while Hypothesis 3b is not. This finding may reflect the traditional compliance audit practices in Thailand, where audits
tend to emphasize documentary verification and regulatory conformity rather than the evaluation of real-time cybersecurity mechanisms.
As a result, compliance audits may enhance procedural accountability but fail to strengthen technological safeguards for information sys-
tems. Similar conclusions were drawn by Judijanto et al. (2023), who found that compliance-driven audits often improve administrative
control without necessarily improving data security resilience. This outcome highlights the necessity for Thai organizations to integrate
compliance audits with IT governance and cybersecurity frameworks to achieve more comprehensive and sustainable data protection.
Fourth, the information technology control (ITC) dimension has a significantly positive impact on both audit risk reduction (f = 0.240, p
< 0.01) and data security and reliability (B = 0.285, p < 0.01). These findings confirm the essential role of IT controls in mitigating tech-
nology-related risks, protecting organizational data, and enhancing audit quality. IT controls encompass a wide range of procedures, in-
cluding general and application controls such as access security, system maintenance, data integrity checks, and system monitoring (Arens
etal.,2017; Lovaas, 2012). Reliable information enables auditors to perform accurate assessments, reach sound conclusions, and effectively
express professional judgments. Therefore, Hypotheses 4a and 4b are supported.

Regarding the control variables, auditors with over 15 years of experience (AUS4) significantly influence data security and reliability (B =
0.198, p <0.05), indicating that extensive professional experience enhances auditors’ capability to safeguard digital information and main-
tain system integrity. Senior auditors are more adept at identifying control weaknesses, implementing cybersecurity measures, and ensuring
compliance with IT governance standards. This result aligns with Tinyase et al. (2025), who found that experienced auditors are better
equipped to manage audit pressure and uphold audit quality under complex technological environments.

The adjusted R? values of 0.163 (RAR) and 0.192 (DSR) indicated a moderate model fit, while a maximum VIF of 1.281 confirmed no
multicollinearity concerns.

Overall, financial audits, operational audits, and IT controls significantly strengthen audit risk management and data security. In contrast,
compliance audits support regulatory assurance but have a limited impact on information security. These findings emphasize the value of
a multidimensional information technology audit approach to enhance audit quality in digital environments.

Table 5: The Results of Regression Analysis for the Relationship between Reducing Audit Risk, Data Security, on Audit Quality
Dependent Variables

Independent Variables AUQ
Eq.3
dk
Reducing Audit Risk (RAR) (()63()62;24)
%
Data Security (DSR) ?(')13721)
Control Variables: 0.071
Experience in auditing in the stock market 6-10 years (AUS2) (0.050)
%
Experience in auditing in the stock market, 11-15 years (AUS3) ?0201; 5)
Experience in auditing in the stock market for more than 15 years (AUS4) ?0002 g 1
Adjusted R? 0.268
Maximum VIF 1.040

Bata coefficients with standard errors in parentheses,
** P <0.01, * P<0.05

The regression results from Equation 3 indicate that both audit risk reduction and data security have significantly positive effects on audit
quality, thus supporting Hypotheses 5a and 5b.

Audit risk reduction (f = 0.362, p < 0.01) significantly enhances audit quality by lowering the likelihood of material misstatements and
enabling auditors to form reliable opinions. This aligns with prior studies (Hurtt, 2011; AlShaer, 2020; Riyadi et al., 2021), which empha-
size the role of professional skepticism and sufficient audit evidence in improving audit outcomes.

Data security (B = 0.142, p < 0.05) also positively influences audit quality. Strong data protection improves data reliability, enables more
accurate evidence evaluation, and reduces the risk of errors. Prior research (Westland, 2021; Vendrzyk, 2003; Lovaas, 2012) supports the
view that secure and accurate data strengthen audit credibility.

Among the control variables, only auditors with 11-15 years of experience (f = 0.213, p < 0.05) showed a significant effect on audit quality,
suggesting that mid-career auditors may offer an optimal balance of expertise and adaptability.

The model explains a moderate variance in audit quality (Adjusted R? = 0.268) with no multicollinearity issues (VIF = 1.156). Overall, the
findings underscore the critical role of risk management and data security in achieving high-quality audits.

5. Conclusions, Limitations, and Further Research

5.1. Conclusions

The findings confirm that financial statement audits, operational audits, compliance audits, and information technology (IT) controls sig-
nificantly contribute to reducing audit risk and enhancing data security, thereby improving audit quality. Specifically, financial and opera-
tional audits enhance information reliability and reduce audit errors through systematic verification and cautious planning (Alktani &
Ghareeb, 2014; Salameh, 2011; Peecher et al., 2006). Compliance audits also play a crucial role in ensuring adherence to laws and regula-
tions and strengthening audit quality (Gantz, 2014; Judijanto et al., 2023), although they do not necessarily enhance data security (Duncan
& Whittington, 2014).
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IT controls significantly reduce audit risk by protecting information assets, monitoring system processes, and ensuring data completeness
and accuracy of data (Arens et al., 2017). These controls, aligned with general and applied audit standards, enable auditors to form sound
professional judgments and reduce misstatements (Petter Lovaas, 2012).

Furthermore, the study confirms that reducing audit risk and improving data security directly enhances audit quality. This finding is con-
sistent with prior research showing that professional skepticism, accurate data, and robust cybersecurity are critical for effective audit
performance and reliable financial reporting (Hurtt, 2011; AlShaer, 2020; Westland, 2021).

Theoretically, this study contributes to the advancement of defense-in-depth theory by highlighting how information technology audits can
reduce anomalies and strengthen data security in response to evolving technological threats. As intrusion detection becomes increasingly
important, organizations must adopt robust IT governance and audit practices to ensure that security standards are upheld. The study also
supports contingency theory by demonstrating how external factors, such as technological change, influence audit practices and decision-
making. The expansion of information technology audits reflects a strategic response to environmental uncertainties, particularly in the
digital era.

Practically, these findings provide insights for auditors in the capital market to enhance their professional competencies. The identification
of key information technology audit dimensions allows the development of more reliable audit processes. By integrating information
technology audit into traditional audit practices, auditors can improve data accuracy, safeguard sensitive information, and reduce the like-
lihood of inappropriate opinions. This contributes to greater trust in financial reporting and enhances audit effectiveness in a dynamic
business environment.

In Thailand’s capital market, the adoption of information technology audit remains uneven. While large audit firms and multinational
corporations have begun applying digital audit tools, smaller firms often face limitations in resources, technical expertise, and regulatory
guidance. Cultural tendencies toward hierarchical decision-making and limited digital literacy among senior auditors also slow adoption.
Addressing these organizational and cultural constraints is crucial for strengthening Thailand’s audit infrastructure.

From a policy perspective, this study highlights the need for collaboration between the National Cybersecurity Agency (NCSA) and the
Securities and Exchange Commission (SEC) to establish standardized information technology audit frameworks, cybersecurity benchmarks,
and certification systems for auditors. Implementing continuous professional training on data protection, digital assurance, and emerging
technologies such as artificial intelligence and blockchain would help improve audit quality and align Thai practices with international
standards. These policy efforts would also enhance transparency, investor confidence, and the long-term digital transformation of Thai-
land’s auditing profession.

5.2. Conclusions

This study had certain limitations. The relatively small sample size may have reduced the statistical power and limited the generalizability
of the findings beyond Thailand’s capital markets. The limited number of responses (93 valid samples, representing a 25.48% response
rate) may also affect the stability and representativeness of the statistical results. A smaller sample can increase the margin of error and
reduce the robustness of regression estimates, particularly when examining complex variable relationships. Although the findings remain
statistically significant, they should be interpreted with caution, as results might differ with a larger and more diverse sample. Expanding
the dataset in future research would therefore improve the reliability, external validity, and generalizability of the conclusions. Therefore,
the results should be interpreted with caution in broader or international contexts.

Future research should expand the sample size to include auditors from various regions, industries, and regulatory settings. Investigating
potential moderating or mediating factors such as organizational size, audit firm characteristics, and technological maturity could further
clarify the relationship between information technology audit practices and audit quality. Longitudinal or mixed-method approaches may
also yield deeper insights into how digital transformation influences audit effectiveness over time. Future studies could also explore how
emerging technologies such as artificial intelligence, machine learning, blockchain, and cloud-based audit analytics influence the quality
and security of information technology audit practices. Comparative analyses across industries such as banking, manufacturing, and hos-
pitality could provide deeper insights into how technological readiness, regulatory environments, and organizational culture shape the
effectiveness of information technology audits in different contexts.
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